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Chapter 1

Overview and Fundamental Techniques

By Ferdinando Fioretto, Pascal Van Hentenryck and Juba Ziani

1.1 Introduction

Data is continuously harvested from nearly every facet of our lives by corpora-
tions, service providers, and public institutions. Whether through smartphones,
social media interactions, internet use, healthcare visits, or financial transactions,
information is continuously gathered, shaping the foundation of the modern econ-
omy. Private companies leverage this vast pool of data to evaluate loan candidates,
optimize transportation networks, improve supply chains, personalize services, and
predict market demands, all to enhance decision making. Similarly, public policies
and government initiatives rely heavily on this data, guiding resource distribution,
monitoring public health crises, and driving urban development and sustainability
efforts.

However, these datasets also contain a large array of sensitive information,
including health, financial, or location data. Major privacy violations and breaches
are commonplace, and can have severe negative impacts, not only on consumers
and online users, but also on entire organizations and governments. For instance,
the 2017 Equifax data breach [Wik24a] exposed the personal information of 147
million individuals, including social security numbers, birth dates, and addresses,
leaving millions vulnerable to identity theft, fraud, and long-term financial harm.
Similarly, the 2016 Facebook-Cambridge Analytica scandal [Wik24b], in which
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the personal data of up to 87 million Facebook users was harvested without con-
sent for political advertising purposes, raised concerns about its possible influence
on the outcome of the 2016 presidential election.

Privacy concerns have become central in today’s society, driving significant
changes in government policy. Various regulatory frameworks have been estab-
lished, with the United States and Europe leading efforts toward stronger pri-
vacy practices. In Europe, the General Data Protection Regulation (GDPR) sets
strict standards for data management, focusing on consent and data minimization
[PE16], while in the U.S., regulations like Title 13 [Uni98] govern the handling of
census data and laws like the Health Insurance Portability and Accountability Act
(HIPAA) and the California Consumer Privacy Act (CCPA) offer protections for
health and consumer data [Cen96; Leg18]. This movement was further emphasized
in October 2023 when the Biden administration issued an Executive Order on Al,
ensuring the enforcement of consumer protection laws and introducing safeguards
against privacy violations in Al systems. Government actions, such as the release of
the Al Bill of Rights Blueprint [Hou23] in the US, underscore the increasing focus
on privacy in both policy and technology.

Public policy has also devoted extensive research into technical solutions for pri-
vacy. Over the past three decades, this research has explored a wide range of privacy
definitions and techniques, but one has emerged as a pivotal framework: Differen-
tial Privacy (DP) [Dwo+06]. DP has gained widespread recognition and adoption,
not only by leading technology companies like Apple, Meta, Google, and LinkedIn,
but also by the U.S. government, most notably in its landmark 2020 Census data
release.

Differential Privacy is now widely regarded as the gold standard for privacy pro-
tection in statistical analyses and dataset releases. Its strength lies in providing a
formal and mathematical definition of privacy, offering precise and provable guar-
antees. This is in stark contrast to historically ad-hoc and loosely defined privacy
methods, which have repeatedly failed under attacks aimed at reconstructing part of
the original dataset or identifying individuals in said datasets. As privacy challenges
evolve, so too does Differential Privacy, expanding across diverse fields to meet new
demands. This book aims at providing a comprehensive introduction to DD, partic-
ularly within the novel challenges brought by Al applications. It explores its foun-
dational theories, applications in machine learning, and practical implementations,
equipping readers with the knowledge to leverage this critical technology effectively.

Overview of the Chapter

This chapter is structured to provide an introduction to Differential Privacy. It
begins by illustrating various attempts to protect data privacy, emphasizing where
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and why they failed, and providing the key desiderata of a robust privacy defi-
nition (Section 1.2). It then defines the key actors, tasks, and scopes that make
up the domain of privacy-preserving data analysis (Section 1.3). Following that,
Section 1.4, formalizes the definition of DP and its inherent properties, includ-
ing composition, post-processing immunity, and group privacy. The chapter also
reviews the basic techniques and mechanisms commonly used to implement Differ-
ential Privacy in Sections 1.4 to 1.6. Finally, Section 1.8 concludes with an overview
of Differential Privacy applications and some future directions in this field.

1.2 A Historical Perspective on Privacy

This section begins by posing a fundamental question: What are the key desider-
ata and properties that a robust privacy definition must guarantee? To address this, it
examines historical failures of previous and current privacy definitions, highlighting
the necessity for well-defined and formal guarantees. This section first outlines the
main properties satisfied by Differential Privacy—these properties will be formally
detailed later in this chapter. It then delves into specific examples of major pri-
vacy breaches over the past 30 years, identifying for each how adherence to certain
privacy desiderata could have prevented the failure.

A central argument of this book is the importance of well-defined and formal
privacy guarantees. A major weakness in many privacy techniques arises when the
protections themselves are poorly specified, particularly when they fail to clearly
define the classes of attacks they are designed to resist. Over the past three decades,
numerous privacy attacks have exploited such ambiguities, often by applying pri-
vacy notions beyond their intended use cases. To address these challenges, this chap-
ter focuses on four main desiderata that a strong privacy definition should satisfy:

1. Desiderata 1: Compositionality. A good privacy definition should ensure
that its protections gracefully degrade when applied multiple times, whether
across several datasets or through repeated private data analyses. In a data-
driven world, where datasets are frequently analyzed multiple times and may
contain overlapping information about individuals, composition is crucial.
Without it, repeated analyses can cumulatively erode privacy safeguards and
ultimately compromise individual privacy.

2. Desiderata 2: Post-processing immunity. Once data has been privatized
using a privacy-preserving mechanism, any further data analyses should not
degrade its privacy guarantees, provided that the original, non-privatized
data remains inaccessible. This property assures that subsequent steps or
transformations applied to the privatized output cannot compromise privacy.
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Post-processing immunity offers a strong guarantee that allows data analysts
to abstract away potential attack models, effectively providing fizure-proof
protection against privacy violations.

3. Desiderata 3: Group privacy. Group privacy aims at controlling how pri-
vacy guarantees degrade when considering groups of individuals rather than
single individuals. It ensures that a privacy mechanism does not arbitrarily
fail to protect privacy beyond the individual level when data from multi-
ple users is combined. While it is inevitable that privacy guarantees weaken
as group sizes increase, since more information is encoded about them, the
degradation should be controlled and quantifiable.

4. Desiderata 4: Quantifiable privacy-accuracy trade-offs. There is no free
lunch in privacy: releasing accurate information about a group of people must
necessarily and statistically encode some information about individuals. As
privacy protection increases the accuracy of insights derived from the data
may decrease. A good privacy definition should provide quantifiable trade-
offs, allowing data analysts, decision-makers, and model builders to measure
how much accuracy is sacrificed for a given level of privacy. This enables them
to balance privacy and utility according to specific needs.

The following sections provide historical examples illustrating why privacy is com-
plex, where traditional methods have failed, and how the above desiderata are essen-
tial for guaranteeing robust privacy.

1.21 Data Anonymization

A standard technique for privacy protection in various domains is anonymization.
It involves the removal or masking of any identifying details to prevent the recov-
ery of personal identities. Anonymization has been employed in areas such as the
release of medical datasets under the Health Insurance Portability and Account-
ability Act (HIPAA) standards. In the mid-1990s, the Massachusetts Group Insur-
ance Commission (GIC), a government agency responsible for purchasing health
insurance for state employees, sought to promote medical research by releasing
anonymized health data. The GIC approach involved removing what they con-
sidered “explicit” identifiers such as names, addresses, and social security numbers,
while retaining hundreds of other attributes deemed non-identifiable. Supported by
then-Governor William Weld, this initiative aimed at balancing data utility with
privacy protection. However, in 1997, Dr. Latanya Sweeney, then a graduate stu-
dent at MIT, set out to challenge the effectiveness of this anonymization. Using
publicly available information, she re-identified Governor Weld’s medical records
within the dataset and sent them to his office, starkly demonstrating the vulnera-
bility of supposedly anonymized data.
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How was Dr. Sweeney able to uncover Governor Weld’s personal medical
information from the GIC’s released data? One might assume that such an
attack required sophisticated techniques and significant resources. In reality, her
de-anonymization attack cost only $20 and limited time. The GIC’s dataset
included three crucial attributes for each individual: sex, zip code, and date of
birth. Dr. Sweeney purchased voter registration records from Cambridge, Mas-
sachusetts, which contained names, addresses, zip codes, and dates of birth. By
cross-referencing these two datasets, she found that only six people in Cambridge
shared Governor Weld’s birth date. Of those, only three were male, and just one
resided in his zip code—uniquely identifying his medical records. This type of
attack, known as a linkage attack, re-identifies individuals by linking anonymized
data with external public records. In a subsequent report [Swe00], Dr. Sweeney
demonstrated that her attack extended far beyond a single high-profile individual.
She found that “87% of the population in the United States had reported character-
istics that likely made them unique based only on 5-digit ZIP, gender, date of birth.”
Even at broader geographic levels, significant portions of the population could be
uniquely identified with minimal information. “About half of the U.S. population
are likely to be uniquely identified by only place, gender, date of birth, where place
indicates the city, town, or municipality in which the individual resides.”

Why Did Anonymization Fail?

Anonymization failed because it lacked formal privacy guarantees. Dr. Sweeney’s
attack was remarkably simple, yet unanticipated due to the absence of a pre-
cise attack model. The lack of post-processing immunity meant that, once the
anonymized data was released, combining it with other publicly available datasets
could reveal more information than intended. If the privacy mechanism had been
robust to post-processing, additional analyses or data combinations would not have
compromised individual privacy beyond what was already publicly accessible. This
example motivates the need for formal privacy definitions that account for all poten-
tial avenues of data exploitation.

1.2.2 K-Anonymity

At this point, one might argue that the previous example does not represent a funda-
mental failure of anonymization as a privacy technique, but rather a misapplication
in that specific instance. Is it possible to thwart de-anonymization attacks by simply
withholding more attributes? For instance, would not releasing someone’s zip code,
date of birth, or gender resolve the issue? However, a significant challenge emerges
in determining which combinations of publicly available attributes could uniquely
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identify an individual. As the number of features in a dataset grows, it becomes prac-
tically impossible for modern computing to predict and guard against all potential
attack vectors. Moreover, sensitive attributes often correlate statistically with non-
sensitive ones, rendering anonymization susceptible to statistical attacks that can
probabilistically reconstruct sensitive information through these correlations—for
a particularly sensitive example involving genomic data, refer to [Hom+08].

Despite decades of deployment, anonymization has consistently failed to pro-
vide robust privacy protection. Other high-profile failures include the AOL search
data release [BZHOG], the Netflix Prize dataset [NS06], and studies demonstrating
that individuals can be uniquely identified using just a few mobile phone location
points [DHVB13]. So, what is the next step? Can the concept of anonymization be
refined to address its shortcomings? A promising strategy might be to release only
partial information about each attribute. For example, in demographic or medi-
cal analyses, knowing that an individual falls within a certain age range, such as
“between 18 and 35,” might suffice. By revealing less precise information, can re-
identification attacks be made more difficule?

In 1998, Prof. Pierangela Samarati and Dr. Latanya Sweeney (the same
Dr.Sweeney who highlighted the failures of basic anonymization) introduced a
generalization called k-anonymity [SS98; Swe02]. A dataset satisfies k-anonymity
if, for every record, there are at least # — 1 other records with identical values in
a set of quasi-identifiers—attributes that could potentially be linked to external
data to re-identify individuals. In this framework, it should be impossible to dis-
tinguish between any of the /4 individuals sharing the same quasi-identifiers. In
particular, the larger the value of 4, the stronger the privacy guarantee. Consider,
for example, the dataset in Table 1.1 (left), containing information about state
employees. One approach is to release this dataset by replacing sensitive names
with random identifiers (see Table 1.1 (middle)). This technique provides only

Table 1.1. Three levels of anonymization on a demographic dataset. Left: original dataset.
Center: masking the sensitive names for 1-anonymity. Right: generalizing Zip codes and
age attributes for 4-anonymity.

Original Dara Anonymized Data 4-anonymized Data

Name | Zip Code | Age ID | Zip Code | Age ID | Zip Code | Age
Rick 19456 67 1 19456 67 1 19%** 60-70
Nathan 30309 33 2 30309 33 2 30%** 30-40
Yani 19445 64 3 19445 64 3 19 60-70
Xiao 30457 35 4 30457 35 4 30%* 30-40
Luciana 19456 67 5 19456 67 5 19%** 60-70
Anastasia | 30271 | 38 6 | 30271 | 38 6 | 30m | 30-40
Marcia 19456 31 7 19456 31 7 30%+* 30-40
Yuki 19456 62 8 19456 62 8 g 60-70
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1-anonymity, which is essentially standard anonymization. However, each individ-
ual still has a unique combination of zip code and age, making them vulnerable
to singling-out attacks [Swe00; Swe02]. In contrast, the table on the right demon-
strates 4-anonymity: entries #1, 3, 5, and 8 are indistinguishable from each other, as
are entries #2, 4, 6, and 7. Individuals are grouped into clusters of four, where each
group shares the same generalized (zip code, age) attributes, significantly enhancing
privacy.

Remark 1.1 (Privacy vs. Utlity). In k-anonymization, increasing the value of k
enhances privacy by making it more difficult to distinguish between individuals, as they
are grouped into larger clusters with identical quasi-identifiers. However, this comes at
the expense of utility. As k increases, the information becomes less precise, reducing
the datasets usefulness for analysis. For instance, in the 4-anonymized version of our
dataset, the details about individuals zip codes and ages are less specific compared ro the
1-anonymized version. This trade-off between privacy and utility is a central theme in
privacy research and will be addressed in the context of Differential Privacy in subse-
quent chapters.

Where Does k-anonymization Fail? Reason #1: Lack of Group Privacy

At first glance, k-anonymity appears to address the shortcomings of basic
anonymization by preventing the singling out of any specific individual within a
dataset. In fact, for years, it was considered the state-of-the-art solution for pre-
venting re-identification attacks. However, k-anonymity suffers from a significant
limitation concerning the leakage of sensitive information, even when individuals
are not directly identified. The core issue is not merely the potential to link a data
subject to a specific record. Instead, the real problem lies in the exposure of sen-
sitive information associated with individuals without explicit re-identification, as
highlighted in [Des17]. In essence, one does not need to pinpoint a specific per-
son to infer personal, sensitive details about them. Consider the previous example,
but now suppose the dataset includes a sensitive attribute, such as credit scores
(see Table 1.2, Left). Even without directly identifying anyone, an adversary could
learn sensitive information about individuals based on the available data. Using the
same linkage approach that Dr. Sweeney employed in her de-anonymization of the
GIC medical records, one could cross-reference publicly available data to deduce
that entries #2, 4, 6, and 7 correspond to Nathan, Xiao, Anastasia, and Marcia.
Although it is impossible to match each person to their exact record, one can still
infer that all four individuals have a credit score in the “Fair” category. This rep-
resents a significant privacy breach, as sensitive information is disclosed without
explicit identification. Here, the property of group privacy is violated—the privacy
guarantee collapses when aggregating data from as few as four individuals—Ileading
to both group-level and individual-level harms.
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Table 1.2. Two k-anonymized datasets augmented with credit score information. Left:
State Employee Dataset. Right: The Dataset of Company Z.

ID | Zip Code | Age | Credit Score

1 197 | 60-70 797

2 3(k* 30-40 650 ID | Zip Code | Age | Credit Score
3 19 60-70 755 A 30%** 30-40 815

4 30%** 30-40 590 B 30%** 30-40 613

5 19%** 60-70 767 C 30%* 30-40 376

6 30%* 30-40 597 D 30%** 30-40 727

7 30 30-40 613

8 19%** 60-70 775

Where Does k-anonymization Fail? Reason #2: Lack of Composition

A more subtle issue with k-anonymity arises from the concept of composition,
described earlier in this chapter. Unfortunately, #-anonymity lacks fundamental
composition guarantees and fails when multiple datasets are released. In fact, even
releasing just two k-anonymized datasets can be sufficient to break its privacy pro-
tections in the worst-case scenario. To illustrate this, imagine a situation where it
is known that Marcia is a state employee included in a dataset that has been 4-
anonymized. Additionally, suppose that Marcia is a client of Company Z , which
aims at helping individuals improve their credit scores. Company Z sells a separate
4-anonymized dataset about its customers (see Table 1.2, Right). Knowing that
Marcia is present in both datasets, an adversary can cross-reference the state records
with Company Z’s records to find a unique match: the only individual appearing
in both datasets is someone in the 30-40 age range, residing in zip code 30***, and
having a credit score of 613. This individual must be Marcia, thereby uniquely iden-
tifying her. This scenario demonstrates a failure of composition: the privacy guaran-
tees of k-anonymity break down when datasets are combined. While this example
is simplified for clarity, extensive practical evidence has shown that the issues with
k-anonymity are real and pervasive [NS08]. These limitations underscore the need
for more robust privacy definitions that can withstand linkage attacks, data aggre-
gation, and the release of multiple datasets.

1.2.3 Any Perfectly Accurate and Deterministic Privacy Notion
Must Fail

Various strategies have been proposed to address the shortcomings 4-anonymity
without significantly reducing the utility of data for demographic and population-
level analyses. One such method is data swapping, which involves exchanging parts
of dataset entries among individuals to ensure that no single row corresponds
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directly to one person, while still preserving overall demographic counts like the
“number of people in dataset X that have property Y.” This technique was employed
in the release of U.S. Census data products prior 2020. Another approach is data
minimization, which focuses on collecting as little data as necessary and discarding
it after it has served its purpose. Despite these efforts, the challenge of ensuring
that privacy guarantees degrade gracefully and predictably under repeated queries
remains unresolved. To address this, it is important to highlight a fundamental
property that must be satisfied by any robust privacy definitions, helping us narrow
down the search for effective solutions. Specifically, the claim is that no perfectly
accurate and deterministic privacy technique can satisfy our requirements, and that
randomization is essential for privacy.

This crucial point can be illustrated with a simple example where the lack of ran-
domness leads to a failure in composition. Imagine a hypothetical company named
Gluble, which has 25 employees. Gluble publicly announces that the average salary
of its employees is $500,000, perhaps to attract top talent with its competitive
compensation. After hiring a 26th employee named Rick, the company updates
its public average salary to $505,000. From these two pieces of information, one
can deduce Rick’s salary. Using basic arithmetic, Rick’s salary x is obtained by solv-
ing (x+25><2+000) = 505,000, i.e., x = $630,000. This amount is significantly
higher than his colleagues’ salaries. This scenario shows a failure of composition:
while each individual data release seems innocuous, combining them allows an
adversary to infer sensitive information about an individual. Even with access to just
two queries, a differential attack reconstructed private data. Although this example
is simplified, Dinur and Nissim [DNO03] have shown that such differential attacks
can be executed in far more complex settings, even when the query language is
restricted. Importantly, the attack used no information about how the data was pri-
vatized. This vulnerability arises because the average salary at Gluble was released
deterministically and exactly. What would happen if noise was added to Gluble’s
salary reports? Suppose that the average salary before hiring Rick was reported as
approximately $500,000, and after hiring, it was approximately $505,000. It is no
longer clear question whether the change is due to Rick’s salary or simply a result of
the added randomness. After all, the introduction of noise creates uncertainty, pre-
venting exact inference of individual salaries. This concept of adding randomness
to data releases is a cornerstone of Differential Privacy.

Observe that providing Differential Privacy is more complex than “just” adding
noise. At a high level, the more noise is added, the better our privacy guarantees are
going to be; however, adding too much noise is undesirable, as it destroys the util-
ity of privately-released datasets and statistics. Therefore, noise must be carefully
calibrated to balance privacy protection with data utility, enabling us to provide
formal and provable privacy guarantees alongside precise privacy-utility trade-offs.



A Historical Perspective on Privacy 1

In fact, three years before Differential Privacy was formally introduced by Dwork et
al. [DMNSO06], Dinur and Nissim [DN03] laid the groundwork for understanding
these trade-offs when incorporating privacy noise. Readers can consult their work,
as well as subsequent studies [CNSU20b; CNSU20a], for a deeper exploration of
the challenges in calibrating noise to protect against reconstruction attacks. The
following sections delve deeper into Differential Privacy, what it protects against,
its formal definition, guarantees, and the basic mechanisms to achieve it, provid-
ing a comprehensive understanding of the crucial role played by randomization in
safeguarding privacy.

1.2.4 A Side Note: Other Types of Privacy Breaches

The discussion above highlights the importance of our privacy desiderata and illus-
trates how previous techniques that failed to meet these criteria have led to sig-
nificant privacy failures. So far, the presentation relied on simple examples involv-
ing variants of anonymization techniques and the challenges associated with pri-
vatizing and releasing datasets. However, with the advent of increasingly complex
models and large-scale machine learning applications, privacy failures have begun
to emerge in more intricate and subtle ways—even when privatized datasets are
never directly released. In particular, recent research has demonstrated that privacy
can be compromised not only through released statistics but also via the models
themselves. A notable example is Federated Learning (FL) [LSTS20], discussed in
Chapter 8. The goal of FL frameworks is to protect privacy through decentral-
ization: each user retains their data on their local device, performs computations
locally, and only transmits aggregated updates (such as gradient information) to
a central server. The intent is that no central entity ever accesses individual user
data, thereby preserving privacy. Yet, recent work has shown that this is insuffi-
cient: the gradient updates themselves often encode sufficient information to be
able to guess the original user data with high accuracy [ZLH19]. This is the topic of
Chapter 8.

This issue is not confined to the training of machine learning models. Even after
a model is trained and the original data is ostensibly deleted, the released mod-
els can still encapsulate information about the training data. This can lead to pri-
vacy breaches where models inadvertently memorize and reproduce parts of their
training datasets, as discussed in Chapter 5. For instance, large language models
trained on extensive text corpora have been found to occasionally output verbatim
snippets from the training data when prompted in specific ways [Car+21]. A real-
world example involves a South Korean Al company Scatter Lab [Dob21]. Scatter
Lab used text and messaging data from users on South Korea’s biggest test mes-
saging company, KakaoTalk, to train a chatbot service. Despite efforts to remove
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personally identifiable information, the chatbot reproduced memorized conversa-
tions from the training data when users interacted with it, inadvertently disclos-
ing private and sensitive information about KakaoTalk users. These examples illus-
trate that privacy breaches can occur even without direct access to the underly-
ing datasets. Thus there is a need for privacy-preserving techniques that extend
beyond data anonymization and address the inherent risks in modern machine
learning practices. Differential Privacy offers a framework to mitigate these risks
by providing formal guarantees that limit the potential for information leakage,
even when models are trained on sensitive data and released publicly. Part IT of this
book explores how Differential Privacy can be applied to machine learning and
optimization tasks to safeguard individual privacy for increasingly complex data
analysis.

1.3 What Protections Does Differential Privacy Provide?

1.3.1 What Does Differential Privacy Promise?

This section examines and defines what Differential Privacy does and does not pro-
tect against. It considers the scenario of an analyst or data curator who aims at col-
lecting and aggregate personal and sensitive data for release in a privacy-preserving
manner. This release can take various forms, such as a synthetic version of the
dataset that masks private information, a set of sensitive population-level statis-
tics about individuals in the dataset, or a model trained on the sensitive data. The
common objective in all these cases is to release data that carefully conceal sensitive
attributes at the individual and group level while retaining sufficient information to
provide useful statistics or models at the population level. For example, an analyst
might wish to determine the fraction of a population with a particular disease or
calculate the average salary of employees in a company. In these instances, the data
pertaining to each individual is private and sensitive, and individuals may prefer to
keep it confidential.

First Attempt: No Information Leakage

Ideally, no information about any specific individual should be leaked through the

datarelease, i.e., “nobody can learn a7y information about a specific individual from

the privatized computation.” Achieving this level of privacy is theoretically straight-

forward: simply do not collect or use any data at all. However, this is impractical,

as it precludes any meaningful data analysis. Herein lies a fundamental tension high-

lighted earlier in this chapter: using more data enhances the accuracy and usefulness of
the models and statistics but potentially compromises individual privacy.
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Second Attempt: AlImost No Information Leakage

Rather than requiring that one learns nothing about any individual when conduct-
ing useful statistical analyses, perhaps one can accept learning as little as possible or
almost nothing about them. Recall the example from the introduction concerning
Rick’s salary and the addition of noise for privacy. If the company Rick works for
is large enough, adding a small amount of noise to the average salary can allow
for releasing an approximate estimate of the average salary, while making it diffi-
cult to deduce RicK’s specific salary. However, the problem here is subtle. It may
still be possible to learn significant information about Rick, for instance, that he
likely has a high salary because he works at a company where the average salary is
close to $500,000. This may seem innocuous if Rick is expected to hold a high-
paying position. But consider a more sensitive scenario: imagine that, in the early
1950s, Rick is a smoker participating in a novel medical study investigating the
link between smoking and cancer. The study concludes that smoking does cause
lung cancer. As a result, anyone who knows that Rick smokes now knows he is
at a higher risk of developing lung cancer. His insurance company might increase
his premiums or refuse coverage for cancer treatment, citing a pre-existing condi-
tion due to his smoking. Clearly, Rick has been harmed by the outcome of the
study.

Refining the Definition of Privacy

The perspective adopted in this book and by Differential Privacy is that the above
scenario does not constitute a privacy violation. Consider a counterfactual world
where Rick did not participate in the study. The medical study would still have
concluded that smoking causes cancer, and Rick would have faced the same poten-
tial harms. Rick’s decision to share his data had (@/most) no impact on the released
statistical inference that smoking causes cancer. This outcome is unavoidable: any
accurate statistical analysis revealing that smoking causes cancer would have had
the same effect on Rick. This book takes the point of view that it is important to
distinguish between harms arising from the ethical implications of certain statistical
inferences and privacy harms that result specifically from the collection and use of
an individual’s data. This redefines what good statistical privacy guarantees should
ensure and the refined desiderata: the goal is to ensure that one can learn almost
nothing new about an individual that could not have been inferred had they not shared
their data. It is important to emphasize that Differential Privacy is not an algorithm;
it is a definition or requirement for privacy. The remainder of this chapter aims at
accomplishing two goals: (i) to carefully formalize the definition and guarantees
provided by Differential Privacy, and () to cover basic algorithmic techniques and
building blocks for achieving Differential Privacy.
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Figure 1.1. Actors and models in the Privacy Preserving data processing pipeline. Central
privacy model (left) and Local privacy model (right).

1.3.2 Where to Guarantee Differential Privacy? Local vs Central
Models

Implementing Differential Privacy requires careful consideration of the context in
which privacy guarantees are applied, particularly regarding the underlying trust
model. The degree of trust placed in data curators or aggregators significantly influ-
ences the design and effectiveness of privacy-preserving mechanisms. This book
examines the two primary frameworks within privacy-preserving ecosystems: the
centralized model and the distributed (or local) model, each with distinct charac-
teristics and implications for privacy management.

In a centralized framework, all data collection, storage, and processing occur at
a single, central location managed by a trusted data curator. This central entity has
direct access to the raw data and is responsible for implementing and monitoring all
privacy-preserving mechanisms. The assumption here is that the data curator will
faithfully protect individual privacy and handle data responsibly. This setup rep-
resents the central model in Differential Privacy, as illustrated in Figure 1.1 (left).
Conversely, a distributed framework keeps data decentralized, residing at its point of
origin—such as personal devices or local databases. Privacy-preserving algorithms
are executed locally by the data contributors themselves, and only essential, pro-
cessed information is communicated to a central authority. For instance, in a typical
federated learning setup, raw user data remains on their devices, and only privatized
versions of the data—such as noisy data points or gradient updates—are sent to the
central aggregator. This approach embodies the local model in Differential Privacy,
depicted in Figure 1.1 (right). Both centralized and distributed frameworks offer
distinct advantages and challenges concerning privacy.

Centralized systems concentrate data in one location, creating a single point of
failure. If the central entity fails to protect the data—due to a breach or misuse—it
can lead to widespread privacy violations affecting all users. Moreover, centralized
frameworks require users to #7ust that the platform will implement privacy mea-
sures correctly and not exploit the data for unintended purposes. However, the
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centralized setting offers significant advantages in terms of data utility and algorith-
mic flexibility. Because the data curator has access to the raw data, they can inject
carefully calibrated noise at the aggregate level, often requiring much less noise to
achieve the same privacy guarantees compared to the local setting. This means that
analyses and models derived in the centralized setting can be of higher quality and
accuracy. Additionally, the centralized model allows for the development of more
complex algorithms that require inspecting the data and estimating joint statistics
before adding noise—a process that is often challenging or infeasible in the local
model.

In contrast, the distributed model reduces the need for trust in a central authority
since privacy is enforced locally by each user. Even if the central aggregator is com-
promised, the attacker gains access only to the noisy, privacy-protected data that
users have shared. This mitigates the risk associated with a central point of fail-
ure and enhances individual control over personal data. However, while the dis-
tributed model enhances privacy by minimizing trust requirements, it also intro-
duces additional complexity in implementing privacy-preserving protocols. Each
user must correctly execute the algorithms, which may involve sophisticated com-
putations. Additionally, because each user adds noise to their data independently,
the aggregated results may suffer from reduced accuracy due to the accumula-
tion of noise. The centralized model, on the other hand, allows for more effi-
cient privacy-utility trade-offs. Since the data curator has access to the raw data,
they can add carefully calibrated noise at the aggregate level, achieving the desired
privacy guarantees with potentially less impact on data utility. This centralized
addition of noise can result in higher-quality data analyses compared to the dis-
tributed approach. An in-depth discussion of the local model of DP is provided in
Chapter 2.

Distinguishing Data Privacy From Data Security

It is important to differentiate between data privacy and data security within the
landscape of privacy-preserving technologies. Data security focuses on preventing
unauthorized access to data, implementing measures such as encryption, authenti-
cation protocols, and intrusion detection systems to safeguard against breaches and
cyber threats. These measures are designed to protect data from external attackers
and unauthorized insiders. However, security alone is insufficient to prevent the
inference of individual-level sensitive information from released data. In contrast,
data privacy, as addressed in this book, aims at preventing inference of individual
information when data, statistics, or machine learning models are released. Even
when cryptographic security is fully implemented, computing a statistic or train-
ing a machine learning model can still allow an attacker to infer individual-level
information from the computed statistics or the released model alone, without ever
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breaching the system or accessing the original data. How this can occur was illus-
trated through our earlier example of a differential attack recovering Rick’s salary
or health status. Differential Privacy thus provides an orthogonal and complementary
layer of protection to traditional data security techniques. While data security aims
at preventing unauthorized data access, Differential Privacy limits the potential harm
[from running inference or reconstruction attacks on released databases, statistics, and
models.

1.4 Differential Privacy: Formal Definition, Techniques,
and Properties

Differential Privacy is a mathematical framework for measuring and bounding the
individuals’ privacy risks in a computation. The concept, first introduced in 2006
by Dwork, McSherry, Nissim, and Smith in [DMNS06], informally states that the
presence or absence of any individual record in a dataset should not significantly
affect the outcome of a mechanism. In this book, a mechanism is defined as any
computation that can be performed on the data. Differential Privacy deals with
randomized mechanisms, and a mechanism is considered differentially private if
the probability of any outcome occurring is nearly the same for any two datasets
that differ in only one record.

In this context, an adversary is any entity attempting to infer sensitive informa-
tion about individuals from the output of a data analysis. Remarkably, the privacy
guarantee of Differential Privacy holds even if the adversary possesses unlimited
computing power and complete knowledge of the algorithm and system used to
collect and analyze the data. Thus, even if the adversary were to develop new and
sophisticated methods, including the attack methods discussed earlier, as well as
new attacks that do not yet exist today, or even if new additional external informa-
tion becomes available, Differential Privacy provides the exact same level of protec-
tion. In this sense, Differential Privacy is considered fizure-proof-

The section, next, reviews Randomized Response, a classic method adopted in
surveys for ensuring the privacy of respondents. Originally developed as a sur-
vey technique to encourage honest responses to sensitive questions, Randomized
Response leverages randomness to protect individual privacy while still allowing
researchers to estimate population characteristics accurately. This method serves
as a foundational example of how randomness can be systematically used to
achieve Differential Privacy, illustrating the principles that guide more complex
privacy-preserving mechanisms discussed later in this section, and throughout the

book.
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Randomized Response

Randomized response [War65] was proposed by Warner in 1965 to privately survey
respondents for a potentially sensitive property. The setup is as follows: one wishes
to test for how many individuals in a set of respondents have a certain property,
P, which might be a controversial one to possess, and this might ordinarily lead to
a subset of respondents becoming what Warner described as a “non-cooperative”
group, who might refuse to be surveyed or provide a dishonest answer, introduc-
ing unwanted bias in the survey results. To simultaneously ensure that respon-
dents answer honestly (and, as a result, avoid bias due to the aforementioned non-
cooperation) and that their privacy is not violated, randomized response provides
respondents the ability to deny their response while also preserving the quality of
the summary statistics inferred. This is ensured by introducing randomness into
the process of surveying as follows.

1. The respondent takes a fair coin and flips it;
2. If tails is obtained, then the respondent answers truthfully, and if heads is
obtained, the respondent flips the coin again and

(a) Responds affirmatively if the outcome is heads;
(b) Responds negatively if the outcome is tails.

Note that here the outcomes and numbers of coin flips are only known to the
respondent. The property of plausible deniability allows respondents to be able to
deny their responses, and this provides them with privacy guarantees (as it will be
elaborated later). While the responses are partly perturbed due to this process, an
analyst can recover the expected number of “Yes” responses accurately as follows,

1
E[Yes] = Zn(has P) + Zn(does not have P),

where [E[Yes] is the expected number of affirmative responses, and 7(X) is the num-
ber of respondents who claimed to satisfy property X.

As will become clear later in this section, the plausible deniability property of
randomized response has a strong connection with Differential Privacy.

1.4.1 Differential Privacy, Formally

Prior to defining Differential Privacy formally, this section formalizes what this pri-
vacy notion aims at protecting (dataset) and the means by which an analyst interacts
with data (queries).
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Dataset D
City Age Gender

New York 18 M query

Newvork 21 F AD) = SECTCOUNT oD
Los Angeles 33 other <t

Madrid 41 M + DP noise
San Diego 29 F D) — 2 "||||' — 3
St. Louis 38 M

Figure 1.2. Example dataset and query.

Datasets and Queries

A dataset D is a multi-set of elements in the data universe U. The set of every possible
dataset is denoted D. The data universe U is a cross product of multiple aztributes
U, ..., U, and has dimension n. For example, Figure 1.2, illustrates a dataset D
with three attributes: city, age, and gender. If C is the set of all cities considered,
the interval A = [0, 100] the set of all ages considered, and G = {M, F, other},
thenU = C x A x G. A numeric query is a function f : D — R C R’ that maps
a dataset in some real vector space. For instance, the query f(D) could be an SQL
statement that counts the number of male individuals over the age of 18 in dataset
D, as illustrated in Figure 1.2.

The concept of adjacency is fundamental in DP. It frames the unit of change that
Differential Privacy seeks to protect against, ensuring that the presence or absence of
any single individual’s data does not significantly alter the outcomes of data analysis.
There are two common ways to define adjacency in the context of Differential
Privacy, reviewed next.

Definition 1.2 (Add/remove adjacency). Two datasets D and D' are said adjacent
under the add/remove notion, denoted as D ~ D/, if | DAD'| = 1, where A is the

symmetric difference of two sets.

In other words, two datasets are defined as adjacent if one can be obtained from the
other by either adding or removing the data of a single individual. This model is
particularly relevant when considering the impact of an individual’s participation

or absence in the dataset.

Definition 1.3 (Exchange adjacency). Two datasets D and D' are said adjacent
under the exchange notion, denoted as D ~= D/, if D' is obtained from D by succes-
sively removing one record and then adding a (possibly different) record. That is, there
exist elements d € D and d' € U such that: D' = (D \ {d}) U{d"}. This implies that
|D| = |D'| and |DAD'| = 2.
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In this notion, adjacent datasets differ in the data of exactly one individual but
have the same size. This definition is suited to scenarios where the alteration of
data within a constant-size dataset is the primary concern, and can be viewed as the
removal followed by the addition of one individual.

The choice between add/remove or exchange adjacency has some implications
for how Differential Privacy is applied as it directly affects the computation of global
sensitivity, introduced next, which measures the maximum change in the output
of a function for adjacent datasets. This chapter, and generally the book unless
specified otherwise, adhere to the add/remove notion of adjacency.

Global Sensitivity

The impact of a single individual’s data on the overall analysis is measured through
the concept of global sensitivity. Formally, the global sensitivity of a function f :
D — R is defined as the maximum difference in the output of f over all pairs of
adjacent datasets D ~ D' € D, measured with respect to the £ » norm:

Apf = max [[f (D) = f (D). (1.1)

In simpler terms, it measures how much the output of a function can change when
an individual’s data is added or removed from the dataset. This measurement pro-
vides a basis for determining the amount of noise that needs to be added to the
function’s output to achieve privacy. For example, the query considered in Figure
1.2 that counts the number of individuals satisfying a certain property in a dataset
has global sensitivity 1, since adding or removing a single individual in the dataset
can affect the final count by at most 1. Suppose instead that the task is to compute
the average age of all individuals in the dataset. Then the global sensitivity of this
average function would be

max(4) — min(4) 100
|D| |D|’

Apf =

where A represents the range of possible ages (assuming ages range from 0 to 100).
In this chapter, the £;-sensitivity A1f is denoted with Af.

Differential Privacy

These examples illustrate how a single individual’s data can influence the output of a
function applied to a dataset. This influence is central to the concept of Differential
Privacy. The impact of adding or removing an individual’s data varies depending
on the type of function in question—whether it’s calculating sums, averages, or
any other measure of the data. This sensitivity measurement tells us how much the
output of the target function need to be adjusted in order to protect an individual’s
privacy. Differential Privacy achieves this by adding noise to the function’s output,
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by an amount calibrated to the function sensitivity. This approach ensures that the
presence or absence of any single individual’s data does not significantly alter the
output, thereby masking their participation.

Definition 1.4 (Differential Privacy [DMNSO06]). A randomized mechanism M :
D — R with domain D and range R is (¢, 6)-differentially private if, for any event
S C R and any pair D, D' € D of adjacent datasets:

PrIM(D) € S] < exp(e) PrIM (D) € S]+ 9, (1.2)
where the probability is calculated over the randomness of M.

A differentially private mechanism maps a dataset to a distribution over the possible
outputs because, e.g., it adds random noise or makes randomized choices. The
released DP output is a single random sample drawn from this distribution. The
level of privacy is controlled by the parameter ¢ > 0, called the privacy loss, with
values close to 0 denoting strong privacy, and a secondary parameter 6 which can
be loosely interpreted as a margin of error.

First, observe that the inequality:

PriIM(D) € §] < exp(e)Pr[/\/l(D/) e S,

(here with 6 = 0 for simplicity of exposition) holds for any D and D'. In particular,
since it holds for any pair of neighboring databases, it also holds when swapping the
roles of D and D' in the above definition. Hence, an (g, 0)-differentially private
algorithm must also satisfy

PrIM(D') € S] < exp(e)Pr[M(D) € S].
This directly implies the “stronger” inequality below:
exp(—&)Pr[M(D') € S] < PrIM(D) € S] < exp(e)PrM(D) € S], (1.3)

which highlights that the probabilities of any event § under M applied to D and
D' are close to each other, controlled by ¢.

To intuitively understand these parameters, think of & as a knob controlling the
level of privacy. Lowering & enhances privacy by making the outputs less sensitive to
changes in any individual’s data. As & approaches zero (with 6 = 0), the inequality
in Equation (1.3) forces the distributions M (D) and M(D’) to become nearly
identical. This means more privacy, as distinguishing between D and I, which is
necessary to recover the data of the individual that differs across both databases,
becomes harder. When ¢ = 0, Pr[M(D) € §] = Pr[M(D') € S] for all S;
i.e., the output is independent of and does not use the input dataset, providing
perfect privacy, but no utility—mathematically, an easy implication of & = 0 is that
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log ppr(x)
pp(z) ppr(x)

p(z) log p(z)

x T

Figure 1.3. An illustration of the ¢-DP guarantee (here, using the Laplace mechanism of
Section 1.4.3). The log-probability of a value to be output by a mechanism given two
neighboring datasets is bounded by «.

our mechanism must have a (trivially) constant output across all datasets. When
& — 00, the inequality is always satisfied by any mechanism and 7o privacy is
guaranteed.

The parameter J serves as a margin of error. It is typically a small number close
to zero that defines a failure threshold allowing the DP guarantee not to hold with a
probability of up to d'. In practice, d is chosen to be a negligible value, often much
smaller than ﬁ, where /V is the size of the dataset. This ensures that the likelihood
of disclosing sensitive information about any individual remains extremely low. A
mechanism satisfying (&, 0)-differential privacy is said to satisfy pure Differential
Privacy or ¢-Differential Privacy.

The guarantees of Differential Privacy are illustrated in Figure 1.2, which shows
the distribution of outputs from a differentially private mechanism applied to two
adjacent datasets D and D'. The blue and red curves represent the probability dis-
tributions of the outputs for D and D/, respectively. The left figure shows how
the probability distributions over outputs must be close to each other for adjacent
datasets. The right figure quantifies the difference between the probabilities, show-
ing that the log-probabilities of any outcome x differ by at most &. This means
that the ratio of probabilities is bounded by ¢°, as required by the definition. One
can see that requiring a smaller ¢ forces the distributions to be closer to each other
across D and D', making it harder to distinguish between the two databases and
hence providing stronger privacy protections.

1.4.2 Formal Properties of Differential Privacy

This section formalizes the properties guaranteed by Differential Privacy, and how
they match the desirata described in Section 1.2. The composition, group privacy,

i (&,0)-DP most of the time, except with probability d, and (g, J)-DP are closely related but not exactly
equivalent.
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and post-processing properties are derived directly from the direction of Differential
Privacy, and do not assume a specific mechanism like Randomized Response. As
such, composition. group privacy, and post-processing hold for any differentially
private mechanism, i.e. any mechanism that satisfies requirement (1.2).

Composition

Composition ensures that a combination of differentially private mechanisms
(whether the mechanisms release privatized data, statistics on data, or learning mod-
els) preserves Differential Privacy. Composition is a key concept that enables the
construction of complex algorithms by combining simpler primitives. It facilitates
privacy accounting, the rigorous analysis of the overall privacy loss of a composite
and potentially complex algorithm by aggregating the privacy guarantees of indi-
vidual primitives. More formally, it can be stated as follows [DR14]:

Theorem 1.5 (Composition). Let M; : D — R; be an &;-differentially pri-
vate mechanism for i € {1,2}. Then, their composition, defined as M(D) =
(M1 (D), Ma(D)), is (&1 + &2)-differentially private.

Proof. For any (R}, R;) C R x R and any two neighboring datasets D ~ D/,

LriMD) € (R, Ry)] _ PriMi(D) € RiIPrIMa(D) € Ry
P?’[M(D/) S (Rl,Rz)] Pr[Ml(D/) (S Rl]Pr[./\/lz(D’) S Rz]

B (Pr[Ml(D) € R ) (Pr[Mz(D) € R )
A\ 2M (D) € Ri1) \PrIMo(D) € Ry

< exp(e1) exp(&2)
= exp(e1 + €2). ]

This argument can be generalized to for 4 differentially private mechanisms by
induction. More precisely, if M; : D — R, is an ¢;-differentially private mecha-
nism for7 = 1,..., k. Then, the composition M(D) = (M (D), ..., Mp(D)) is
(Zle g;)-differentially private. The result above is also called simple composition,
as it deals with pure Differential Privacy mechanisms. An extensive treatment of
composition in Differential Privacy is deferred to Chapter 3.

Group Privacy

The Differential Privacy notions discussed so far bound differences in output distri-
butions of the mechanism for any pairs of adjacent datasets, i.e. for datasets D, D’
such that [DAD'| = 1. However, what is not immediately clear is the case when
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two datasets differ in more than one individual’s data. Fortunately, Differential Pri-
vacy yields group privacy guarantees that bound this difference for datasets that
differ in % entries, for £ > 0:

Theorem 1.6 (Group privacy). Let M : D — R be an e-differentially private
algorithm. Suppose D and D' are two datasets that differ in exactly k entries. Then, for
all S CR:

PriIM(D) € 8] < exp(ke)PrIM(D') € S].

Proof. Let DO 2 Dand D® 2 )/, and let DO, DOV, DE=D D® pe 4
sequence of datasets where DO ~ pU+D for i = 0,1,...,k— 1. The datasets in
this sequence can be thought of as “intermediate” datasets when trying to obtain

D' by starting with D and changing one entry at a time successively. Then by the
DP guarantee of M, forany R C Rand i € [£— 1],

PrIM(DD) € R] < exp(e) PrIM(D D) € R).
Then, forany R C R,
PrIM(D) € R] = PrIM(D©) e R

exp(e) PrIM(DV) € R]
exp(2¢) PrIM(D?P) € R]

IA

IA

exp(ke) PrIM(D®) € R]
= exp(ke)PrIM (D) € R]. O

IA

Post-processing

Another key property of Differential Privacy is post-processing immunity. It ensures
that privacy guarantees are preserved by arbitrary data-independent post-processing
steps [DR14]:

Theorem 1.7 (Post-Processing Immunity). Let M : D — R be a mechanism that
is e-differentially private and ¢ : R — R’ be a data-independent mapping. The
mechanism g o M is e-differentially private.
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Proof. The proof first considers a deterministic mapping ¢ : R — R’. Let § £
{re R:g(r) € S},VS C R'. Then for any two neighboring datasets D ~ IV,

Prlg o M(D) € S] = PrIM(D) € §]
< exp(e) Pr[M(D') € S]
= exp(e)Pr[g o M(D') € S].

This proves post-processing immunity for deterministic functions. To extend this
guarantee to randomized functions, note that randomized functions can be viewed
as a distribution over deterministic functions, and, in particular as a convex combi-
nation of deterministic functions. Given that a convex combination of differentially
private mechanisms (here each mechanism is obtained by composing each deter-
ministic function with the mechanism M) is also differentially private, the result

follows. O

This property ensures that, once Differential Privacy guarantees are applied, any
further analysis or manipulation of the protected results will not compromise its
privacy guarantees. Post-processing significantly expands the scope and applicabil-
ity of Differential Privacy algorithms in real-world applications, as shown in Part III.

Quantifiable Privacy-accuracy Trade-offs

The last important property, mentioned in Section 1.2, the trade-off between
privacy and accuracy can be quantified exactly. Privacy-accuracy trade-offs are
mechanism-level properties: each mechanism has its own trade-off. The privacy-
accuracy trade-offs of the main building blocks are described later in this section,
including the privacy-accuracy trade-offs of Randomized Response in Section 1.7,
of the Laplace Mechanism in Section 1.4.3, and of the Gaussian Mechanism in
Section 1.5.1.

1.4.3 The Laplace Mechanism

The Laplace Distribution with 0 mean and scale & has a probability density function

Lap(x|b) = zlbe_%. The Laplace mechanism is a differentially private mechanism
based on the Laplace distribution for answering numeric queries [DMNS06]. It is
a fundamental building block for many DP algorithms described in this book, and
itfunctions by simply computing the output of the query f and then perturbing
each coordinate with noise drawn from the Laplace distribution. The scale & of the
noise is calibrated to the query sensitivity Af divided by &:

Definition 1.8 (The Laplace Mechanism). Let f : D — R C R? be a numer-
ical query, with d being a positive integer. The Laplace mechanism is defined as
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MLap(D§f> €) = f(D) + Z where Z € R is a vector of i.i.d. samples drawn from
Lap(%).

The Laplace mechanism adds random noise drawn from the Laplace distribution
independently to each of the 4 dimensions of the query response.

Theorem 1.9 (Differential Privacy of The Laplace Mechanism). 7he Laplace mech-
anism, My, achieves (¢, 0)-Differential Privacy.

Proof. Let D ~ D' be any two neighboring datasets in D, and let pp and pyy be the
probability density functions of M, (D;f,¢) and MLap(D’; f€), respectively.
Then for any » € R,

d _elf D)=l
pp(r) P ( Af )
po(r) exp (_Slf(DA/])(i_’ﬂ)

a e(f(D); = ril — |F(D); — nil)
[Tew ( Af )

(8(V(D/);;f(D)i|))

H exp (8 : (”f(D)A}f(D/)“ 1)) (By the definition of Af")

=1

.
I]ex
d

~

IA

(By the triangle inequality.)

e

i—1

~

1

~

< exp(¢).

The proof is similar for 1;)1;' ((:)) < exp(e). O]

A graphical representation of the densities and log density of two Laplace distri-
butions associated with neighboring datasets D and D)’ are provided in Figure 1.3,
respectively. Note how the difference between the log probabilities for x for each of
the neighboring datasets D ~ D is bounded by ¢.

Accuracy Guarantee of the Laplace Mechanism

The accuracy guarantees of the Laplace Mechanism is characterized by the following
result.

Theorem 1.10. For any numerical query f : D — R C R?, and any darabase

DeD,
Pr [V(D) — Miyp(Difs6)| > In (%) - (AT]F)] < B.
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Proof. The proofis for 4 = 1 for simplicity, but it generalizes for 4 > 1. The proof
follows from characterizations of the tails of the Laplace distribution. For a random
variable Z ~ Lap(b) and a real number o > 0,

Pr|Z] > a] = exp (—a/b).

Therefore, given that /(D) — M Lﬂp(D; [ €) is Laplace with parameter 6 = ATf, it
follows that

P?’[lf(x) - MLﬂp(D;f§ 3)\ > a] = exp (—0[ . Aif') L ﬂ

Solving for a in exp (—a : ALf) = f leads to

a.gpzln(%),

<o) (%)

This concludes the proof. O

hence

The accuracy guarantee of the Laplace Mechanism provides a practical way to
understand how the added noise affects the utility of the released data while ensur-
ing differential privacy. Essentially, it quantifies the expected deviation between the
true value of a numerical query and the noisy output produced by the mechanism.

1.4.4 Answering Private Queries in Practice

Next, we present two examples to illustrate how the Laplace Mechanism can be
applied in practice.

Example 1: Computing the Average Age

Consider a dataset containing the ages of 10,000 individuals, with ages ranging
from 0 to 100 years. The task is to compute the average age while ensuring differ-
ential privacy. A practical procedure follows the following steps:

1. Determine the query function and its sensitivity. In this task the query function
is the average age,

n

f(data) = % Z age,,

i=1
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where 7 is the number of individuals in the dataset. The global sensitivity
Af of the average function is the maximum change in the output when one
individual is added or removed. Since the age can vary between 0 and 100,
adding the data about a single individual can affect the sum by at most 100
units. Therefore, the sensitivity is:

max age — min age _ 100 -0

= = 0.01.
n 10,000

Af =

2. Apply the Laplace Mechanism. The next step is to select the privacy parameter
¢ and add noise drawn from the Laplace distribution with scale parameter

Ag—f. Selecting & = 0.5 to obtain a strong privacy guarantee adds the following

) Af 0.01
noise ~ Lap { — ) = Lap s )= Lap(0.02).
€ .

noise:

The private query thus reports f'(data) + noise.

3. Analyze the error bound. Additionally, by setting a confidence level f = 0.05
(meaning that one is 95% confident in the error bound), the error bound
can be computed as,

A 1 0.01 1
Error Bound = Af In{-)=—1In{—=) = 0.06 years.
€ 0 0.5 0.05

This means that, with 95% confidence, the noisy average age returned by
the Laplace Mechanism will differ from the true average age by no more
than approximately 0.06 years. If the privacy parameter is set to ¢ = 1,
allowing for slightly less privacy in exchange for greater accuracy, the error
bound decreases to about 0.03 years. Thus, selecting & and f appropriately
ensures that the released data remains both useful and privacy-preserving.

Example 2: Releasing a Histogram

Suppose a statistical agency wants to release a histogram showing the number of
individuals in different age groups, segmented by gender and region, from a dataset
containing a large number of respondents. The age groups could be categorized in
intervals (e.g., 0-9, 1019, ..., 90+). The goal is to release this histogram while
ensuring differential privacy. Note that this is different from the previous task where
a single quantity wasreleased. The procedure again follows the the three same steps:

1. Determine the query function and its sensitivity. The query function is the
count of individuals in each combination of age group, gender, and region.
For count queries, the global sensitivity Af is 1 because adding or removing
one individual can change the count in one category by at most 1.
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2. Apply the Laplace Mechanism. The next step consists in selecting a privacy
parameter ¢ = 0.5 for each count in the histogram and adding independent
Laplace noise to each cell (i.e., each combination of age group, gender, and
region) in the histogram. Let ¢; ok be the true count for age group 7, gender j,
and region %, and ¢; j 4 is the private counterpart to be released. The counts
are linked by the following formula:

A
Cijk = ¢ijrtNoise;jr,  where Noise;j ; ~ Laplace (?f) = Laplace(2).

3. Post-processing to ensure valid counts. Notice that the application of real-valued
noise to each count may render the resulting privacy-preserving counterpart
negative or non-integers, thus producing invalid ouputs. These issues can
be corrected by applying a post-processing step, that set any negative noisy
counts to zero and round the noisy counts to the nearest integer. Such post-
processing steps do not alter the privacy guarantees of the original release and
are commonly applied in deployments [CDMS21].

4. Analyze privacy and utility. Each count is e-differentially private with ¢ =
0.5. Since each individual’s data affects only one count, and the counts are
disjoint, the overall privacy guarantee remains ¢ = 0.5. The added Laplace
noise has a mean of zero and a scale of 2 and thus the expected absolute
error for each count is 2. For categories with large counts, this noise has a
relatively small impact. However, for categories with small counts, especially
in less populated age groups or regions, the noise can significantly affect the
accuracy. A further analysis on disparate impacts of Differential Privacy on
different subpopulations is discussed in Chapter 17.

Note that other mechanisms can produce integer counts directly without addi-
tional rounding, by using discrete noise mechanisms, such as the Geometric mech-
anism [GRS12] and the discrete Laplace mechanism [KS12].

1.5 Approximate Differential Privacy

The discussion in the previous section focused on pure Differential Privacy and the
mechanisms and guarantees associated with it. The case where 6 > 0 for (g, 0)-DP
constitutes a variant of Differential Privacy known as Approximate Differential Pri-
vacy. Recall that 6 € (0, 1) is the failure probability of the privacy loss bound in the
relaxed variant of pure DD, and is meant to be a cryptographically low quantity—
that is, so small it is considered negligible for practical purposes, often much less
than ﬁ where N is the dataset size. This allows practitioners to apply other mech-
anisms which yields better utility than the Laplace mechanism in exchange for a
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marginal failure probability. Importantly, approximate Differential Privacy retains
the composition, group privacy, and post-processing immunity properties provided
by pure Differential Privacy.

1.5.1 The Gaussian Mechanism

The canonical mechanism for (&,0)-DP is the Gaussian mechanism [DR14].
Where the Laplace mechanism adds noise proportionally to the ¢; sensitivity of
a query f, Af, the Gaussian mechanism uses the £, sensitivity, denoted by A,f,
and defined as in Equation (1.1) with p = 2. The £, and ¢; norms enjoy the fol-
lowing relationship: for a vector x € R, |Ixll2 < llxlli < ~/dllxll2 . Thus, the ¢,
sensitivity can be up to a factor /4 less than the £; sensitivity. The Gaussian distri-
bution with 0 mean and standard deviation ¢ has the probability density function

N(x|lo) = \}7 exp (—(’C—_m)

/2 202

Definition 1.11 (Gaussian Mechanism). Lez [ : D — R be a numerical query.
The Gaussian mechanism is defined as M Guuss(Ds f > €) = f(D) + z where z € R is

a vector of i.i.d. samples drawn from N (0, 6%1) where s > /2 ln(l'TZS)(Azf/e).

As with the Laplace mechanism, the numerical query response is 4-dimensional
for some integer 4 > 0 as well. Gaussian noise is added to each dimension of
the query response independently by the Gaussian mechanism. To highlight a key
distinction between the Laplace and Gaussian mechanisms, consider the context of
computing the mean of a multivariate dataset, revisited from [Kam20]. Consider a
dataset D € {0, 1}"*¢ aiming to compute the mean in a privacy-preserving manner,
denoted by (D) = }1 > %1 Di. The maximum discrepancy in f* across adjacent
datasets is %1, yielding a vector with €1 norm of % and £, norm of \/5% as the
{1 and ¢, sensitivities. The following theorem defines the (¢, 0)-DP guarantees for
the Gaussian mechanism.

Theorem 1.12. The Gaussian mechanism, M Gus> achieves (g, 6)-Differential Pri-
vacy, for € € (0,1] and J € [0, 1].

For the proof of this theorem, see Appendix A of [DR14]. Notice that, in the orig-
inal proposition, also reviewed in [DR14], the mechanism is restricted to use &
within (0, 1]. However, it is not uncommon to see values of & > 1 in practice,
including in various discussions in this book. This restriction was studied and over-
come in [BW18], which provided a more general analytical Gaussian mechanism
that holds for & > 1 as well. While the details of the DP guarantee of the analyti-
cal Gaussian mechanism are beyond the scope of this text, the mechanism and the
associated (&, 9)-DP is defined as follows.
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Theorem 1.13. (Analytical Gaussian Mechanism [BW18]). Let f : D — R be a
numerical query with global €, sensitivity Aof . Y& > 0 and o € [0, 1], the Gaus-
sian mechanism M Guuss(D; f, €) = f(D) + z with z ~ N (0, o2I) satisfies (€,0)-
Differential Privacy if and only if

Where ®(z) = Pr[N(0,1) < ¢] = 127[ [fe™ / *dy is the CDF of the standard

univariate Gaussian distribution.

The reader is referred to [BW18] for the details on the analytical Gaussian mecha-
nism.

Discussion of Accuracy

The exact formal accuracy guarantees is left as an exercise to the reader. The proofis
similar to that of the accuracy guarantee for the Laplace mechanism, simply quanti-
fying tails on the Gaussian distribution. Note that, in high-dimensions, the Laplace
mechanism introduces noise scaled by % to each dimension, providing an e-DP

. . . 3/2 .
estimate of f with an £, error scaling as O(%) In contrast, the Gaussian mech-

. . . . dlog(1/6 . . . .
anism introduces noise with a scale of O( %) per dimension, resulting in

an (&, 0)-DP estimate of / with £ error approximately O(%) Thus the Gaussian

mechanism shaves of a factor of O(«/Z) from the noise, improving accuracy signifi-
cantly for large 4 at a slight cost to the privacy guarantee, positing it as a potentially
more effective approach for multi-variate estimations.

1.6 Beyond Statistical Queries: Differentially Private
Selection

Numerical queries form an important class of computations over which privacy
can be enforced. However, in many natural situations, the goal may be to outpur
an object selected according to certain criteria among other objects, rather than just a
numerical value. Consider the following example, adapted from [DR14]. Suppose
that a retailer is selling an amount of items for which there are 3 potential buyers
A, B, and C. Each buyer has a maximum price they are willing to pay for the
item, known as their valuation. The buyers wish to keep their valuations private, to
avoid disclosing sensitive information about their purchasing strategies or financial
standing. Hence the task of the retailer is to set a sale price to maximize their total
revenue without revealing the valuations of the buyers in the process.
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Assume that the valuations of buyers A, B and C are, respectively $1.00, $1.01,
and $3.01. Consider the possible pricing options:

® Price at $1.00: All three buyers are willing to purchase at this price, thus the
total revenue is $1.00 x 3 buyers = $3.00.

® Priceat $1.01: Buyers B and C are willing to purchase, thus the total revenue
is $1.01 x 2 buyers = $2.02.

® Price at $3.01: Only buyer C is willing to purchase, thus the total revenue
is $3.01 x 1 buyer = $3.01.

To maximize revenue, the retailer should set the price at $3.01. However, since the
buyers’ valuations are private, the seller cannot directly know the optimal price. The
seller needs to select a price in a privacy-preserving manner. One naive approach
might be for the seller to add random noise to the buyers’ valuations to preserve
their privacy. Suppose the seller adds noise to buyer C’s valuation, and it becomes,
say, $3.02. Based on this noisy valuation, the seller decides to set the price at $3.02
apiece. However, this approach leads to a problem: at a price of $3.02, none of
the buyers are willing to purchase the item, since their true valuations are all below
this price. Consequently, the total revenue would be $0, which is worse than any
of the previous pricing options. This illustrates that simply adding noise to the
valuations is not suitable for such a setting. Adding noise to the valuations can lead
to suboptimal pricing decisions. Small changes in the valuations (due to noise) can
result in significant differences in the optimal price, which may drastically reduce
the seller’s revenue or eliminate it altogether. This is particularly problematic when
the output is an object selection (the optimal price) rather than a simple numerical

query.
1.6.1 The Exponential Mechanism

To be able to perform selection privately while also preserving the quality of the
selection made, McSherry and Talwar defined the exponential mechanism [MT07].
Given a set of objects H, a dataset D € D, and ascore functions : D xH — R, the
exponential mechanism chooses an object # € H that maximizes the score function
in a differentially private manner.

Definition 1.14 (Exponential Mechanism). The exponential mechanism, denoted
by M ey, takes as input a dataset D € D, a set of objects H, and a score function
s: D x H — R and outputs h € H with probability proportional ro exp (%2),
where As £ maxyey maxppy |s(D, h) — s(D', h)|.

In this pricing example, the seller defines a utility function #(D, p) that calculates
the total revenue generated by setting a price p, given the buyers’ valuations in
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the dataset D. The exponential mechanism then selects a price p with probability
proportional — the actual probability needs to be renormalized to sum to 1 — to:

e - u(D,p)
xp 2Au ’

where ¢ is the privacy parameter controlling the level of privacy, and A is the
global sensitivity of the utility function—that is, the maximum change in u(D, p)
when a single individual’s valuation in D is modified. The seller thus probabilistic-
ally chooses a price that is likely to yield high revenue. The probability of selecting a
particular price is influenced by the total revenue it generates, but is also smoothed
to prevent any single buyer’s data from having too much impact on the computa-
tion. This smoothing out is controlled by . When ¢ — 0, all prices become equally
likely independently of the buyers’ valuations D and the revenue #(D, p), leading
to perfect privacy. As ¢ increases, the mechanism introduces less smoothing out and
gives more importance to the revenue #(D, p), providing more utility—by putting
more mass on higher revenues—but less privacy. This mechanism thus allows the
seller to achieve a balance between maximizing revenue and preserving the privacy
of the buyers. The exponential mechanism provides Differential Privacy.

Theorem 1.15. The exponential mechanism, M oy, achieves (¢, 0)-Differential Pri-
vacy.

Proof- The proof assumes that # is a finite set. For any two neighbouring datasets
D ~ D' and some outcome » € H,

( exp(es(D:h)/2A5) )
PriMep(D) =hl  \3, 5, exp(es0F)2as)

Pr[Mexp(D/ ) = 4] o ( exp(esD' h)/25) )

>y en exp(es@H))2ns)
— exp (E(S(D, h) —s(D/, h))) D e exp
2As D e €Xp
< op (£) ep (§) ZLBERLD
> e exp (8524

—_

es(DH)/25)
es(DA)/2As)

= exp(e).
The inequality follows due to the definition of As. O]

Accuracy Guarantee

For the exponential mechanism, accuracy is not measured in terms of how close
the mechanism is to the optimal hypothesis 4. Rather, the objective is to guarantee
that, with high probability, the output by the mechanism has a high score, as close
as possible to optimality.
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Theorem 1.16. Let us fix a database D, and let Hopr = {h* € H s.t. s(D, h) =
maxy, s(D, h)} be the set of elements in H that achieve the maximum possible utility
score. Then, the exponential mechanism guarantees

As
Pr [s(D,MW(D)) > 0PT= 22 (In (|%|//3))] >1-4.

where OPT = maxy, s(D, b).
Proof. Take any ¢ € R. It follows that

2 (D)< P (€5(D, h) /2 As)
D ren exples(D, h) /2 As)
> (Dyhy<c €XP (ec/2As)
T 2 eHopr ©XP(EOPT/2As)
|H| exp(ec/2As)
~ |Hort| exp(eOPT/2As)
|H| (8(C—OPT))
= exp | —————
[Horr| 2As

e(c—OPT

Pr [J(D,MCXP(D) < c] =

IN

The result follows by plugging in
2 0PT — 2285 n (11)9)
e

O]

Practically, this means that, although the mechanism introduces randomness to pro-
tect individual privacy (e.g., the buyers’ valuations in our example), it still ensures
that the selected output (the price) will yield a utility (the revenue) that is close to
the best possible. E.g., in our example, the maximum possible revenue was $3.01
at price $3.01). Moreover, the utility loss due to privacy is limited and can be con-
trolled by adjusting the privacy parameters.

1.7 Randomized Response, Revisited

Before concluding this chapter, it is useful to revisit the concept of randomized
response. Consider Figure 1.4: its left side presents a pixelated version of the
Mona Lisa, where each pixel is represented by either an ‘M’ or a °.” character.
By implementing a random process that flips each pixel with a probability of 0.25,
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Each bit is flipped
with probability 25%

Figure 1.4. A metaphor for private data analysis: Perturbing each bit of the image on the
left by flipping it with a random probability of 25% prevents inferring with high probability
whether each single bit was originally an "M" or a ".", while still allowing to observe con-
clusions from the big picture. Figure adapted from slides presentation of Ulfar Erlingsson
[Nam17].

the figure on the right emerges as locally perturbed yet retains the overall image,
enabling recognition of the iconic Mona Lisa painting. This metaphor demon-
strates that, although plausible deniability is afforded for the original value of
each pixel, the outcomes of data analysis can still be preserved with considerable
accuracy.

Revisiting Randomized Response

Figure 1.4 happens to be an instance of using randomized response to obscure
individual responses while providing accurate summary statistics. Indeed, there is
an equivalent formulation of randomized response that satisfies £-DP in a stronger
setting called local Differential Privacy, where instead of having a trusted curator that
perturbs raw data to provide Differential Privacy, each data contributor perturbs its
own data prior to its release. The topic of local DP is the subject of study of Chapter
2. Given ¢ > 0, for every private bit X, the mechanism is defined as follows:

X, with probability = M;
M) = POV Trer @)
1-— X, with probablhty = H—Tp(é‘)'

Privacy Guarantees

Randomized response has the following Differential Privacy guarantees.

Theorem 1.17. Randomized Response is (¢, 0)-differentially private.
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Proof Let p = 17 (;()F) for simplicity of exposition. The proof obligation is to
upper bound the probability of ratios of probabilities for the two possible outcomes
MX) = X and M(X) = 1 — X for any X € {0,1} and the neighbouring

X =1-X,ie,

PrIMX)=X] P MX) =X]
PrIMX) =X] PIMO-X)=X]

and
PrIMX)=1-X]  PrIMX)=1-X]
PPIMX)=1-X] PMA-X)=1-X]

Note that the first quantity is equal to % = exp(¢), while the second quantity is

equal to 1’%0 = exp(—¢). This is enough to conclude the proof. O

Accuracy of Randomized Response

To provide the accuracy guarantee of Randomized Response, consider a collection

of n data points X, . . ., X,,. The goal is to compute the average of these data points,
. A . . . . .

given by u = jiv > % 1 Xi. Consider the following simple linear estimator that

corrects for the bias introduced by flipping X to the wrong answer, 1 — X, with
exp(e)
1+exp(e)

. 1 -

Lemma 1.18. X is an unbiased estimator of u = % >%_ 1 Xi. Further, with proba-
bility at least 1 — B,

probability p =

A

VI/B
X_”‘ = 22— DJn

Before providing the proof of this accuracy bound, consider what Differential Pri-

vacy promises. Remember that p £ 1-7-)2:; f()e)' Plugging this in the bound above,
N (1+4+¢)
fmu (0D Y,
‘ a (z (¢ — 1) /n

Ase — 0, the 1 4+ exp(e) term goes to 1; the 1 —exp(e) term can be approximated
by & given a first-order Taylor expansion. Hence, it follows that, as & is small,

-sl=o(27)
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1

In particular, given a small €, to obtain an accuracy of a, requires that n ~ —-

242

&
samples.

Proof. Note that

E[MX)] = PrIMX) = X] - X + PrIMX) =1—X] - (1 — X)
=pX+(0-p0-X)
=2p—DX+(1=p).

Therefore,
EMX)]=2p—Du+1-p),

immediately implying unbiasedness of X. Now note that the variance of estimator
X is given by

N N
1 1 1
~ (2p—1)2N2 ;V“ ME)] = ; 42p — 1)2N2 ~ 4(2p— 12N’

Vﬁri?]

where the first equality follows from the fact that Var[cX] = c*Var[X] and Var[X +
¢] = Var[X] for a constant ¢, and the inequality follows from the fact that M (X)
is a Bernoulli random variable and has variance at most 1/4. Using Chebyshev’s
inequality with & = \/LE, it follows that

il

The above bound is an example of privacy-accuracy trade-off. To obtain an accuracy

A J1/p
e v N

O]

level of @ (i.e., the estimator does not mis-estimate ¢ by more than a) with high
probability 1 — S, one needs to pick the value of p such that

_ YUk _,
200 =2p)/n =

This immediately gives the desired value of €, given us a trade-off between the accu-
racy level o and the privacy level €. Here, decreasing & towards 0 (or equivalently
decreasing p towards 1/2) yields a worse accuracy guarantee, as the denominator
decreases and eventually goes to 0. This goes in the expected direction: the more
privacy is required, the more the accuracy suffers.
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1.8 Concluding Remarks

This chapter discussed foundational concepts and mechanisms that are the bedrock
of Differential Privacy. Since its conceptual introduction, Differential Privacy has
seen considerable evolution, both in theoretical development and practical appli-
cations. Researchers have refined the mathematical guarantees, offering tighter
bounds on privacy leakage and more effective mechanisms for trading utility with
privacy. Practically, Differential Privacy has been applied across diverse sectors, from
healthcare to social science, to engineering systems, as reviewed in Part III. These
applications demonstrate the flexibility and robustness of Differential Privacy in
safeguarding personal information while maintaining data utility. The implica-
tions of adopting Differential Privacy extends beyond the technical realm, influ-
encing regulatory policies around data privacy [Exe23], as also discussed in Part
V of this book. As organizations increasingly rely on data-driven decision-making,
the implementation of DP can help build trust with stakeholders by demonstrating
a commitment to privacy-preserving practices. This trust is crucial for compliance
with international data protection regulations and for fostering a more privacy-
conscious data ecosystem. Furthermore, the principles of Differential Privacy can
guide ethical considerations in data usage, promoting a balance between innovation
and individual rights to privacy.
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Local Differential Privacy for
Privacy-preserving Machine Learning

By Graham Cormode

2.1 Introduction

As discussed in the previous chapter, Differential Privacy (DP) provides a widely-
accepted model of privacy based on introducing carefully calibrated random noise
to information revealed about private data. In the standard presentation, the DP
model assumes the existence of a trusted aggregator: an entity who holds a collection
of information about a population of individuals, and applies differentially private
mechanisms to information computed from this data collection. This allows accu-
rate statistics and models to be derived, but comes at a cost: we must be satisfied
that we can indeed trust this aggregator to handle the collected data responsibly. In
practical applications, this data aggregator is likely to be a powerful entity, such as
an internet service provider, technology company, or government, who may collect
the private information of millions of individuals. Hence the potential for misuse
may be of some concern, even if we have no prior reason to suspect the motives of
the aggregator.

In response to this, a number of other models of privacy have been considered
which aim to reduce or eliminate the trust placed on the central entity. These can
include decentralization — dividing the data among multiple aggregators, so no sin-
gle one sees the entire information — or cryptographic techniques — which restrict
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the view of the aggregator of the raw data. In this chapter, we survey an approach
known as Local Differential Privacy, or LDP. The LDP approach directly provides a
differential privacy guarantee on the results of the computation, and entirely elim-
inates the need for a trusted aggregator to hold the private data. However, the LDP
approach comes at some cost: more computational work is needed, and the results
achieve a weaker tradeoff between accuracy and privacy than in the traditional,
“centralized” differential privacy model.

The essence of LDP is that each user who holds some private data is now an
active participant in the data release process. Instead of passively sending their data
to the aggregator and retiring, each user now runs a randomized procedure on their
input. The requirement is that the distribution of the message(s) sent by each user
individually should satisfy the DP guarantee. Formally, let x; and x/ be two possible
inputs that user 7 might hold, let R denote the (randomized) protocol that user 7
will apply to generate their messages, and let ¢ be the desired privacy parameter.
We require that for all possible transcripts 7 of user 7’s communication, we should
have

Pr[R(x;) = T

PRG) = 7] = &P 2.1)

Note that this definition is symmetrical in the roles of x; and x}. This is exactly
the standard (pure) differential privacy definition (see Section 1.4.1 of Chapter 1),
applied to the inputs of a single user 7.

On first glance, attempting to obtain useful results under this restrictive defi-
nition may seem doomed to failure. The noise introduced in differentially private
mechanisms is calibrated so as to effectively “mask out” the contribution of any
single user. Specifically, we usually expect the magnitude of any (numeric) noise
added to a function of users’ data to be approximately equivalent (in expectation)
to the weight of any individual user’s data. So we would expect that applying this
to the contribution of just a single user would entirely hide the information they
are contributing, and prevent any subsequent use of it. Indeed, the first part of
this intuition is true: the noisy response of a user should indeed mask out their
contribution, and so make it impractical to learn anything about their individual
information. However, if we aggregate the reports over a large enough population
of users, we can still draw accurate conclusions about the overall population behav-
jor: the signal emerges from the noise. The explanation for this apparent paradox
is that since each user independently chooses how to add noise, the noise tends to
cancel out as we combine all the user reports, leaving the true answer masked by a
smaller magnitude of total noise.
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211 A First LDP Protocol

We illustrate this phenomenon with a simple example drawing on standard DP
mechanisms from the centralized case. Suppose we have a population of N = 1
million users, who each hold a secret binary value (0 or 1), which encodes some
private attribute — say, their opinion on a contentious issue (pro or anti), or some
other feature. We would like to learn what is the population-level value of this
statistic, i.e., what percentage of our population hold a ‘1’ value. The standard
centralized DP approach is to add noise sampled from a Laplace distribution with
parameter 1/¢. The variance of this distribution is then 2/&2, and so the expected
magnitude of this noise is around 1/¢.

This approach can be adapted to the local setting by having each user add this
quantity of noise independently to their input. The resulting distribution would
have variance 2V /2, and hence absolute magnitude proportional to +/N /&. Con-
cretely, consider our case with N = 1 million, and ¢ = 1. Then the local case
allows us to estimate the population fraction with additive error around 0.001.
This is certainly good enough to easily distinguish large values from small, and
comparable to the error due to sampling which people to ask. However, the cor-
responding error in the centralized case is vastly smaller — closer to 107 in this
case.

This small example serves to show that we can obtain sufficient accuracy in the
local model of differential privacy, albeit weaker than in the centralized case. To get
good results for more complex analysis tasks requires a large population of users
participating (honestly) in the protocol, and carefully tuned protocols to maximize
the accuracy obtained.

The naive approach of taken an existing method from the centralized setting
does not always work. Consider for example trying to produce a clustering of some
input data points. If each user holds a single point (representing their data), then
a central DP algorithm is unlikely to produce a very meaningful output for them.
Moreover, it is unclear how to combine the results if each user produces a noisy
clustering of their single point. Instead, for this and other problems, we would seek
novel methods better suited to the local model.

The key properties that we aim to understand for different problems are the
tradeoff between accuracy and privacy, as a function of the privacy parameter ¢,
and the number of participating users, N. Secondarily, we are also concerned about
the other computational costs — the time and space required by users to run their
part of the protocol, and the time and space needed by the aggregator to interpret
all their messages. Lastly, we may also seek to minimize the size of the messages
sent by the users, and the number of rounds of interaction between users and the
aggregator.
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2.1.2 A Brief History of LDP

As will be discussed in subsequent sections, the antecedents of Local Differential
Privacy date back at least fifty years, to the work on Randomized Response in sur-
vey design [War65]. More recently, a notion equivalent to local different privacy
was introduced by Evfimievski, Gehrke and Srikant [EGS03], around the same
time that the foundations of differential privacy were being laid [DN03]. The con-
nection between randomized response and differential privacy has been observed
in texts on the differential privacy model [DR14]. However, the current interest
in LDP can be traced to recent developments in theory and practice. Duchi, Jor-
dan and Wainwright coined the label of “local differential privacy”, and studied
problems of statistical inference under this model [DJW13]. This led to much sub-
sequent interest in the theoretical underpinnings of LDP and its variants. Around
the same time, Google published a paper on its RAPPOR system, which is based
on LDP [EPK14], used to collect browsing statistics privately. Papers on deploy-
ments by Apple [Teal7], Microsoft [DKY17] and Snap [Pih+18] on related prob-
lems demonstrated a strong interest in LDP as a practical model for private data
collection.

Overview of the Chapter

Following the interest in Local Differential Privacy from both theory and practice,
in this chapter we survey a sampling of the developments in LDP. Since its for-
mal introduction less than a decade ago (at time of writing), there have been many
hundreds of papers published on the topic, and this chapter provides a very partial
view of this topic. We begin by introducing the foundational notion of Random-
ized Response in Section 2.2, for revealing information about a binary choice. In
Section 2.3, we show how randomized response has been extended and enhanced
to provide the notion of a “Frequency Oracle”, which gathers information about
the distribution of values held by a collection of users. The Frequency Oracle is the
basis for many of the applications of LDP. Some of the basic statistical collection
tasks, such as finding frequent items, and capturing the cumulative distribution, are
described in Section 2.4. We move on to more advanced data analysis and mod-
elling tasks in Section 2.5. Finally, we conclude by reflecting on the limitations
on LDP protocols, and describe some alternate related models which attempt to
remedy these deficiencies in Section 2.6.

2.2 Randomized Response

In this section, we return to the problem stated in the introduction of this chapter,
to estimate the proportion of individuals whose binary input is a 1 value. We will
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describe a simple approach that provides an accurate answer, and show its analysis
in some detail. This approach, known as Randomized Response, is at the heart of
many LDP algorithms that we will discuss subsequently (albeit in less detail).

The approach from Section 2.1.1, of adding noise drawn from a Laplace distri-
bution, certainly works, but has some disadvantages. It produces potentially large
real numerical values. Since the inputs are binary, it is natural to ask whether we
can restrict the messages from each user to the same domain.

If we do so, then we can immediately derive the description of a protocol. For a
user with input value & € {0, 1}, their only option is to report either & truthfully,
or lie, and report 1 — 4. Suppose we set the probability of truthtelling to be p, and
hence the probability of lying is 1 — p. We can assume without loss of generality
that p > % > 1 — p. To ensure that the (local) differential privacy property (2.1)
holds, we require that the probability of seeing the same output in the two cases
that 4 = 0 and & = 1 satisfies

V
1—p

< exp(e).

That is, the ratio between (correctly) observing a 1 on input 1, and (erroneously)
seeing a 1 on input 0, should not exceed the bound of exp(¢). For utility, we would
like p to be as large as possible, which means setting 1’%17 = exp(€). Rearranging,

exp(e)
1+exp(e)
Suppose we apply this protocol over a large population where a ¢ fraction of

we obtain that p =

users have input 1, and the rest have input 0. Then, for each user, the expected
observed value o is given by

Elo] =p¢p + (1 —p)(1 — ).

From this, we can form an unbiased estimate for the (unknown) parameter ¢ by
rearranging: we write

(/3 _o—(1—p)
2p—1
We can observe that the observed value o is equal to the input x with probability
. . f.op—1 .
p» otherwise they are different. In the former case, the error of ¢ is {p_—l’ and in
the latter it is 2;’%1 Hence, we can also compute the variance of this (unbiased)
estimator, as

. vy Pp=Dr+ (U —ppt  p(1—p)
Var[gb] = E[(¢ - Qb) ] - (2P _ 1)2 - (zp_ 1)2'
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Using our setting of p = exp(e)/(1 + exp(¢)), we obtain

~ o exp(e) 1 (1 + exp(e))? B exp(¢)
varlgl = 1 + exp(e) 14+ exp(e) (exp(e) — 1)2  (exp(e) — 1)

We can approximate this quantity when ¢ is small, in which case exp(e) ® 1 + ¢

A

and so Var[¢] ~ {iz

Equipped with this understanding, we can observe that the average of NV unbi-
ased estimates for a population of /V users will have a variance proportional to
N/e?, and so an expected absolute error proportional to ~/N/e. This is com-
parable in scale to the cruder method based on adding Laplace noise, but comes
with a tighter understanding of the behavior (variance less by constant factors), and
reduced communication costs (the protocol sends noisy bits instead of noisy real
values).

The notion of randomized response was first introduced by Warner [War65], as a
method of providing plausible deniability for survey respondents answering poten-
tially embarrassing questions. It was subsequently observed to provide differential
privacy, and has been used as the foundation for many other protocols achieving
local differential privacy.

2.3 Frequency Oracles

The Randomized Response protocol in the previous section allows us to estimate
the fraction of population satisfying a certain property. Equivalently, it can be
viewed as providing an estimate of the parameter of a binomial distribution, when
each user samples from the same global Bernoulli distribution. More generally, we
might want to estimate the distribution when each user has one out of & possible
categorical values. This problem has been widely studied in the context of local
differential privacy, and the techniques developed for this problem have been used
in the solution of other problems discussed subsequently.

Across a variety of different approaches, some similarities emerge: each user sends
a message noisily encoding information about their input, which can be aggregated
to provide an estimate of the number of occurrences of a particular category. That
is, if each user 7 has an input value x; € [d], we seek to build an estimate for
f(x) = |{i : x;, = x}|. The estimate of f(x) will be a random variable, whose
randomness derives from the random choices of the users in adding noise to their
input. We refer to the randomized algorithm that can produce an estimate ]A” (x) of
[ (x) forany x € [d] as a frequency oracle. The aim is to minimize the variance of the
estimate, as well as keeping the other computational costs low. In this section, we
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describe the operation of several different frequency oracles, and summarize their
properties.

2.31 Direct Encoding

A natural first attempt to build a frequency oracle is to generalize the notion of
randomized response to d possible values. As with (binary) randomized response,
each user can report their input truthfully with probability p, or pick each of the
other possible inputs with probability (1 — p)/(d — 1) each. Satisfying the LDP
property (2.1) leads to choosing p = exp(e)/(exp(e) +4 —1). Here, the expression
for the variance of this estimator is a little more complex, so we focus on the variance

conditioned on reporting an erroneous value, which tends to dominate the cost. We
_ exp(e)+d—2

= Teplo-D7" We can
observe that this agrees exactly with the variance for binary randomized response
when setting 4 = 2. This analysis of Direct Encoding, and the definition of Var®,

is due to Wang et al. [WBL]J17].

write this variance bound as Var*, which is given by Var*

2.3.2 Unary Encoding

An alternative generalization of randomized response is to use a unary encoding of
the input, and apply randomized response independently to each bit. That is, we
express user 7’s input as a d-bit “one-hot” encoding, where we set the x;’th bit to be
a 1, and the remaining bits to 0. We then flip each bit independently, and report
the noisy result. We can observe that in order to ensure the differential privacy
condition (2.1), we only need to consider that pairs of inputs can change in at
most two location: between two possible inputs, there is one location where a 1 is
replaced by a 0, and one where a 0 is replaced by a 1.

To improve the accuracy, we can observe that we can choose different proba-
bilities for flipping a 0 to a 1 than for flipping a 1 to a 0. We obtain better accu-
racy if the former is lower and the latter is higher, since there are more Os to pre-
serve than 1s in this sparse encoding. Optimizing this choice subject to the DP
condition leads to picking the probability of flipping a 1 to 0 as %, while Os are
flipped to 1s with lower probability of This choice minimizes Var® =
4exp(e)

(exp(e)—1)*"
d > 3exp(e) + 2, which is typically the case for moderate values of ¢ and 4. How-

1+exp(5‘)
Observe that this improves over direct encoding for larger &, when

ever, this comes at the cost of sending & bit messages, which can become excessive
for large values of 4. The notion of “optimized” unary encoding is due to Wang et al.
[WBLJ17].
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2.3.3 Hash Encoding

When the domain size 4 gets moderately large, it can be useful to use hashing
techniques to reduce the effective domain size, while still providing enough infor-
mation to encode the frequency distribution. The idea of hash encoding is for each
user to (independently) pick a random hash function, and to use a method such as
direct encoding to privately encode the noisy value of the hash of the user’s input.
Given the noisy encoding and the description of each hash function, an aggregator
can build up an accurate picture of the overall population distribution. Analyzing
this procedure shows it suffices to use relatively simple hash functions (specifically,
hash functions that meet the condition of “pairwise independence”), onto a small
domain of possibilities. Optimizing the parameters leads to choosing the range of
hash values to be exp(¢) + 1, so that the true hash value is reported with prob-
ability %, while the other choices are each selected with probability H—Tl(g) —
mirroring the probabilities from unary encoding. Following similar calculations,

we find Var* = @% Now the messages sent are just log, (exp(e) + 1) bits
to encode the hash value, plus O(log &) to specify the hash function. However, the
work required by the aggregator to build estimators from the /N messages is quite
large — O(Nd). This optimized local hashing approach is also due to Wang et al.

[WBLJ17].

2.3.4 Hadamard Encoding

The approach of Hadamard encoding is quite similar to the hashing approach,
where the hash function is drawn based on a structured set of possibilities. This
allows the decoding of messages to be performed more quickly, while achieving
similar accuracy. Specifically, we consider a hash function which maps onto two
possible values, —1 and +1. The j’th hash function is specified by 4;(x) = (—1)9*,
where (7, x) denotes the inner product of the binary representations of j and x. The
hash value can be encoded by standard binary randomized response over the two
possibilities of —1 and +1.

This special set of hash functions can be interpreted as encoding the Hadamard
transform of the input. The Hadamard transform is an instance of a Fourier trans-
form, and possesses a fast algorithm to transform and invert a vector of values. Con-
sequently, the aggregator can use the Fast Hadamard (inverse) transform to accumu-
late and compute the frequency estimates in time proportional to O(N + d log d),
assuming d is a power of 2. The message size is 1 bit to encode the noisy value, plus
log d bits to send the value of j that defines the hash function. The resulting variance
(exp()+1)?

(exp(e)—1)2"
values of exp(¢), variations can be applied, such as sending multiple hash values, to

bound is This is close to optimal when exp(¢) is close to 1. For larger
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exp(&)
(exp(e)—1)2
build a frequency oracle appears in a variety of places [Teal7; Ngu+16; ASZ19].

reduce the variance to O ( ) The idea of using Hadamard encoding to

2.3.5 Domain Size Reduction

The above approaches work well as & ranges up to moderate size — say, from single
digits up to thousands of possibilities. However, when 4 is huge, all the meth-
ods lessen in usefulness, due to increased cost to maintain, and reduced accuracy.
Such large domains arise in practice, for example when capturing information about
words typed by users, or websites visited, where the set of possibilities easily ranges
into the millions.

To cope with this high domain size, protocols can take advantage of dimension-
ality reduction techniques. Essentially, the protocol specifies a randomly chosen
projection of the input items into a lower dimensional space, so that frequencies in
the lower dimensional space can be used to provide frequency estimates for items in
the original space. Such dimensionality reduction techniques are often referred to
as “sketches”. Common examples used in the LDP setting include the Bloom Filter,
Count sketch and Count-Min sketch [CY20]. Importantly, these techniques are all
sparsity preserving: if we apply them to a single input item, represented as a one-hot
vector, then the resulting sketch is also mostly zero, having only a few non-zero
values, and adhering to some additional structural restrictions. This means that we
can apply the above frequency oracles to a sketch representation of user inputs in
an almost black-box fashion. The cost now depends on the (smaller) 4’ value rep-
resenting the size of the sketch, instead of the much larger original & value. Papers
that pursued this approach provide further details of how to guarantee privacy and
accuracy with the Bloom Filter [EPK14], Count-Min sketch [Teal7] and Count
sketch [BNST20].

2.4 Heavy Hitters, Marginals, and Range Queries

Once we have a frequency oracle, we can apply it to numerous other related
statistics-gathering problems. In this section, we describe how this can be done in
the case of finding frequent items from a large domain (heavy hitters), computing
marginal distributions within multidimensional data, and answering range queries
and quantile queries.

2.41 Heavy Hitters

The “heavy hitters” within a distribution are those items whose frequency is large.
This problem is naturally closely tied to the use of frequency oracles. The difference



Heavy Hitters, Marginals, and Range Queries 51

is that a frequency oracle allows us to test the frequency of a single item, whereas
finding the heavy hitters potentially requires ranging over a very large set of possi-
bilities. In the LDP setting, a number of approaches have been suggested to make
this search procedure efficient and accurate.

The naive approach is simply to perform a frequency estimation query for every
item in the domain. The disadvantages of this are primarily the computational cost:
heavy hitters are often sought over a very large domain of possibilities. For example,
the domain may consist of words typed by users on mobile devices, or URLs visited.
Considering the number of valid strings of characters to consider, this can easily
reach billions or trillions of possibilities. Enumerating all such possibilities can be
very time consuming indeed. Moreover, even though each query to a frequency
oracle may be quite accurate, over this many probes, there will be some errors,
where infrequent items are reported as having a high frequency. Thus, we would
expect some amount of false positives.

To reduce the number of queries, and hence false positives, we can seek ways to
prune the search space, using ideas from information theory and error-correcting
codes. For instance, suppose we knew that there were no heavy hitter items begin-
ning with the letter ‘Z’: then we could save ourselves the effort of testing any
sequence of characters starting ‘Z’, and so cut off this part of the search space.
For our running example, we will consider inputs that are six letter words over the
Roman alphabet, e.g. “apples” or “banana”, where each user holds one such
word, and we want to find which words are most common.

Some of the first approaches proposed to find heavy hitters were based on break-
ing the input strings into shorter substrings, and finding which substrings are fre-
quent. In our running example, we could consider all two letter substrings — say,
“ba” (the first two characters of banana), or “pl” (the middle two characters of
apples). Each user can split their input word into its (disjoint) substrings, and
report each of these through a frequency oracle. So, apples is split into ap, pl
and es. Once the frequency oracle has been built from all the user submissions, a
data analyst can try to find the heavy hitters. They can query the frequency oracle
for all heavy substrings: note that posing 26> = 676 queries for all character pairs
is much smaller than the 308 million strings of length 6. This then gives a “jigsaw
puzzle” to solve: how to recombine the heavy substrings into the correct set of heavy
words?

A first approach proposed is to use statistical inference over pairs of sub-
strings [FPE16], although this can potentially get fooled into outputting infre-
quent combinations. Subsequent approaches seek instead to perform a more reli-
able search over the space of possibilities. The “sequence fragment puzzle” (SFP)
approach tags each substring with more information [Teal7]. It first concatenates
each substring with a hash value of the whole string, to avoid substrings of different
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strings getting mixed up with each other. It also tags each substring with the loca-
tion of the substring within the whole string, which is not private information. So
in our example, if the hash value of apples was 7, then pl would be reported
via a frequency oracle as (PI7, 3), i.e., the string Pl occurs at index 3, and is con-
catenated with the hash value 7. If the string apples were a heavy hitter, then the
analyst would recover the tuples (ap7, 1), (pl7, 3), (€s7, 5), and so have enough
information to recover the full string. Another frequency oracle can be kept over the
full strings to provide an additional check that the reconstructed strings are indeed
heavy.

Instead of collecting all the pieces in one go and putting them back together,
hierarchical approaches to solving the heavy hitters problem incrementally build
up the strings of heavy items. In this case, each user reports prefixes of their input
(via a frequency oracle). In our example, the prefixes of apples in multiples of
two characters are ap, appl and apples. The data analyst can first test all two
character prefixes, and collect only those that appear heavy — e.g., @a to zz. They
can then test only those four character prefixes that extend a heavy prefix — so
in our example, this would test from apaa to apzz, to identify appl as heavy.
The search proceeds until the full set of heavy hitters has been found. Although
this requires a little more work than the SFP approach, since more candidates are
considered, the accuracy is increased, as no hash functions are needed. This idea
and its variations has appeared under various names — TreeHistogram [BNST20],
Prefix Extending Method [WL]21], and PrivTrie [Wan+18]. Across these variants,
some recommendations have emerged. For example, it is preferable for each user
to only report a single substring, rather than all substrings of their input, as this
gives a better tradeoff of accuracy against privacy guarantees. It is also natural to
keep information about each prefix length in a separate frequency oracle, to reduce
noise.

Last, other approaches have been suggested in the theoretical literature which
achieve slightly better results at the expense of rather more complex constructions
making use of error correcting codes [BNS18; BS15; BNST20]. However, these
do not seem to have seen use in practice. In practical deployments, the RAPPOR
system has used the statistical expectation-maximization approach [FPE16], while
Apple’s implementation uses their Sequence Fragment Puzzle algorithm [Teal7].

2.4.2 Marginals

Given inputs represented as #-dimensional feature vectors, it is often desirable to
learn statistics about combinations of % features. For example, given inputs record-
ing sex, height and weight of individuals, the three 2-way marginals capture infor-
mation about sex and height; sex and weight; and height and weight, respectively.
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Naively, we could directly apply frequency oracles to solve this, by having each user
report information about their values for each £-way marginal. However, as # and &
grow, this quickly becomes unsuitable. For 4 = 10 and # = 3, there are (130) =120
distinct 3-way marginals. Maintaining this many frequency oracles (one for each
marginal) will quickly lose accuracy. At the other extreme, we could simply main-
tain a single frequency oracle to capture the full 4-way distribution, then project
the desired k-way marginal by “marginalizing” the unwanted dimensions. This also
incurs a lot of inaccuracy, as noise is added up.

Various approaches have been suggested to handle this approach. A first
approach, drawing on insights from the theory of representing functions, and
techniques used in the centralized privacy setting, is to make further use of the
Hadamard transform of the input, as described by Cormode et al. [CKS18]. It is
observed that any marginal distribution over binary data can be expressed as a lin-
ear combination of only (2{) Hadamard coefficients, which can be much smaller
than the 24 coefficients needed to represent the full binary data. This allows each
Hadamard coefficient to be found more accurately, since we can ignore those
Hadamard coefficients not needed for any &-way marginal.

The LoPub approach proposed by [Ren+18] captures information about lower
degree marginals (say, # = 2), then uses various statistical approaches as postpro-
cessing to build up a picture of the higher order marginals. This involves expectation
maximization to infer the marginals, and lasso regression to enforce sparsity in the
resulting distributions.

An alternative approach is to select a subset of marginal distributions to material-
ize, so that any desired marginal can be found by marginalizing a larger distribution.
The “Consistent Adaptive Local Marginal” (CALM) approach presented by Zhang
etal. [Zha+18] defines how to pick such a set of marginals to materialize of a fixed
size, chosen to minimize the (squared) error incurred. Additional postprocessing is
applied to improve accuracy by removing inconsistencies among the overlapping
marginals.

2.4.3 Range Queries and Quantiles

Often, private data is drawn from an ordered domain — say, salary values, or exam
scores. A frequency oracle allows us to learn the distribution of individual values,
but more often we would also like to learn the cumulative distribution of values.
This captures notions such as the median value, or the fraction of user inputs that
fall within a specified range. Broadly, we describe these problems as range queries
(what fraction of inputs fall between x and y?), and quantiles (for which input value
x does a g fraction of inputs fall below?). Both can be answered by reducing to prefix
queries, which ask what fraction of user inputs fall below a given value x.
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There are two popular approaches to answering prefix queries that have been
described in the LDP setting. Hierarchical approaches impose a regular hierarchy
over the (discrete) input domain — such as a binary tree of height 4. Then any prefix
can be answered by summing up the weights associated with at most 4 nodes of the
(binary) tree. These weights can be found by having each user report information
about the items within the imposed binary tree, via a frequency oracle. Tradeoffs
can be achieved by varying the depth of the hierarchy, and its branching factor.
Transformation based approaches apply an appropriate (linear) transformation to
the input — the most relevant being the Haar wavelet transform. This transforms
a user’s input into a (sparse) set of Haar coefficient values, which can also be col-
lected and aggregated via frequency oracles. The data analyst can then answer prefix
queries based on the noisy (but unbiased) wavelet coefficients. Similar approaches
have been evaluated in the centralized setting. Studies under the LDP model found
that the accuracy of both approaches is very similar in practice [CKS19], and that
the hierarchical approach can naturally extend to multi-dimensional range queries
with good accuracy [Wan+19].

2.5 Local Differential Privacy in Applications

Building on the above techniques for gathering statistics on arbitrary data distribu-
tions, there has been much work on solving various modeling and machine learning
tasks under the LDP guarantee. In this section, we survey some of the approaches
used, across a range of different settings, such as location and network-based data.

2.51 Text and Language Modeling

There are many reasons to want to analyze text. For example, we may wish to under-
stand the evolving use of language. More pragmatically, operating system developers
may wish to build better models to help mobile users type more accurately, by auto-
matically correcting spelling errors. Equally, there are strong reasons to consider the
text typed by users on their devices to be highly private, so it is not suitable to ship
it in bulk to an analyst. Current deployments of LDP have often focused on text
and text-like data. For example, Apple’s implementation focuses on building cus-
tom dictionaries based on currently popular words, and highlighting popular emoji
in lists. Meanwhile, Google’s collection has focused on popular URLs, which can
be represented as long text strings from a large domain.

An instructive example of how this modeling can be combined with LDP is
due to Chang and Thakurta [CT18], in their work on autocompletion under local
differential privacy. Absent of privacy, language modelling relies on building large,
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high dimensional models. For example, we might seek to predict the next word
based on looking at the most recent # words typed, for some moderate choice of 4
(say, 4-5). However, when we apply the constraints of privacy, we encounter a chal-
lenge: the noise for privacy will typically dominate the low-frequencies associated
with such rare combinations.

Instead, Chang and Thakurta propose a simpler “tag and words” model. Each
word in some text is tagged with its part of speech (noun, verb, adverb etc.), and the
tag for the next word is predicted based on the tags of the two most recent words.
Then, options for the next word are predicted based on the predicted tag and the
last word. This model can be instantiated in LDP by building a frequency oracle
of the distributions of tag triples, and word-tag-word triples. Importantly, the size
of these distributions is kept relatively low, so the statistics required to instantiate
them have higher support, and the privacy noise is reduced. The lesson for LDP
protocol design is to prefer simpler models whose parameters can be learned with
higher confidence.

2.5.2 Spatial Data

Information associated with people’s location can naturally be very sensitive. Pro-
tecting people’s location is widely agreed to be a strict requirement of private data
handling. A canonical (hypothetical) example often referred to is a person attend-
ing a sexual health clinic: any data release which reveals their attendance violates
their privacy, and potentially threatens their status and well-being. Nevertheless,
revealing suitably private views of location and movement data of populations is
considered a valuable aim. It can inform planning for amenities and businesses, as
well as influencing political districting and government fund allocations.

A first attempt to handle spatial data is to impose a simple division of space, such
asa grid, and to reveal (noisy) counts of the occupancy of each cell. Such approaches
have been proposed in the centralized model of privacy, with moderate success. In
this case, the aim is to find heavy regions, and can be addressed using frequency
oracles. In the local setting, the drawbacks of this approach are that it can be hard
to determine the appropriate granularity of the grid. Sparsely populated rural areas
may suit coarse cells (of the order of kilometres in size), but densely populated
urban areas require much finer representations to best describe them, perhaps only
tens of metres in size.

To make progress on this problem, it may be appropriate to relax the privacy
constraints. In particular, while individuals may not wish their exact location to be
revealed, it may be acceptable to reveal the country that an individual is within.
That is, we might be more likely to perturb someone’s location within a smaller
radius, but much less likely to impose a very large perturbation.



56 Local Differential Privacy for Privacy-preserving Machine Learning

The approach of private spatial data aggregation of Chen et al. [Che+16] defines
such a relaxation of local differential privacy, based on a hierarchy over locations.
This can be based on public geographic features, such as countries divided into
states, which are further subdivided into cities and quarters. Each user can then
decide at what level they are comfortable to be placed in — for example, they may
allow the true city to be revealed, but not exactly where in the city they are located.
Location distributions can then be revealed via an appropriately generalized fre-
quency oracle. The user’s location may be perturbed, but locations outside their
specified “safe zone” are constrained to be empty. The system as described can be
further extended: users can also choose a “personalized” privacy parameter ¢;; the
system can try to group users together to run fewer invocations of a frequency ora-
cle.

2.5.3 Graphs and Social Network Data

Data emerging from social interactions can naturally be subject to some privacy
concerns. While some online social networks expose a certain amount of informa-
tion to the world, such as lists of “friends” or “followers”, other information is more
restricted. Most social network systems do not reveal which users have been in close
communication, or information about the frequency and intensity of these interac-
tions. Nevertheless, to sociologists and other students of human behavior, learning
accurate information about people’s actions within (online) social network*s* is of
great interest.

Most work on private graph data analysis takes the approach of (explicitly or
implicitly) revealing information in the form of a mathematical model. That is,
we consider the input to describe a member of a family of graphs, and we aim to
extract certain information about the graph in order to instantiate a statistical graph
model. The parameters of the model can be revealed under a suitable model of pri-
vacy. Then analysis can be performed, either directly on these noisy parameters, or
by sampling new graphs according the graph model, and studying their properties.
This approach has proved challenging to guarantee useful results even in the cen-
tralized model of differential privacy, so only becomes more difficult in the local
regime, where higher volumes of noise are required.

A first question for this setting is how to define a suitable notion of privacy to
graph data. In particular, what is the appropriate notion of “neighboring inputs” to
apply the DP definition to? In the node privacy model, two graphs are considered
to be neighboring if they differ in the adjacency pattern of a single node — that
is, the connections from one node in the graph can be completely rewritten. In
the edge privacy model, neighboring graphs differ only in the presence or absence
of a single edge. The edge privacy definition holds the edge relationship to be the
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unit of privacy, while the node privacy model focuses on the node as the basic unit.
Clearly, edge privacy requires less perturbation of information to achieve, since one
node may correspond to a large number of edge links. Arguably, node privacy is the
definition to aspire to, since in many social network graphs, the node represents all
the information of a single user. This puts it closest to definitions of differential
privacy, which seek to bound information based on the addition or removal of an
individual (person) from the dataset. Nevertheless, most work has addressed the
more tractable edge (LDP) case.

Given a social network graph, where each user has a list of other nodes that they
are linked to in the graph, there are two natural approaches to consider first as
baselines. First, one might try to reveal the full adjacency list of a user — perhaps,
treated as a (relatively sparse) binary vector indicating which links are present. This
can be performed under LDP by applying randomized response to each bit in the
adjacency vector. However, it will of necessity introduce a very large number of
false neighbors for any node. Instead, we may seek a model to instantiate where
the parameters have more support, and hence give greater confidence. Second, we
could provide very simple information about each node, such as its degree. Under
the model of edge privacy, this can be done quite effectively: the average noise will
be a small constant, compared to degrees in social networks which are typically
hundreds on average. This can be used to instantiate graph models which require
only degree information. However, this can be unsatistying, since node degrees do
not capture any useful information about how pairs of nodes interact with others,
say. Consequently, we find that the adjacency list approach is too detailed and sub-
ject to noise, while the degree approach is too coarse and uninformative. Instead,
we seek a graph model which falls in between these two.

Qinetal. [Qin+17] propose such an approach, which is learned iteratively under
LDP. It aims to build a description of the graph in terms of the pattern of connec-
tions between each node and a set of possible partners. That is, we would like to
define a small set of “clusters” of nodes, and describe how many links each individ-
ual node has to each of the clusters. The two previous approaches can be viewed
as extremes within this setting: trying to reveal the adjacency list can be seen as
the case when each cluster is a single other node; revealing degrees corresponds to
having a single cluster containing all the nodes. Ideally, we would be given a suit-
able clustering of nodes (e.g., each cluster could represent the continent on which
people live). However, in general no such clustering is available, and so it must be
learned from scratch.

Qin et al. describe a way to build a clustering over a set of iterations. In the
first iteration, each node is randomly assigned to one of 4 clusters. Each user can
then release a noisy histogram of how their neighbors fall into these clustering.
Each histogram is of size #, and is noised by adding values sampled from a Laplace
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distribution to each entry, sufficient to provide edge privacy. The next stage is to
derive a new set of clusters. This is done by applying a clustering procedure to the
(noisy) histograms, to find a new set of 4 clusters. Each node is then assigned to
the new cluster in which its histogram is placed. The new cluster assignments are
(implicitly) shared with neighbors, and the procedure can be iterated for a fixed
number of steps. The intent is that the final set of clusters provide a representative
set of different patterns of connection which help to describe the nodes. Finally,
once the final (noisy) representation is built, it can be released publicly, and used as
the basis of a sampling procedure to sample synthetic graphs with similar connec-
tion patterns. Experiments on this approach show that the sampled graphs do well
at preserving various graph properties (clustering coefficient, mutual information,
etc.) of the original input, while providing an LDP guarantee.

2.5.4 Classification and Regression

Building accurate predictive models via classification (for predicting categoric val-
ues) and regression (for numeric values) is at the heart of the recent explosion of
interest in machine learning. In the private data setting, we can think of each user
holding one (or a few) different training examples, with the goal being to build
an accurate model from these distributed examples. The LDP requirement ensures
that we should not be able to learn the private information of any user (although,
of course, the learned model may nevertheless allow us to make inferences about
individuals and their data).

Minimizing a Loss Function

Although there are many and varied models and learning procedures described in
the literature, there are some similarities that allow a common approach to be pro-
posed. Specifically, the training of many ML models can be expressed as minimizing
aloss function over user examples, with features x (as a vector) and label y. The exact
form of the loss function depends on the model type being learned, and the regu-
larization being applied, but in many cases the loss is expressed as a sum over a loss
from each example under the current model. That is, we can write the objective as
trying to minimize the function

z Loss(®, x;, y;) + lN”@”:zZ»

1

where, 7 indexes the NV examples (x;, y;); © are the model parameters to vary; A is a
regularization parameter; and Loss is a function that gives the loss for each example
under the current parameters. Two cases that can be expressed under this framework
are linear regression, where the loss function is Loss(®, x;,y;) = (xf@ — yl-)z;
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and support vector machines with hinge loss, where Loss(®, x;, y;) = max(0,1 —
)/Z'xl»T(B).

Although certain models may admit a specific or closed-form solution, a more
general approach is to optimize the loss function via stochastic gradient descent.
That is, starting from some randomly chosen initial ®, we choose a new @’ by
evaluating the gradient of the loss function on an appropriate subset of data points,
and taking a step in the direction to reduce the loss function. The key aspect that
makes this suitable for the LDP model is that, since the total loss is a sum over the
loss of each data point, so also is the gradient of the loss function. Hence, we can
start to build a protocol in the LDP model: a user 7 will receive a current value of
® (which is non-private), and will reveal information about the gradient of the loss
function with ® and x;, y;.

Vector Release

To complete the description of the protocol, we need to determine how to output
this gradient privately. We refer to the problem of publishing a vector with appro-
priate (local) differential privacy guarantees as “Vector Release”. A first challenge
for vector release is that gradient values could be arbitrarily large. This would make
it hard to guarantee privacy, since we need to ensure that large values are protected
by correspondingly large noise. A standard solution is “clipping”: we ensure that the
magnitude of each entry in the gradient vector is clipped to the range [—1, +1].
It is now possible to adapt existing LDP mechanisms to solve the vector release
problem. For an individual coordinate in the range [—1, 4-1], one can apply a vari-
ant of randomized response. A simple approach due to Duchi et al. [DJW13] is
to first randomly round the input to {—1, +1}: given » € [—1,+1], map to +1
with probability (» + 1)/2, otherwise map to —1. We can then apply randomized
response to the two inputs {—1, 41} based on the parameter ¢.

In order to handle & dimensional vector inputs, there are alternate approaches
to consider. We could apply this rounding to every coordinate in the vector, after
reducing the privacy parameter to &/d, invoking a privacy composition result for
LDP. Or, we could pick one (or a few) coordinates to release with a larger privacy
budget. This latter approach is advocated in the work of [Ngu+16], who show that
it gives preferable results. Taking the mean of the unbiased responses from the users
is used to give a gradient update, and compute a new set of parameters ©’.

Putting it All Together

Finally, we need to consider multiple steps of the gradient descent algorithm. Again,
we could have each user participate in multiple rounds, by dividing their privacy
budget up into smaller pieces; or divide the users into groups (“minibatches”),
and have each user participate in one round only. Analysis due to Nguyen et al.
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[Ngu+16], who proposed and analyzed this protocol, demonstrates that the mini-
batch approach is clearly preferable. This means that obtaining accurate results can
be a challenge, since the population of users is spread out over a number of rounds,
and a large number of users is needed to ensure accuracy. This motivates working
with a small model dimension & when possible, perhaps by using random projec-
tion techniques to reduce the dimensionality.

The need for multiple rounds of interaction means that convergence may be
slow, due to the need to wait to receive responses from a large population of dis-
tributed users, perhaps using relatively impoverished mobile devices. There has
been some theoretical study of whether multiple rounds of interaction are nec-
essary for LDP machine learning tasks. Smith et al. [STU17] show constant-round
protocols for simple problems like least-squares regression; Zheng et al. [ZMW17]
incorporate dimensionality reduction and approximation theory to learn in a single
round; and Wang et al. [WGX18] use polynomial approximations for smooth loss
functions to further improve on these.

2.5.5 Recommender Systems

Recommender systems form another compelling use-case for Local Differential
Privacy. They abstract the problem of providing meaningful recommendations to
users, based on their previously expressed interest in items. Recommender systems
are already widely used in the non-private setting, to reccommend products from an
e-commerce site based on past purchases, or to recommend music or movies.

Formally, we imagine that user preferences can be represented by an 7 x 7 matrix
R, where 7 is the number of users and 7 is the number of items. The value of R;;
is the rating given by user 7 to item j. The rating system can be a scale (0 to 5),
or binary (indicating whether or not the user has bought that item). Typically the
matrix R is large and sparse. A common approach to recommender systems is to try
to approximately factor R into UV, where U is an 7 X { matrixand V' is € x m. The
parameter ¢ captures the number of “latent factors”. Then the (predicted) ranking
for item j for user 7 is given by (UV), ;.

If we introduce y;; to indicate whether user 7 has entered a rating for item j, we
can write an objective function for this in order to minimize a loss, > Yig(rij —

UZ-T V])2 , which is the squared error in predictions compared to the known ratings.
As in the previous section, this can be solved by gradient descent, alternating over
updating U and V.

For Local Differential Privacy, Shin et al. [SKSX18] proposed an approach that
offers a guarantee per user, across their entire data. It makes use of a protocol for
“vector release”, as described in the previous section, over multiple iterations. Infor-
mally, each user will maintain their presence in U as a vector #;, which is not shared
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with anyone else, and their ratings, as a vector 7;. Given a current choice of matrix
V, each user will compute a gradient vector based on minimizing their contribu-
tion to the loss function, i.e., based on Loss(V, u;, ;) = ij,-,j((rl-)j — uZT 1/})2 As
before, clipping can be used to ensure that the gradients stay within [—1, 1]”. These
(noisy) gradients are returned to the data analyst, who averages them to obtain a new
matrix V’, and the procedure is repeated, up to some fixed number # of iterations.
The final matrix V}, is then shared with users for them to make future predictions
with. The result is effective in practice, although is somewhat static, since it is not
convenient to add new users 7 or items j after the initial training is complete.

2.5.6 Common Themes for LDP in Machine Learning
Applications

Across these various examples of combining modeling and machine learning with
local differential privacy, some common themes emerge due to the interaction of
privacy requirements with ML models.

Finding a Good Class of Models

In non-private machine learning and data analytics, there is a trend towards big-
ger and more complex models: larger volumes of training data mean that we can
fit richer models, and capture behaviors exhibited by only a small fraction of the
training examples. This is not uniformly the case under models of privacy, and par-
ticularly so under local differential privacy. Firstly, fitting parts of the model to a
small number of examples contradicts the aims of privacy, where we seek to protect
the information of individuals or small groups. Moreover, the model of LDP works
against this: the noise added must be such that if a parameter is only supported by a
small number of individuals, then the recovered value will be completely distorted
by the noise. To obtain accurate values, we should ensure that they are supported
by a large enough fraction of the users. This is most clearly seen in the text predic-
tion model (Section 2.5.1): the model is chosen to be compact, and is factored into
two small pieces, rather than explicitly trying to learn a larger joint distribution.
However, the same phenomenon guides other tasks: the work on graphs described
in Section 2.5.3 seeks a model where each user contributes to a low-degree model
(captured by the parameter £) that is much smaller than the number of nodes, 7.
The works on other ML tasks in Sections 2.5.4 and 2.5.5 are similarly affected
by the dimensionality &, and it is suggested to choose 4 relatively small, or to use
techniques like random projections to reduce the dimensionality.

Collect Data That can be Combined Linearly

A common thread across all the examples discussed is that the data collected from
users is combined in a way that is fundamentally /inear. That is, we can sum up the



62 Local Differential Privacy for Privacy-preserving Machine Learning

debiased user reports. This is clearest for the earlier examples of gathering statistics
on frequencies and distributions (Section 2.4), where the data — whether in the
form of histograms or Hadamard/Wavelet coefficients — are simple linear trans-
forms of the users’ inputs that can be added together by the data analyst. However,
our other examples, of text, spatial data, graphs, classification and recommender
systems, can all be viewed as combining data linearly, in the form of vectors, matri-
ces, histograms or distributions.

Note that this does not preclude the use of non-linear models, just that the data
collected is most conveniently handled in a linear form. Consider the highly non-
linear models that emerge when using (deep) neural networks. We can consider
learning the weights for such models under LDP. Many optimization techniques are
non-linear, and so are hard to implement under LDP. But various gradient descent
methods are feasible here. The computation of the gradient itself is a non-linear
function of the input. Nevertheless, as described in Section 2.5.4, it can be decom-
posed into the gradient due to each user’s input. We can therefore delegate the
(non-linear) local gradient computation to the user, who can then use an appropri-
ate LDP mechanism to release information about the gradient vector to the analyst.
By ensuring that non-linear tasks are performed either by users or by the analyst,
in such a way that the messages sent can be combined linearly, we obtain solutions
that can be practical under LDP.

Reduce to Well-understood Problems

Although we have considered quite a varied range of applications, there are only
a few different abstract problems solved by the central parts of the LDP protocol.
In many of the cases seen above, the problem reduces either to that of Frequency
Oracle, or Vector Release. These two primitives, and some of their generalizations,
form the backbone of many LDP protocols. This is a helpful abstraction, since it
means that LDP protocol designers do not have to re-solve these basic problems,
but can adopt one of the optimized solutions from the literature. It also helps to
focus on a feasible design for a new application: we should first attempt to reduce
the problem to a model that can be instantiated by one or other of these methods,
before turning to think about other possible solution methods.

Noise Reduction Techniques

In the centralized differential privacy case, the existence of composition theorems
make it commonplace to build compound mechanisms using various steps. It is
common to treat the overall privacy parameter ¢ as a “privacy budget”, and to divide
this budget among subtasks. This also allows protocols to be spread across multiple
iterations, where the budget is further subdivided across each iteration. While cor-
responding composition results hold for LDD, the mathematics of the analysis tend
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to encourage different approaches to building protocols. Specifically, rather than
asking each user to answer multiple questions about their input, it is usually better
to partition the users into groups, and ask each group one of the questions. Or,
somewhat equivalently, we may ask each user to sample one question to answer out
of the set of possibilities. Roughly speaking, this is because LDP protocols built on
top of frequency oracles typically have an error behavior that scales with #Z If we
are trying to measure ¢ quantities, then dividing the error budget ¢ into & pieces
produces an error for each quantity of (d/¢) - 1//n. However, asking groups of
(n/d) users to answer each question yields an error proportional to 1/¢ - \/m,
better by a factor of /. Similar reasons mean that when running a protocol over
multiple iterations, it is preferable to have each user participate in only one of the £
iterations, rather than devote (&/#) privacy budget to each round. As noted above,
we are also incentivized to pick & and # as small as possible, to further reduce these
error bounds.

Data Representation

Last, we note that various methods described above have used various (linear) trans-
formations on the users’ data. Hadamard transforms are used in the construction of
frequency oracles and in gathering marginal statistics, to help maximize the infor-
mation in data that would otherwise be sparse. Haar wavelet transforms rotate the
user data to answer queries related to ranges and quantile queries. Random pro-
jections are advocated to reduce the dimensionality of data that may be large and
sparse. Finally, histograms can be viewed as a data transformation to reduce the
domain size in a structured way. The lesson here is that a transformation like these
may help to capture the essence of the data needed to solve a particular problem,
and reduce the error.

2.6 LDP Limitations and Related Models

In this closing section, we reflect on some of the limitations of the Local Differen-
tial Privacy model, and some of the variant models that have been proposed as a
consequence.

2.6.1 LDP Limitations

Budget Management

A key parameter of any differentially private procedure is the “privacy budget”, ¢.
Despite its centrality to the DP model, there is still much discussion and disagree-
ment around how to set and interpret this parameter (see, for example, [DKM20]).
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In LDP this is a particularly knotty question, since many of the applications aim to
make repeated measurements of user data over time. The data collection in Apple
operating systems has been criticized, due to the high values of & used, and the fact
that the budget “resets” every day to allow fresh collection, as analyzed by Tang
et al. [Tan+17]. Other implementations have tried to address this issue, by using
“fixed random values” and memoization techniques, but these only provide a par-
tial solution [EPK14; DKY17]. Providing meaningful privacy guarantees over long
periods of time remains an open problem.

Strength of ML Models

As discussed in the previous section, much work on implementing machine learn-
ing models under LDP has focused on models that may be considered more at
the more simplistic end: linear regression, or models like SVM and decision trees.
Many state-of-the-art results in machine learning are achieved with larger and more
complex models, particularly deep neural networks. As noted above, the tradeoff
with LDP is different, meaning that large and complex models cannot always be
handled well. Work is ongoing to combine the accuracy of deep models with the
privacy guarantees of LDP.

Accuracy Guarantees

We return to the first example in the introduction: releasing the number of people
that hold a particular attribute. We saw that the error in LDP scales with Jn/e,
while the error for centralized DP scales with 1/¢. The additional dependence on
/n may be an Achilles heel for LDP: as we consider increasingly complex tasks, the
overall error from privacy quickly stacks up. There are two basic ways to decrease
the error of an arbitrary LDP protocol: increase ¢ or increase 7.

Increasing & means taking an increasingly relaxed notion of privacy, to the point
where the precise statement of the guarantee may be statistically meaningless. Grow-
ing & from 1 to 10, say, may look relatively tame, but the consequence is that prob-
abilities of different outcomes are bounded by factors of exp(¢), which for & = 10
is over 22,000. For protocols based on Randomized Response, the probability of
reporting a false answer is 1/(exp(e) + 1). For ¢ values of this magnitude, almost
every user is reporting their true information, and the guarantees of LDP are con-
sequently quite weak.

Increasing 7 is perhaps more defensible, but comes at a cost. The error rate
decreases only with /7, so to halve the error, we need to quadruple the num-
ber of participants. For more complex protocols, this means that much larger user
populations must be engaged to participate (honestly) in the protocol. Concretely,
in Google’s deployment, it was noted that at least 10,000 users must report a phe-
nomenon before a clear enough signal could be observed [EPK14]. Access to tens of



LDP Limitations and Related Models 65

thousands, if not millions, of users may be feasible for large technology companies,
but is out of reach for lesser groups. This may mean that LDP is primarily of interest
only to a minority of organizations.

Vulnerability to ‘Poisoning’

So-called “poisoning” attacks on machine learning systems are based on the idea of
manipulating a small amount of the training data to force the resulting classifier
to achieve poor results. Within the context of local differential privacy, this ques-
tion asks what influence a small number of colluding users can have on the results?
It has been observed that LDP is particularly vulnerable to data poisoning, more
so than centralized DP [C]JG19]. The intuition for this is that the random per-
turbations of randomized response and similar techniques lead us to reweight the
averaged responses accordingly, to compensate for the cancellation of the random
noise. Input poisoning can take advantage of this reweighting, by throwing all this
weight in a particular direction. Different mechanisms vary in their susceptibility
to such poisoning [CSU19], and while some mitigations exist, all LDP methods
are vulnerable to poisoning to some extent.

2.6.2 Alternate Models

Federated Learning

The model of Federated Learning is similar to some of the LDP protocols for model
training we have seen. In Federated Learning, a central server shares a current model
with all users, who each evaluate the model on their local training data, and reply
with their suggested updates to the model. Most commonly, these updates are in
the form of gradients, which the server can combine by averaging to build the new
model. In this form, no effort is made to mask or manipulate the messages from the
users. The idea is that, since the users’ data remains under their control and is not
directly shared with the server, they remain private. However, the revealed gradients
can inform on the users’ data, particularly if the model is crafted adversarially. This
leakage can be limited to just the server if the users establish a secure channel to the
server. In order to provide a stronger guarantee, some form of (differential) privacy
can additionally be enforced, and research is ongoing into how to achieve the best
balance between privacy and utility — see the recent extensive survey due to Kairouz
etal. [Kai+21]. An in-depth exploration of the topic of privacy-preserving federated
learning is presented in Chapter 8.

Distributed Noise Generation and Secure Multiparty Computation

The goal of the LDP model can be summarized as protecting the input of each user
through an appropriate privacy guarantee, and ensuring that the view and output
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of a data analyst meets a differential privacy guarantee. LDP achieves both simul-
taneously by enforcing the DP property for each user individually. This implies
that DP also holds at the analyst, but as we have seen the accuracy guarantee is
weaker than in the centralized DP model. An alternate approach is to use cryp-
tographic techniques to provide privacy for the users, so that the output of the
analyst is DP [Dwo+06]. We compare against the centralized DP model, where a
typical approach has the analyst compute the exact solution, and add noise from an
appropriate distribution (say, Laplace or Gaussian noise). In the “distributed noise
generation” approach, each user adds a small fraction (or “share”) of that noise, so
that the sum of these shares is distributed according to the overall target noise level.
This requires the target noise distribution to be “infinitely divisible”, but fortunately
many distributions appropriate for differential privacy have this property [AKL21;
Bag+21; Gha+21; PS22]. To put this into effect, “secure sum” techniques can be
used so that the analyst can derive the sum of the submitted (noisy) values, without
observing any of the inputs. We could delegate this task to a trusted entity (with a
secure hardware implementation), or via a distributed protocol using cryptographic
techniques to compute the sum [Bon+17; Bel+20]. The key here is to ensure that
the protocol is robust to attempts to evade it, such as if some users collude with
the analyst to try to discover the value of one targeted user, and to handle cases
when some users may drop out of the protocol (e.g., mobile users moving out of
communication range, or running out of battery).

Shuffling

The shuffling model of privacy alters the model of trust by introducing an inter-
mediate step between the users and the data analyst. The intuition is that if we can
break the link between the message sent by a user and the identity of that user, then
it becomes harder to draw any inference about them, and we can obtain a higher
level of (differential) privacy. In the shuffle model, we imagine that there is a “shuf-
fler” who sits between the users and the analyst, and who receives all messages,
removes all identifying information about the source, and reveals the multiset of
messages to the analyst. Under this model, it is possible to prove “privacy amplifi-
cation” results: that messages sent with a low privacy guarantee nevertheless provide
a stronger privacy guarantee at the analyst. As well as general amplification theo-
rems, results have been shown giving tight bounds for specific problems such as
sums and counts [Bit+17; Erl+19; BBGN19; Che+19]. An in-depth discussion on
privacy amplification is provided in Section 3.6 of Chapter 3. Importantly, it is
observed that users can follow an &-local DP protocol to determine their (private)
messages to the shuffler, and be assured of a stronger ¢’ DP guarantee for the over-
all outcome of the shuffled protocol. This motivates further development of LDP
protocols which can then be used as a building block within the shuffle model.
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To realize the shuffler in practice, we could instantiate a trusted entity to act
as the shuffler, who is relied upon to act independently of the analyst. However,
this relies on a certain level of trust, so we could instead seek to build a distributed
shuffler via cryptographic “mix” networks. There are close connections between dis-
tributed noise generation and shuffling: many protocols in the shuffle protocol can
be viewed as generating distributed noise, and vice-versa. This implies that secure
aggregation techniques can often be applied to build the histogram of outputs from
a shuffling protocol [Bel+20].

2.7 Concluding Remarks

Local Differential Privacy provides a clean definition of privacy that is appropri-
ate for many computations over large, distributed populations who wish to share
their data under a suitable privacy guarantee. Several large-scale deployments have
demonstrated that LDP is practical for data collection and analysis. However, since
accurate and usable results require large populations and larger values of privacy
parameter &, current approaches are reaching the limits of what can be achieved
effectively, and generalizations or extensions of the model may be required for more
advanced machine learning tasks with fewer participants while still giving strong
privacy guarantees.
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Composition of Differential Privacy &
Privacy Amplification by Subsampling

By Thomas Steinke

3.1 Introduction

Our data is subject to many different uses. Many entities will have access to our
data, including government agencies, healthcare providers, employers, technology
companies, and financial institutions. Those entities will perform many different
analyses that involve our data and those analyses will be updated repeatedly over
our lifetimes. The greatest risk to privacy is that an attacker will combine multiple
pieces of information from the same or different sources and that the combination
of these will reveal sensitive details about us. Thus we cannot study privacy leakage
in a vacuum; it is important that we can reason about the accumulated privacy
leakage over multiple independent analyses.

As a concrete example to keep in mind, consider the following simple differenc-
ing attack: Suppose your employer provides healthcare benefits. The employer pays
for these benefits and thus may have access to summary statistics like how many
employees are currently receiving pre-natal care or currently are being treated for
cancer. Your pregnancy or cancer status is highly sensitive information, but intu-
itively the aggregated count is not sensitive as it is not specific to you. However, this
count may be updated on a regular basis and your employer may notice that the
count increased on the day you were hired or on the day you took off for a medical
appointment. This example shows how multiple pieces of information — the date
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of your hire or medical appointment, the count before that date, and the count
afterwards — can be combined to reveal sensitive information about you, despite
each piece of information seeming innocuous on its own. Attacks could combine
many different statistics from multiple sources and hence we need to be careful to
guard against such attacks, which leads us to differential privacy.

Differential privacy has strong composition properties — if multiple independent
analyses are run on our data and each analysis is differentially private on its own,
then the combination of these analyses is also differentially private. This property
is key to the success of differential privacy. Composition enables building com-
plex differentially private systems out of simple differentially private subroutines.
Composition allows the re-use data over time without fear of a catastrophic pri-
vacy failure. And, when multiple entities use the data of the same individuals, they
do not need to coordinate to prevent an attacker from learning private details of
individuals by combining the information released by those entities. To prevent the
above differencing attack, we could independently perturb each count to make it
differentially private; then taking the difference of two counts would be sufficiently
noisy to obscure your pregnancy or cancer status.

Composition is quantitative. The differential privacy guarantee of the overall
system will depend on the number of analyses and the privacy parameters that they
each satisfy. The exact relationship between these quantities can be complex. There
are various composition theorems that give bounds on the overall parameters in
terms of the parameters of the parts of the system. In this chapter, we will study
several composition theorems (including the relevant proofs) and we will also look
at some examples that demonstrate how to apply the composition theorems and
why we need them.

Composition theorems provide privacy bounds for a given system. A system
designer must use composition theorems to design systems that simultaneously give
good privacy and good utility (i.e., good statistical accuracy). This process often
called “privacy budgeting” or “privacy accounting.” Intuitively, the system designer
has some privacy constraint (i.e., the overall system must satisfy some final privacy
guarantee) which can be viewed as analogous to a monetary budget that must be
divided amongst the various parts of the system. Composition theorems provide
the accounting rules for this budget. Allocating more of the budget to some part of
the system makes that part more accurate, but then less budget is available for other
parts of the system. Thus the system designer must also make a value judgement
about which parts of the system to prioritize.

Overview of the Chapter

This chapter provides an in-depth discussion of composition theorems and privacy
amplification techniques in Differential Privacy. It begins by introducing the basic
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composition theorem in Section 3.2, and examining whether basic composition
strategies achieve optimal privacy guarantees. Next, in Section 3.3, it reviews the
concept of privacy loss distributions and offers a statistical hypothesis testing per-
spective to understand approximate Differential Privacy. The chapter then discusses
advanced composition via the privacy loss distribution, in Section 3.4, revisiting
basic composition and exploring composition through Gaussian approximation.
It reviews the notion of Concentrated Differential Privacy, adaptive composition,
and post-processing, and examines the composition of approximate Differential
Privacy. Then, the chapter focuses on privacy amplification by subsampling, in Sec-
tion 3.6, covering subsampling techniques for pure and approximate Differential
Privacy, the differences between addition/removal and replacement for neighbor-
ing datasets, and how subsampling interacts with composition. Here, the concept
of Rényi Differential Privacy is introduced, along with analytic bounds for privacy
amplification and practical guidance on the use of privacy amplification by subsam-
pling in real-world applications. Finally, the chapter concludes, in Section 3.7, with
a reflection on the historical development of the discussed concepts and provides
further reading for a deeper understanding of these concepts.

3.2 Basic Composition

The simplest composition theorem is what is known as basic composition. This
applies to pure e-DP (although it can be extended to approximate (&, §)-DP). Basic
composition says that, if we run 4 independent &-DP algorithms, then the compo-
sition of these is k¢-DP. More generally, we have the following result.

Theorem 3.1 (Basic Composition). Let My, Mo, --- , My : X" — Y be random-
ized algorithms. Suppose M is &;-DP for each j € [k]. Define M : X" — VE by
M(x) = (Mi(x), Ma(x), - - -, My(x)), where each algorithm is run independently.
Then M is ¢-DP for e = Zf:l €j.

Proof. Fix an arbitrary pair of neighboring datasets x,x’ € X” and output y €
YV*. To establish that M is e-DP, we must show that ¢~¢ < P[M (=] < . By

P[M@)=y] =
independence, we have

P[M(x) =] _ [Tj= P [M(x) = ]
PM&)=y] [, P[M) = ]
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where the inequality follows from the fact that each M; is ¢;-DP and, hence, ¢7% <

P[Mj(x)=y] & Qo ko P[Mi(x)=y] b o—g -
B[ =] < ¢%. Similarly, Hj:l P[M;)=y] > szl ¢~ %, which completes the

proof. O]

Basic composition is already a powerful result, despite its simple proof; it estab-
lishes the versatility of differential privacy and allows us to begin reasoning about
complex systems in terms of their building blocks. For example, suppose we have
k functions f1,- -+ ,f : X" — R each of sensitivity 1. For each j € [£], we know
that adding Laplace(1/¢) noise to the value of f;(x) satisies £-DP. Thus, if we add
independent Laplace(1/¢) noise to each value f;(x) for all j € [£], then basic com-
position tells us that releasing this vector of # noisy values satisfies 4&-DP. If we
want the overall system to be e-DP, then we should add independent Laplace(k/¢)
noise to each value f;(x).

3.2.1 Is Basic Composition Optimal?

If we want to release £ values each of sensitivity 1 (as above) and have the overall
release be e-DP, then, using basic composition, we can add Laplace(#/¢) noise to
each value. The variance of the noise for each value is 24* / &2, so the standard
deviation is ﬁk/ ¢. In other words, the scale of the noise must grow linearly with
the number of values £ if the overall privacy and each value’s sensitivity is fixed.
It is natural to wonder whether the scale of the Laplace noise can be reduced by
improving the basic composition result. We now show that this is not possible.

For each j € [£], let M; : X" — TR be the algorithm that releases f;(x) with
Laplace(k/¢) noise added. Let M : X” — R* be the composition of these 4
algorithms. Then A is & /k-DP for each j € [£] and basic composition tells us that
M is &-DP. The question is whether M satisfies a better DP guarantee than this —
i.e., does M satisty €,-DP for some &, < &? Suppose we have neighboring datasets
x,x" € X" such that fj(x) = f;(x') + 1 foreachj € [k]. Lety = (a,4,--- ,a) € R*
for some a > rnax]/?:1 f;(x). Then

P[Me) =y] [ PIf) + Laplace(k/e) = ]
P[M(x) =y] H]/?ZI P [f(x) + Laplace(k/¢) = y;]

_ ﬁ P [Laplace(k/¢) = 3 — fi(x)]
P [Laplace(/e/e) =y —ﬁ(x/)]

_ ﬁ 37 xp (=l — @)
P el G {TRNACH])
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B H :Xp Z((yyj _j]f(()?))))) (0j 2 fj(x) and y; > fi(x))
2 A AV /A /A

= Hexp ( (]?(x) —ﬁ(x/)))

k
= exp %Z (]f(x) —ﬁ(x/)) = ¢,
j=1

This shows that basic composition is optimal. For this example, we cannot prove a
better guarantee than what is given by basic composition.

Is there some other way to improve upon basic composition that circumvents
this example? Note that we assumed that there are neighboring datasets x, x" € X"

— ? / . .

such that f(x) = f;(x") + 1 for each j € [£]. In some settings, no such worst case
datasets exist. In that case, instead of scaling the noise linearly with 4, we can scale
the Laplace noise according to the £; sensitivity A := sup ,vexn Z] 1 ) —

neighboring
VACl
Instead of adding assumptions to the problem, we will look more closely at
the example above. We showed that there exists some output y € R? such that
P[M(x)=y]
P[M(x)=y]
max({f;(x), f;(x")} for each j € [£] where y; = f;(x) 4 Laplace(k/¢). Thus, in order

to observe an output y such that the likelihood ratio is maximal, all of the # Laplace

= ¢°. However, such outputs y are very rare, as we require Vi =

noise samples must be positive, which happens with probability 27#. The fact that
outputs y with maximal likelihood ratio are exceedingly rare turns out to be a gen-
eral phenomenon and not specific to the example above.

Can we improve on basic composition if we only ask for a high probability

bound? That is, instead of demanding %
M(x)=Y

v [W < eg*] > 1 — 6 forsome 0 < 0 K 1. Can we prove a better

bound ¢, < ¢ in this relaxed setting? The answer turns out to be yes.

< ¢** forall y € ), we demand

The limitation of pure £-DP is that events with tiny probability — which are neg-
ligible in real-world applications — can dominate the privacy analysis. This moti-
vates us to move to relaxed notions of differential privacy, such as approximate
(&,0)-DP and concentrated DD, which are less sensitive to low probability events.
In particular, these relaxed notions of differential privacy allow us to prove quantita-
tively better composition theorems. The rest of this chapter develops this direction
further.
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3.3 Privacy Loss Distributions

Qualitatively, an algorithm M : X” — ) is differentially private if, for all neigh-
boring datasets x,x" € X, the output distributions M (x) and M (x") are “indis-
tinguishable” or “close.” The key question is how do we quantify the closeness or
indistinguishability of a pair of distributions?
Pure DP (a.k.a. pointwise DP) [DMNSO06] uniformly bounds the likelihood
ratio — PM@=]
P[M)=)]
composition (Section 3.2), this can be too strong as the outputs y that maximize

< ¢ forall y € Y. As discussed at the end of the section on basic

this likelihood ratio may be very rare.
We could also consider the total variation distance (a.k.a. statistical distance):

drv (M(x),M(x’)) = ;ug} (IP’ M(x) e S]—P [M(x’) € S]) .
c

Another option would be the KL divergence (a.k.a. relative entropy). Both TV
distance and KL divergence turn out to give poor privacy-utility tradeoffs; that is,
to rule out bad algorithms A/, we must set these parameters very small, but that
also rules out all the good algorithms. Intuitively, both TV and KL are not sensitive
enough to low-probability bad events (whereas pure DP is too sensitive). We need
to introduce a parameter () to determine what level of low probability events we
can ignore.

Approximate (g,0)-DP [Dwo+06] is a combination of pure e-DP and J TV
distance. Specifically, M is (¢,0)-DP if, for all neighboring datasets x,x’ € X”
and all measurable S € Y, P[M(x) € S] < & - P [M(x/) € S] + 0. Intuitively,
(&,0)-DP is like £-DP except we can ignore events with probability < d. That is,
0 represents a failure probability, so it should be small (e.g., J < 10_6), while ¢
can be larger (e.g., &€ & 1); having two parameters with very different values allows
us to circumvent the limitations of either pure DP or TV distance as a similarity
measure.

All of these options for quantifying indistinguishability can be viewed from the
perspective of the privacy loss distribution. The privacy loss distribution also turns
out to be essential to the analysis of composition. Approximate (&, 0)-DP bounds
are usually proved via the privacy loss distribution.

We now formally define the privacy loss distribution and relate it to the various
quantities we have considered. Then, in Section 3.3.1, we will calculate the privacy
loss distribution corresponding to the Gaussian mechanism, which is a particularly
nice example. In the next Section 3.3.2, we explain how the privacy loss distribution
arises naturally via statistical hypothesis testing. To conclude, in Section 3.3.3, we
precisely relate the privacy loss back to approximate (&, )-DP. In the next section
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(Section 3.4), we will use the privacy loss distribution as a tool to analyze compo-
sition.

Definition 3.2 (Privacy Loss Distribution). Let P and Q be two probability distri-
butions on Y. Define fpiq : Y — R by fpiq (y) = log(P(y)/Q(Y))." The privacy
loss random variable is given by Z = fp| (Y) for Y <« P. The distribution of Z is
denoted PrivLoss (P|| Q).

In the context of differential privacy, the distributions P = M(x) and Q =
M (x") correspond to the outputs of the algorithm M on neighboring inputs x, x’.
Successfully distinguishing these distributions corresponds to learning some fact
about an individual person’s data. The randomness of the privacy loss random vari-
able Z comes from the randomness of the algorithm A (e.g., added noise). Intu-
itively, the privacy loss tells us which input (x or x) is more likely given the observed
output (Y < M(-)). If Z > 0, then the hypothesis ¥ < P = M(x) explains
the observed output better than the hypothesis ¥ <~ Q = M (x’) and vice versa.
The magnitude of the privacy loss Z indicates how strong the evidence for this
conclusion is. If Z = 0, both hypotheses explain the output equally well, but, if
Z — 00, then we can be nearly certain that the output came from P, rather than
Q. A very negative privacy loss Z < 0 means that the observed output ¥V < P
strongly supports the wrong hypothesis (i.e., ¥ < Q).

As long as the privacy loss distribution is well-defined,” we can easily express
almost all the quantities of interest in terms of it:

® DPure &-DP of M is equivalent to demanding that P
Z «PrivLoss(M (x) | M (x'))

/ iii

[Z < &] =1 for all neighboring x, .

i.  The function fp)q is called the log likelihood ratio of P with respect to Q. Formally, fp ¢ is the natural
logarithm of the Radon-Nikodym derivative of P with respect to Q. This function is defined by the property

that P(S) = E [[[YeS]]= E [ef[’”Q M .1y e S]] for all measurable § C . For this to exist, we
Yer Ye<Q
must assume that P and Q have the same sigma-algebra and that P is absolutely continuous with respect to

Q andviceversa—i.e, VS C Y Q(S) =0 < P(S)=0.

ii.  The privacy loss distribution is not well-defined if absolute continuity fails to hold. Intuitively, this corre-
sponds to the privacy loss being infinite. We can extend most of these definitions to allow for an infinite
privacy loss. For simplicity, we do not delve into these issues.

iii. Note that, by the symmetry of the neighboring relation (i.e., if x,x’ are neighboring datasets then
%/, x are also neighbors), we also have P [Z>—-¢] = 1 as a consequence of

Z «PrivLoss(M (x) | M (x))
[Z’ < a] =1.

P
Z' «PrivLoss(M (x') || M (x))
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e The KL divergence is the expectation of the privacy loss: D (P[|Q) :=
E .iv

Z «PrivLoss(P|| Q)
e The TV distance is given by

drv (P, Q) = E 0.1— _,
Q) Z PrivLoss(P[|Q) [max( exp(—=2)}]
1
= — 1 _ _Z '
2 Z «PrivLoss(P||Q) [| €Xp( )H
* Approximate (¢, 5)-DP of M is implied by P [(Z <e]l>

Z «PrivLoss(M (x)||M(x"))
1 — 0 for all neighboring x,x". So we should think of approximate DP as a
tail bound on the privacy loss. To be precise, (¢, 9)-DP of M is equivalent to

B 0,1— -2} <o,
Z e PrivLoss(M () | M () [max{ exp(e — 2)}] <

for all neighboring x, x’. (See Proposition 3.7.)

3.3.1 Privacy Loss of Gaussian Noise Addition

As an example, we will work out the privacy loss distribution corresponding to the
addition of Gaussian noise to a bounded-sensitivity query. This example is partic-
ularly clean, as the privacy loss distribution is also a Gaussian, and it will turn out
to be central to the story of composition.

Proposition 3.3 (Privacy Loss Distribution of Gaussian). Ler P = N'(u, 0%) and
N2
Q = N(u',5?). Then PrivLoss (P||Q) = N (p,2p) forp = u=p)”,

202
Proof- We have P(y) = \/ZJTTCXP (— (yz_gﬂz)z) and QQy) = \/271[767([)

(— Sl /)2). Thus the log likelihood ratio is

202
P(y))
= log | =
friq () = log (Q(y)
«/zjo P (_ (yz_o@) )
szm P (_ 05:2) )
_ =w? N (o —u')?

- 202 202

= log

iv.  The expectation of the privacy loss is always non-negative. Intuitively, this is because we take the expectation
of the log likelihood ratio fp| g (Y) with respect to ¥ < P —i.e., the true answer is P, so on average the log
likelihood ratio should point towards the correct answer.
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P22y + ) = 0P = 2uy 4 1)

202
e G
202
_ ===y
202 '

The log likelihood ratio fp| g is an affine linear function. Thus the privacy loss ran-
dom variable Z = fp| (¥) for ¥ « P = N(u,0?) will also follow a Gaussian
distribution. Specifically, E [Y] = u, so

_w=p)QEY]—u—p) _ (w=p)?

EZ] 202 202

and, similarly, VY] = o2, so

_ (@ —u)?
ATy

O]

To relate Proposition 3.3 to the standard Gaussian mechanism A/ : X" — R,
recall that M (x) = N(g(x), 52), where g is a sensitivity-A query — i.e., |q(x) —
g(x")| < A for all neighboring datasets x,x' € X”. Thus, for neighboring datasets

x,x', we have PrivLoss (M (x) ”M(x’)) = N(p,2p) for some p < 2%;—22

The privacy loss of the Gaussian mechanism is unbounded; thus it does not
satisfy pure e-DP. However, the Gaussian distribution is highly concentrated, so
we can say that with high probability the privacy loss is not too large. This is the

basis of the privacy guarantee of the Gaussian mechanism.

3.3.2 Statistical Hypothesis Testing Perspective

To formally quantify differential privacy, we must measure the closeness or indis-
tinguishability of the distributions P = M(x) and Q = M (x’) corresponding to
the outputs of the algorithm A on neighboring inputs x, x". Distinguishing a pair
of distributions is precisely the problem of (simple) hypothesis testing in the field of
statistical inference. Thus it is natural to look at hypothesis testing tools to quantify
the (in)distinguishability of a pair of distributions.

In the language of hypothesis testing, the two distributions 2 and Q would be
the null hypothesis and the alternate hypothesis, which correspond to a positive or
negative example. We are given a sample Y drawn from one of the two distribu-
tions and our task is to determine which. Needless to say, there is, in general, no



84 Composition of Differential Privacy & Privacy Amplification

hypothesis test that perfectly distinguishes the two distributions and, when choos-
ing a hypothesis test, we face a non-trivial tradeoff between false positives and false
negatives. There are many different ways to measure how good a given hypothesis
test is.

For example, we could measure the accuracy of the hypothesis test evenly aver-

aged over the two distributions. In this case, given the sample Y, an optimal test
chooses P if P(Y) > Q(Y) and otherwise chooses Q; the accuracy of this test is

1 1 1 1
5, P, 2 QNI+ 5 PP < Q)= 5 + 5div (P Q).

This measure of accuracy thus corresponds to TV distance. The greater the TV
distance between the distributions, the more accurate this test is. However, as we
mentioned earlier, TV distance does not yield good privacy-utility tradeoffs. Intu-
itively, the problem is that this hypothesis test doesn’t care about how confident
we are. That is, the test only asks whether P(Y) > Q(Y'), but not how big the
difference or ratio is. Hence we want a more refined measure of accuracy that does
not count false positives and false negatives equally.

Regardless of how we measure how good the hypothesis test is, there is an optimal
test statistic, namely the log likelihood ratio. This test statistic gives a real number
and thresholding that value yields a binary hypothesis test; a7y binary hypothe-
sis test is dominated by some value of the threshold. In other words, the trade-
off between false positives and false negatives reduces to picking a threshold. This
remarkable — yet simple — fact is established by the Neyman-Pearson lemma:

Lemma 3.4 (Neyman-Pearson Lemma [NP33]). Fix distributions P and Q on
Y and define the log-likelihood ratio test statistic fpjo : Y — R by fpio(y) =

log (g—%))) Let T : Y — {P, Q} be any (possibly randomized) test. Then there exists

some t € R such that

YIL[T(Y) =D < YIL [fr10(Y) = ¢]  and

JE T =A< B o) <1]

How is this related to the privacy loss distribution? The test statistic Z =
SPiq (Y) under the hypothesis Y «— P is precisely the privacy loss random variable
Z < PrivLoss (P||Q). Thus the Neyman-Pearson lemma tells us that the privacy
loss distribution PrivLoss (P||Q) captures everything we need to know about dis-
tinguishing P from Q.

Note that the Neyman-Pearson lemma also references the test statistic fp| o (Y)
under the hypothesis ¥ «— Q. This is fundamentally not that different from the
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privacy loss. There are two ways we can relate this quantity back to the usual privacy
loss: First, we can relate it to PrivLoss (Q|[| P) and this distribution is something we
should be able to handle due to the symmetry of differential privacy guarantees.

Remark 3.5. Fix distributions P and Q on Y such that the log likelihood ratio

frio () = log (Q(();//))) is well-defined for all y € Y. Since fp1o () = —fqur )
forally € Y, if Z < PrivLoss (Q||P), then —Z follows the distribution of fpq (Y)
under the hypothesis ¥ < Q.

Second, if we need to compute an expectation of some function g of fp o (¥)
under the hypothesis ¥ < Q, then we can still express this in terms of the privacy
loss PrivLoss (P|| Q):

Lemma 3.6 (Change of Distribution for Privacy Loss). Fix distributions P and Q
on Y such that the log likelihood ratio fpq (y) = log (g—(é))) is well-defined for all
ye€ Y. Letg : R — R be measurable. Then

o

|
Z «PrivLoss(P|| Q)

EQ [¢(fPIQ ()] =

Proof. By the definition of the log likelihood ratio (see Definition 3.2), we
have E [A(Y)] = E [b(Y) . eff’“Q(Y)] for all measurable functions 4.
YeP Y<Q

Setting h(y) = ¢(friQ () - e Irie® yields ZePrivEss(PHQ) [g(Z) . e_Z] =
- PN — i
YIEP [h(Y)] YEQ [b(Y) L ] YEQ [g(fp”Q (Y))], as required. We

can also write these expressions out as an integral to obtain a more intuitive proof:

B lettma] = [ etfna - Qo

/ 2P ) - P((;l)

= /y g(friQ () - e VRO p(yydy

P()dy

= /yg(fPHQ(y)) e P - P(y)dy

= E [stfmq()-ene™]

= E [ Z)-e ]
Z «PrivLoss(P|| Q) g( ) ‘
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3.3.3 Approximate DP & the Privacy Loss Distribution

So far, in this section, we have defined the privacy loss distribution, given an exam-
ple, and illustrated that it is a natural quantity to consider that captures essentially
everything we need to know about the (in)distinguishability of two distributions.
To wrap up this section, we will relate the privacy loss distribution back to the
definition of approximate (&, )-DP:

Proposition 3.7 (Conversion from Privacy Loss Distribution to Approximate Dif-
ferential Privacy). Let P and Q be two probability distributions on Y such that the
privacy loss distribution PrivLoss (P|| Q) is well-defined. Fix & > 0 and define

0 := sup P(S) — ¢ - Q(S).

scy
Then
0= P [Z > ¢e]—é - P [-Z' > €]
Z «PrivLoss(P| Q) Z' «PrivLoss(Q||P)
= E [max{O, 1 —exp(e — Z)}]

 Z< PrivLoss(Pl|Q)

00
_ / £ P [Z > z]dz
& Z «PrivLoss(P|| Q)

< P [Z > g].
Z «PrivLoss(P|| Q)

Proof. For any measurable § C ), we have

P(S) = & - Q(S) = /y Iy e 5] (PG) — ¢ - Q0)) dy,

where Il denotes the indicator function — it takes the value 1 if the condition is true
and 0 otherwise. To maximize this expression, we want y € § whenever P(y) — ¢° -

Q(y) > 0 and we want y ¢ S when this is negative. Thus 6 = P(Sy) — ¢° - Q(S«)

for

Sei={yeY:Po)—¢ Q0 >0} ={yeV:foq0) > ¢}.
Now

PSy =P, Vo) > ¢] = ZePrivI]iss(PllQ) 2> ¢l

and, by Remark 3.5,

. . 7
QS = YEQ [rie (1) > ¢] = Z/<—PrivILP>oss(QHP)[ Z' > el
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This gives the first expression in the result:

0= P(S)—¢-Q(S,) = P Z —f- P -7 .
( ) ¢ Q( ) Z(—PriVLoss(PllQ)[ ~ 8] ¢ Z/(—PrivLoss(QHP)[ ~ 8]
Alternatively, P(Sx) = E [I[Z > ¢]] and, by Lemma 3.6,

Z «PrivLoss(P|| Q)

Q(Sy) = YEQ[H[fPHQ(Y) > ¢]] = []I[Z > ¢l - e_Z],

Z «PrivLoss(P|| Q)

which yields

5= P(S) — & - Q(S,) = E (=) 1z > e,
( ) ¢ Q( ) Z «PrivLoss(P|| Q) ( ce ) [ ¢]
Note that (1 —¢®-¢7?)-I[z > €] = max{0,1 —¢*~?} forall z € R. This produces
the second expression in our result.

To obtain the third expression in the result, we apply integration by parts to

the second expression: Let F(z) := P [Z > z] be the complement
Z «PrivLoss(P|| Q)

of the cumulative distribution function of the privacy loss distribution. Then the
probability density function of Z evaluated at z is given by the negative derivative,
—F'(2).” Then

0= E [max{(), 1— 68_2}]
Z «PrivLoss(P|| Q)
= / max{0, 1 — &%} - (=F'(2))dz
R
o0
= [ a-em e
& ~ d
= [ (50 F@) = 0= 1) (R
&
(product rule)
o0
= Jim (1= ¢79) - (~F@) = (1= &) (<F@) = [ &7 (~Flands
Z 0 P
(fundamental theorem of calculus)
o0
= — lim P Z > z] —i—/ E£E P [Z > z]dz.
2—>00 Z «PrivLoss(P|| Q) e Z «PrivLoss(P||Q)
If the privacy loss is well-defined, then lim,_; s P [Z > z] =0.
Z «PrivLoss(P|| Q)
v.  In general, the privacy loss may not be continuous — i.e., ¥ may not be differentiable. Nevertheless, the final

result still holds in this case.
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The final expression (an upper bound, rather than a tight characterization) is
easily obtained from any of the other three expressions. In particular, dropping the

second term —¢° - P [-Z" > €] < 0 from the first expression yields
Z" «PrivLoss(Q||P)

the upper bound. O

The expression 6 = supgy, P(S) — ¢ - Q(S) in Proposition 3.7 is known as
the “hockey stick divergence” and it determines the smallest J for a given & such
that P(§) < #Q(S)+dforall S € Y. If P = M(x) and Q = M (x') for arbitrary
neighboring datasets x, ', then this expression gives the best approximate (g, 0)-DP
guarantee.

Proposition 3.7 gives us three equivalent ways to calculate J, each of which will
be useful in different circumstances. To illustrate how to use Proposition 3.7, we
combine it with Proposition 3.3 to prove a tight approximate differential privacy
guarantee for Gaussian noise addition:

Corollary 3.8 (Tight Approximate Differential Privacy for Univariate Gaussian).

Let g : X" — R be a deterministic function and let A := sup vexn |g(x) —
neighboring

q(x")| be its sensitivity. Define a randomized algorithm M : X" — R by M(x) =
N (q(x), 0?%) for some a2 > 0. Then, for any e > 0, M satisfies (¢, 5)-DP with

— (& — P* N + p*
)

2Dy 2D
where p, = A?*/20% and ®(z) := Ge/I\P}(O,l) (G > z] = \/%—n fzoo exp(—#2/2)dzs.
Furthermore, this guarantee is optimal — for every € > 0, there is no &' < 9 such

that M is (¢,0")-DP for general q.

Proof- Fix arbitrary neighboring datasets x, x € X” and § C ). Let 4 = g(x) and
W =q'). Let P = M(x) = N(u,0?) and Q = M(x') = N'(¢', 5?). We must
show P(S) < ¢ - Q(S) + 0 for arbitrary & > 0 and the value J given in the result.
By Proposition 3.3, PrivLoss (P||Q) = PrivLoss (Q||P) = N(p,2p), where
p= Ukl <y = A
By Proposition 3.7, we have P(§) < ¢ - Q(S) + J, where

0= P [Z>¢e]—¢é - P [-Z' > €]
Z «PrivLoss(P| Q) Z' «PrivLoss(Q|| P)

= P [Z>e-¢ P [-Z>¢
Z<N(p.2p) Z'<N(p,2p)

|:p+\/2>p-G>8i|—€8' P I:—p+\/2.>p-G>8]

= P
G«N(0,1) G<N(0,1)

eE—p eE+p
= P G>—|—¢€- P G> —
GN(0,1) |: 2p ] ‘ G<N(0,1) [ V2p :|
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(=) (&)

Since p < p. and the above expression is increasing in p, we can substitute in p,

as an upper bound.

Optimality follows from the fact that both Propositions 3.3 and 3.7 give exact
characterizations. Note that we must assume that there exist neighboring x, x” such
that p = p.. O

The guarantee of Corollary 3.8 is exact, but it is somewhat hard to interpret. We
can easily obtain a more interpretable upper bound:

— [ &€ — P« — [ € + Px
5 - q) (—) B 68 . @ (—)
2P+ 2P+

— (& — ps« & — P
<o = P G >
- ( 2P+ ) G«N(0,1) [ 2P+ ]
exp (— 0722)
< (assuming € > py)

Cmacf2, 2@ - p)

3.4 Composition via the Privacy Loss Distribution

The privacy loss distribution captures essentially everything about the (in)dis-
tinguishability of a pair of distributions. It is also the key to understanding com-
position. Suppose we run multiple differentially private algorithms on the same
dataset and each has a well-defined privacy loss distribution. The composition of
these algorithms corresponds to the convolution of the privacy loss distributions.
That is, the privacy loss random variable corresponding to running all of the algo-
rithms independently is equal to the sum of the independent privacy loss random
variables of each of the algorithms:

Theorem 3.9 (Composition is Convolution of Privacy Loss Distributions). For
each j € [k], ler P; and Q; be distributions on Y; and assume PrivLoss (P]H Q])
is well defined. Let P = Py X Py X --- X Py denote the product distribution on
Y = V1 x Vo X -+ X YV, obtained by sampling independently from each P;. Similarly,
let Q = Q1 X Q2 X - - - X Qy denote the product distribution on Y obtained by sampling
independently from each Q;. Then PrivLoss (P||Q) is the convolution of the distribu-
tions PrivLoss (P] || Q]) for all j € [k]. That is, sampling Z < PrivLoss (P||Q) is
equivalent to Z = Z]/-ezl Z; when Z; < PrivLoss (P; [ Qj) independently for each
j € (4]
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Proof. For all y € Y, the log likelihood ratio (Definition 3.2) satisfies

fP1Q () = log (Q((yy)))

o ( Pi(1) - Pa(y2) - -+ Pr(yp) )
E\ Q0D Q0D - QOw)

~ log Py(yn) o P2 (y2)  + log Pr(e)
( (J’l))+l (Qz()/z))+ * (Q/e(J’))
=fri O + 10 02) + -+ i Or)-

Since P is a product distribution, sampling ¥ < P is equivalent to sampling
Y1 <P, Y2 < Py, -+, Y, < P, independently.

A sample from the privacy loss distribution Z < PrivLoss (P]| Q) is given by
Z = fpio(Y) for Y <« P. By the above two facts, this is equivalent to Z =
e YD +frn0 (V) +- - +fpliq (Vo) for Y1 <= P1, Yo < Py, Y < P
independently. For each j € [£], sampling Z; « PrivLoss (7] Q) is given by
Z = f e (Y}) for Y; < P;. Thussampling Z < PrivLoss (P|| Q) is equivalent to
Z=2+2y+- -+ Zp where Z1 < PrivLoss (P1]|Q1), Z» < PrivLoss (2] Q2),

-, Z}, < PrivLoss (]| Q) are independent. O

Theorem 3.9 is the key to understanding composition of differential privacy.
More concretely, we should think of a pair of neighboring inputs x, x" and 4 algo-
rithms M7, - - -, My. Suppose M is the composition of My, - - - , Mj,. Then the the
differential privacy of M can be expressed in terms of the privacy loss distribu-
tion PrivLoss (M (x)|| M (x')). Theorem 3.9 allows us to decompose this privacy
loss as the sum/convolution of the privacy losses of the constituent algorithms
PrivLoss (]Vlj(x) ”1\/1](3/ )) for j € [k]. Thus if we have differential privacy guar-
antees for each A, this allows us to prove differential privacy guarantees for M.

Basic Composition, Revisited

We can revisit basic composition (Theorem 3.1 in Section 3.2) with the per-
spective of privacy loss distributions. Suppose M, M, , M}, : X" —
Y are each &-DP. Fix neighboring datasets x,x’ € AX”. This means that

P [nge] = 1 for each j € [£]. Now let M : X" —
Zj < PrivLoss (]W] (x) ||]V[j(x’))

yk be the composition of these algorithms. We can express the privacy loss
Z « PrivLoss (M(x)HM(x/)) as Z = 21+ 2 + - + Zp where Z;
PrivLoss (M (x) ”]WJ(x/)) for each j € [k]. Basic composition simply adds up the
upper bounds:

Z=Z1+2+ -+Z,<ec+e+---+¢&=ke.
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This bound is tight if each Z] is a point mass (i.e., P [Z] = 8] = 1). However,
this is not the case. (It is possible to prove, in general, that P [Z] = 8] < H-%)
The way we will prove better composition bounds is by applying concentration
of measure bounds to this sum of independent random variables. That way we
can prove that the privacy loss is small with high probability, which yields a better
differential privacy guarantee.

Intuitively, we will apply the central limit theorem. The privacy loss random
variable of the composed algorithm A/ can be expressed as the sum of inde-
pendent bounded random variables. That means the privacy loss distribution
PrivLoss (M (x) | M (x')) is well-approximated by a Gaussian, which is the informa-
tion we need to prove a composition theorem. What is left to do is to obtain bounds
on the mean and variance of the summands and make this Gaussian approximation
precise.

Gaussian Composition

It is instructive to look at composition when each constituent algorithm AJ; is the

Gaussian noise addition mechanism. In this case the privacy loss distribution is

exactly Gaussian and convolutions of Gaussians are also Gaussian. This is the ideal

case and our general composition theorem will be an approximation to this ideal.
Specifically, we can prove a multivariate analog of Corollary 3.8:

Corollary 3.10 (Tight Approximate Differential Privacy for Multivariate Gaus-

sian). Letg : X" — R? be a deterministic function and let A := sup ,vcxn |g(x)—
neighboring

q ()2 be its sensitivity in the 2-norm. Define a randomized algorithm M : X" —
R4 by M(x) = N (q(x), 621) for some 6% > 0, where I is the identity matrix. Then,
for any € > 0, M satisfies (¢, 5)-DP with

— [ & — P« — [ &+ P«
o) o)
2Dy 20+
where p, = A?*/20% and ®(z) := Ge/]\P}(O,l) (G > z] = ﬁ fzoo exp(—#2/2)dr.
Furthermore, this guarantee is optimal — for every & > 0, there is no &' < 0 such

that M is (¢,0")-DP for general q.

Proof- Fix arbitrary neighboring datasets x,x € X” and S C Y. Let u =
gx), 1 = qx) € R Let P = M(x) = N(u,0%) and Q = M(¥) =
N (u',0I). We must show P(S) < ¢ - Q(S) +6 for arbitrary ¢ > 0 and the value
0 given in the result.

Now both P and Q are product distributions: For j € [4], let P = N(,u]‘, 02)
andez./\/'(u]/.,az).Thenl)zPl XPyx--Prand Q = Q; x Qy x -+ x Qy.
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By Theorem 3.9, PrivLoss(P|Q) = Z]‘-{zl PrivLoss (P]” Qj) and
PrivLoss (QIIP) = 3i_, PrivLoss (Q 7).
By Proposition 3.3, PrivLoss (P]H Q,) = PrivLoss (Q7 HP]) =N (pj, 2p)), where

pr= M forallj e 1),

Thus PrivLoss (P|Q) = PrivLoss (QIIP) = X0, N(pj2p) = N(p,2p),
2
where p = 3Ly = Ul < pu = 25

g=1Fj 2 -
By Proposition 3.7, we }fave P(S) < ¢ - Q(S) + 9, where

o= P [Z > ¢e]—¢ - P [—Z’>a]
Z «DPrivLoss(P] Q) Z' «PrivLoss(Q||P)

= P [Z>¢e]—¢é - P [-7' > €]
Z<N(p.2p) Z'<N(p,2p)

p+f G>e]—e p+\/> G>s]

G<—/\/(O 1) [ G<—/\/(O 1)[

E—p ) E+p
= P G>— |- P G >
G«N(0,1) |: 2p ] ‘ G<N(0,1) [ 2p }
—f(e—p . =f(e+p
2p 2p

Since p < p. and the above expression is increasing in p, we can substitute in p,

as an upper bound.

Optimality follows from the fact that Propositions 3.3 and 3.7 and Theorem 3.9
give exact characterizations. Note that we must assume that there exist neighboring
x,x' such that p = p,. O

The key to the analysis of Gaussian composition in the proof of Corollary 3.10 is
that sums of Gaussians are Gaussian. In general, the privacy loss of each component
is not Gaussian, but the sum still behaves much like a Gaussian and this observation
is the basis for improving the composition analysis.

Composition Via Gaussian Approximation

After analyzing Gaussian composition, our next step is to analyze the composi-
tion of 4 independent ¢-DP algorithms. We will use the same tools as we did for
Gaussian composition and we will develop a new tool, which is called concentrated
differential privacy.

Let My, , My, : X" — Y each be ¢-DP and let M : X" — yk be the
composition of these algorithms. Let x,x’ € X" be neighboring datasets. For
notational convenience, let P; = M;(x) and Q; = M;(x) for all j € [£] and
leteP=M(x) =Py xPyx---xPrand Q =M(x') =Q; x Q2 X -+ X Q.



Composition via the Privacy Loss Distribution 93

For each j € [£], the algorithm M; satisfies £-DP, which ensures that the privacy
loss random variable Z; «— PrivLoss (P]H @) = PrivLoss (1\4](96) HZ\/Ij(x’)) is sup-
ported on the interval [—¢, €]. The privacy loss being bounded immediately implies

a bound on the variance: V [Z]] <E [ij] < &2. We also can prove a bound on

the expectation: E [Z] < %82. We will prove this bound formally later (in Propo-

sition 3.16). For now, we give some intuition: Clearly E [Z]] < & and the only way
this can be tight is if Z; = & with probability 1. But Z; = log(2;(Y})/Q;(Y))) for
Y; < P;. Thus E [Z]] = ¢ implies P;(Y;) = ¢° - Q;(Y;) with probability 1. This
yields a contradiction: 1 = Zy]’](y) = Z}, ¢® - Qj(y) = ¢° - 1. Thus we conclude
E [Z]] < ¢ and, with a bit more work, we can obtain the bound E [Z]] < %82
from the fact that |Z}| < ¢and 3 Pi(y) = 2., Qi(») = 1.

Our goal is to understand the privacy loss Z <« PrivLoss (P|Q) =
PrivLoss (M (x)”M (x’)) of the composed algorithm. Theorem 3.9 tells us that
this is the convolution of the constituent privacy losses. That is, we can write
Z = 31, Z; where Z; « PrivLoss (P;]|Q) = PrivLoss (M;(x) | M;(x')) inde-
pendently for each j € [4].

By independence, we have

k k
E(Z]=> E[z] < %az-k and V[Z]=D V[z]<e k

j=1 j=1

Since Z can be written as the sum of independent bounded random variables, the
central limit theorem tells us that it is well approximated by a Gaussian — i.e.,

PrivLoss (P]|Q) = PrivLoss (M (x) | M (x')) ~ N (E [Z],V [Z]).

Are we done? Can we substitute this approximation into Proposition 3.7 to com-
plete the proof of a better composition theorem? We must make this approxima-
tion precise. Unfortunately, the approximation guarantee of the quantitative central
limit theorem (a.k.a., the Berry-Esseen Theorem) is not quite strong enough. To be
precise, converting the guarantee to approximate (g, 5)-DP would incur an error
of & > Q(1/+/k), which is larger than we want.

Our approach is to look at the moment generating function — i.e., the expecta-
tion of an exponential function — of the privacy loss distribution. To be precise, we
will show that, for all # > 0,

k

[exp(:2)] =[] E [exp(2)]

E
Z «PrivLoss(P|| Q) =1 Z; «PrivLoss (P] [| Q/)
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1
< exp (Egzt(t +1)- /e)

- E [exp(tZ)].
ZeN(Selkelk)

In other words, rather than attempting to prove a Gaussian approximation,
we prove a one-sided bound. Informally, this says that PrivLoss (P||Q) <
N (%Szk, e?k). The expectation of an exponential function turns out to be a
nice way to formalize this inequality, because, if X and Y are independent, then
E [exp(X + V)] = E [exp(X)] - E [exp(Y)].

To formalize this approach, we next introduce concentrated differential privacy.

3.41 Concentrated Differential Privacy

Concentrated differential privacy [DR16; BS10] is a variant of differential privacy
(like pure DP and approximate DP). The main advantage of concentrated DP is
that it composes well. Thus we will use it as a tool to prove better composition
results.

Definition 3.11 (Concentrated Differential Privacy). Let M : X" — Y be
a randomized algorithm. We say that M satisfies p-concentrated differential privacy
(p-zCDP) if, for all neighboring inputs x,x' € X", the privacy loss distribution
PrivLoss (M (x) ||M (o )) is well-defined (see Definition 3.2) and

V>0 E ] < K1) o).
B Z «PrivLoss(M (x)||M(x)) [CXP( )] - CXP( ( ) p)

To contextualize this definition, we begin by showing that the Gaussian mecha-
nism satisfies it.

Lemma 3.12 (Gaussian Mechanism is Concentrated DP). Lezg : X” — R? have
sensitivity A — that is, ||q(x) — q()|l2 < A for all neighboring x,x" € X”. Let

o > 0. Define a randomized a[gom‘bm M: X" — R4 by M(x) = N(q(x), 021y).
Then M is p-zCDP for p = 2—

Proof. Fix neighboring inputs x,x” € X” and # > 0. By Proposition 3.3, for each
j € [d],

PrivLoss (M(x)j”M(x/)]) N(p], 2p;) for pj = (g@;=g);)” . By Theorem 3.9,

202
PrivLoss (M(x) “M(x/)) = Z]-ZIN(p],Zp]) = N(p,2p) for p = ZJ‘."’ZI pj =
w < p. Thus E [exp(t2)] = exp(e(r + 1)p) <

207 Z PrivLoss(M (x) | M(x))
exp(£(z + 1)p), as required. O
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To analyze the composition of 4 independent e-DP algorithms, we will prove
three results (i) Pure &-DP implies 1 28 -zCDP. (ii) The composition of # indepen-
dent £2-2CDP algorithms satisfies 3 7€ £2k-2CDP. (iii) 1ezk—ZCDP 1mp11es approx-
imate (8 0)-DP with 0 € (0, 1) arbitrary and ¢’ = ¢ - \/2klog(1/0) + 2/e We

begin with composition, as this is the raison d’étre for concentrated DP:

Theorem 3.13 (Composition for Concentrated Differential Privacy). Ler
M, My, - My : X" — Y be randomized algorithms. Suppose M; is p;-zCDP
for each j € [k). Define M : X" — V¥ by M(x) = (M (x), Ma(x), - - , My(x)),
where each algorithm is run independently. Then M is p-zCDP for p = Zf:l pj.

Proof. Fix neighboring inputs x,x” € X”. By our assumption that each algorithm
M; is p;-2CDP,

Ve>0 E exp(eZ)) | < exp(#(z + 1) - p)).
ZjePrivLoss(]\/lj(x)“%(x/)) [ 7 ] /

By Theorem 3.9, Z « PrivLoss (M(x) ”M(x/)) can be written as Z = Zﬁ:l Zj,
where Z; « PrivLoss (M;(x)||M;(x’)) independently for each ;j € [£].
Thus, for any # > 0, we have

k
tZZJ

j=1

[exp(:2)] =

E E
Z «PrivLoss(M (x)|| M (x')) vjelk] ZjHPrivLoss(/\lj(x) ||4;6)

independent

[exp (tZ])]

eanLoss(M () || M;(+))

exp(¢(t+ 1) - pj)

11,
1l

= exp t(t+1)-ij

j=1
=exp(t(t+ 1) - p).

Since x and x” were arbitrary, this proves that M satisfies p-zCDP, as required. []

Next we show how to convert from concentrated DP to approximate DP, which
applies the tools we developed earlier.
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Proposition 3.14 (Conversion from Concentrated DP to Approximate DP). For
any M : X" — Y and any e,t > 0, M satisfies (¢, 0)-DP with

—&t 1 t
0= sup E [exp(tZ)] . exp(—e) 1=
xx/exn Z<«Privioss(M (x)[|M(x')) PR e
neighboring
< su E exo(t(Z — N,
= x)xlel:;\)gn Z%PrivLoss(M(x)”M(x/))[ P( ( ))]
neighboring

In particular, if M satisfies p-zCDE then M satisfies (¢, 0)-DP for any € > p with

. 1 1\
5:;1;1({'; eXp(t(t-i_l)p_gt)H-_](l_t-i-l)

< exp(—(& — p)*/4p).
Proof. Fix arbitrary neighboring inputs x, x’. Fix &, > 0. We must show that for
all S we have P[M(x) € S] < ¢ - P [M(x’) € S] + 0 for the value of J given in

the statement above.
Let Z <« PrivLoss (M (x)| M (x)). By Proposition 3.7, it suffices to show

E [max{O, 1 —exp(e — Z)}] <4,

for the value of d given in the statement above.
Let ¢ > 0 be a constant such that, with probability 1,

max{0, 1 — exp(e — Z)} < ¢ exp(Z2).

Taking expectations of both sides we have E [max{O,l — exp(e — Z)}] < c¢-
E [exp(22)], which is the kind of bound we need. It only remains to identify the
appropriate value of ¢ to obtain the desired bound.

We trivially have 0 < ¢ - exp(22) as long as ¢ > 0. Thus we only need to ensure
1 —exp(e — Z) < ¢ exp(¢Z). That is, for any value of # > 0, we can set

1 —exp(e — 2)
zeﬂg exp(z)

= sup exp(—#z) — exp(e — (£ + 1)z)
zeR

_exp(—¢?) ) 1\
41 r+1)°

where the final equality follows from using calculus to determine that z = ¢ +
log(1 + 1/¢) is the optimal value of z. Thus E [max{O, 1 —exp(e —Z)}] <

t
E [exp(:2)] - eXPt:_—_lgr) . (1 — r—%l) , which proves the first part of the statement.
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Now assume M is p-zCDP. Thus
Ve>0 E [exp(tZ)] < exp(e(z+1) - p),

which immediately yields the equality in the second part of the statement.
To obtain the inequality in the second part of the statement, we observe that

max{0,1 —exp(e — Z)} < I[Z > €] < exp(#(Z — ¢)),

whence ¢ < exp(—¢z). Substituting in this upper bound on ¢ and setting r =
(¢ — p)/2p completes the proof O

Remark 3.15. Proposition 3.14 shows that p-zCDP implies (¢,6 = exp(—(e —
p)/4p))-DP for all ¢ > p. Equivalently p-zCDP implies (¢ = p +
2,/p -log(1/6),0)-DP for all 6 > 0. Also, to obtain a given a target (¢, 0)-DP guar-
antee, it suffices to have p-zCDP with

2 2

< p = (Vog1/3) + £ — Viog(1/0)) < 4log(1/0)’

€
4log(1/0) + 4¢

This gives a sufficient condition; tighter bounds can be obtained from Proposition 3.14.
The final piece of the puzzle is the conversion from pure DP to concentrated DP.
Proposition 3.16. Suppose M satisfies e-DP then M satisfies %gz—zCDP

Proof. Fix neighboring inputs x, x’. Let Z < PrivLoss (M (x) ”M (o )) By our &-
DP assumption, Z is supported on the interval [—¢, +¢]. Our task is to prove that
E [exp(tZ)] < exp(%ezt(t + 1)) forall £ > 0.

The key additional fact is the following consequence of Lemma 3.6

E [g—Z] = E [e_fPHQ(Y)]
Z «PrivLoss(P]|Q) Y<P

- F [éfqu(Y) . e—fPHQ(Y)] = E [1]=1.
Ye<Q reQ

Wi can write this out as an integral to make it clear:

[exp(=2)] = E [exp(=friq (V)]
= B [exp(=log(P(1)/ Q)]
-2 7]

Q0
y POy DY

V4 <—Pr1vLoss PlQ)
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= /y Q(ydy

= 1.

The combination of these two facts—Z € [—¢, ¢] and E [exp(—Z)] = 1—isall we
need to know about Z to prove the result. The technical ingredient is Hoeffding’s
lemma [Hoe63]:

Lemma 3.17 (Hoeffding’s lemma). Let Z be a random variable supported on the
interval [—¢, +¢€]. Then forallt € R, E [exp(tZ)] < exp(tE [Z] + £2&2)2).

Proof. To simplify things, we can assume without loss of generality that Z is sup-
ported on the discrete set {—¢, +¢}. To prove this claim, let Z € {—¢,+¢} be a
randomized rounding of Z. That is, E [2 7 = z] = z forall z € [—¢,+¢]. By

VA
Jensen’s inequality, since exp(#z) is a convex function of z € R for any fixed # € R,

we have
E [exp(:2)] = E [exp (ﬂg [Z(Z])] <E [IZE [exp(tZ)‘Z]] =E [exp(tZ)].

Note that E [2] = E [Z]. Thus it suffices to prove E [exp(tZ)] < exp(E [Z] +
%eztz) forall z € R.

The final step in the proof is some calculus: Let p := P [2 = 8] =1-
IP’[Z: —g] Then E[Z] = E[Z] — &p— (1 — p) = £(2p — 1). Define
f:R—> Rby

f () :=logE [exp(tZ)] = log(p- & + (1 —p)-¢ %) = log(1 —p+p-*¥) —te.

Forall t € R,

, 2ep - 21
fO=1—"——7>: ey
and
f//(t) _ (28)2]7 . €2t8 . (1 _P+P . 6218) _ (28]7 . €2t8)2
(1 _P +P . €2t8)2

=(2e)2-—p'€2m (- )
1_p+p_€2rs l_p_i_p,ez:e

=Qe)? x-(1-x) < (28)2-%=82.
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€2 te

The final line sets x = l—fzz-i-w and uses the fact that the function x - (1 — x) is
maximized at x = %

Note that £(0) = 0and f'(0) = 2ep—e = E [2} = E [Z]. By the fundamen-

tal theorem of calculus, for all # € R,
t k)
fO=fO +f -1+ [ [ o0 <04BZ)-s
0 JO
t s 1
+/ / Edrds =E[Z] - t + —&2£.
o Jo 2

This proves the lemma, as E [exp(tZ )] <E [exp(tZ)] = exp(f(#)) < exp(E [Z]-
t+ 5e%r%). O

If we substitute # = —1 into Lemma 3.17, we have
1
1 =E[exp(—2)] < exp(-E [Z] + 582),

which rearranges to E [Z] < %82.
Substituting this bound on the expectation back into Lemma 3.17 yields the

result: For all # > 0, we have

E [exp(tZ)] < exp (t ‘E[Z] + %eztz) < exp (%ezt(t + 1)) .
O

Combining these three results lets us prove what is known as the advanced com-
position theorem where we start with each individual algorithm satisfying pure DP

[DRV10]:

Theorem 3.18 (Advanced Composition Starting with Pure DP).
Let My, My, - - My, : X" — Y be randomized algorithms. Suppose M; is £;-DP
for each j € k). Define M : X" — Yk by M(x) = (M (x), Ma(x),- - , Mp(x)),
where each algorithm is run independently. Then M is (&, 0)-DP for any 6 > 0 with

k k
1
g=2 Z;ejz + |2log(1/9) Zgjz
]:

j=1

Proof of Theorem 3.18. By Proposition 3.16, for each j € [£], M; satisfies pj-zCDP
with p; = 3¢ ]2. By composition of concentrated DP (Theorem 3.13), M satisfies
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Composition Comparison, k repetitions of 0.1-DP
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Figure 3.1. Comparison of different composition bounds. We compose £ independent
0.1-DP algorithms to obtain a (g,107°)-DP guarantee. Theorem 3.1 - basic composition -
gives ¢ = k- 0.1. For comparison, we have advanced composition (Theorem 3.18), an opti-
mal bound [KOV15], and Concentrated DP (CDP) with the improved conversion from
Proposition 3.14. For comparison, we also consider composing the Gaussian mechanism
using Corollary 3.10, where the Gaussian noise is scaled to have the same variance as
Laplace noise would have to attain 0.1-DP.

p-zCDP with p = Z]/f;l pj- Finally, Proposition 3.14 can convert this concen-

trated DP guarantee to approximate DP: M satisfies (¢,)-DP for all ¢ > p and
0 = exp(—(¢ — p)?/4p). We can rearrange this so that § > 0 is arbitrary and

e =p+/4plog(1/6). O

Recall that the basic composition theorem (Theorem 3.1) gives 6 = 0 and

b : . .. :
e = ijl ¢;. That is, basic composition scales with the 1-norm of the vector
(e1,€2, -+ ,&p), whereas advanced composition scales with the 2-norm of this vec-

tor (and the squared 2-norm). Neither bound strictly dominates the other. How-
ever, asymptotically (in a sense we will make precise in the next paragraph) advanced
composition dominates basic composition.

Suppose we have a fixed (¢, 0)-DP guarantee for the entire system and we must
answer k queries of sensitivity 1. Using basic composition, we can answer each query
by adding Laplace(#/¢) noise to each answer. However, using advanced composi-
tion, we can answer each query by adding Laplace(\/4/2p) noise to each answer,
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where

82

P ——
4log(1/0) + 4¢

(per Remark 3.15). If the privacy parameters &, > 0 are fixed (which implies p
is fixed) and # — 00, we can see that asymptotically advanced composition gives
noise per query scaling as @ (v/4), while basic composition results in noise scaling

as O (k).

3.4.2 Adaptive Composition & Post-processing

Thus far we have only considered non-adaptive composition. That is, we assume
that the algorithms My, M, - - - , M}, being composed are independent. More gen-
erally, adaptive composition considers the possibility that A/; can depend on the
outputs of My, - - - M. This kind of dependence arises very often, either in an
iterative algorithm, or an interactive system where a human chooses analyses to
perform sequentially. Fortunately, adaptive composition is easy to deal with.

Proposition 3.19 (Adaptive Composition of Concentrated DP). Ler My : X" —
Vi be p1-zCDP Let My : X" x Y1 — Vo be such that, for all y1 € Y1, the
algorithm x +— M(x,y1) is p2-2CDR That is, My is p-zCDP in terms of its first
argument for any fixed value of the second argument. Define M : X" — YV, by
M(x) = My (x, Mi(x)). Then M is (p1 + p2)-zCDP

Proposition 3.19 only considers the composition of two algorithms, but it can
be extended to # algorithms by induction.

Proof. Fix neighboring inputs x,x’ € AX”. Fix + > 0. Let Z <«
PrivLoss (M(x) HM(x’)) We must prove £ [exp(tZ)] < exp(¢(t + 1)(p1 + p2)).

For non-adaptive composition, we could write Z = Z; + Z, where Z; «
PrivLoss (M1 (x) ||M1 (« )) and Z; < PrivLoss (Mz(x) ||M2(x’ )) are independent.
However, we cannot do this in the adaptive case — the two privacy losses are not
independent. Instead, we use the fact that, conditioned on the value of the first pri-
vacy loss Z1, the privacy loss Z; still satisfies the bound on the moment generating
function. That is, for all z1, we have E [exp(tZz) | Z1 = zl] < exp(#(z + 1)p2).
To make this argument precise, we must expand out the relevant definitions.

For now, we make a simplifying technical assumption (which we will justify
later): We assume that, given y» = M(x, y1), we can determine y;. This means we

can decompose {1 () 1a() (72) = [ 911 (¢) O1) F Iy () || M2 (1) 72)- Thuus

tZ
Z «PrivLoss(M (x)||M(x")) [exp( )]
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- E [exp (2 furime) (V)]

Y M (x,M1 (x))

E E - N (Y
n [YzeMz(x’Yl)[eXp(t (Fnty o)1y () (Y1)

s (e, Y1) 1Mo (7, Y7) (Yz)))]]

= E . N7
Vi M () [CXP (2 far o o) (1)

yzeMz(x i) [exp (2 - Fury (e, i) 10, 11) (Yz))]]

y oo Lo (- fianconan e ()]

wwp, B olor (e n)]
le’llp Y2 <My (x,p1) P sz(x,yl)HMg(x’,yl)( 2)

= E [exp (- Z1)]

71 «PrivLoss(M (x) || M (x'))

IA

. Sup ]E CXP (f . Zz)
n ZzePrivLoss(Mz(x,)q)||M2(X'>}’2))[ ]

< exp(#(z + 1) p1) - exp(£(z + 1) p2)
= exp(¢(z + 1)(p1 + p2)),

as required. All that remains is to justify our simplifying technical assumption. We
can perforce ensure this assumption holds by defining M : X" = Y x Yy by
M (x) (y1,72) where y1 = M (x) and y» = M>(x,y1) and proving the theorem
for M in lieu of M. Since the output of M includes both outputs, rather than
just the last output, the above decomposition works. The result holds in general
because M is a post-processing of M. That is, we can obtain M (x) by running M (x)
and discarding the first part of the output. Intuitively, discarding part of the output
cannot hurt privacy. Formally, this is the post-processing property of concentrated
DP, which we prove in Lemma 3.20 and Corollary 3.21. O

Lemma 3.20 (Post-processing for Concentrated DP). Let P and Q be distributions
on y and let g : y — Y be an arbitrary function. Define P = g(P) ﬂndQ g(Q) to
be the distributions on Y obtained by applying g to a function from P and Q respectively.
Then, for all r > 0,

[ xp (% Z)] E [exp(tz)].

E
Z «PrivLoss(P|| Q) 7 «PrivLoss (1’ H Q)
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Proof- To generate a sample from ¥ <= Q, we sample Y« Q and set Y = g(f’)
We consider the reverse process: Given y € ), define Q}, to be the conditional
distribution of ¥ « Q conditioned on g(f’ ) = y. That is, Qy is a distribution
such that we can generate a sample Y « Q by first sampling ¥ <— Q and then
sampling Vo« Qy Note that if ¢ is an injective function, then Q), is a point mass.

We have the following key identity. Formally, this relates the Radon-Nikodym
derivative of the postprocessed distributions (P with respect to Q) to the Radon-
Nikodym derivative of the original distributions (]3 with respect to Q) via the con-
ditional distribution Qy

P(y) P(Y)
A —— = E -~ -~ |-
ey QY 710 |:Q(Y):|

To see where this identity comes from, write

P(¥) PG) A
E — -Q,(nd
w@[@(ﬂ} /{a:g@:y QG) YO
/ PG QG
b= QG) f{yg(y)—}, QG)dy
_ f{?:g@)=y} PG)dy
Jgtr—n QO
_ P
Q)

Finally, we have

[exp(£2)] = o [exp(z - friq (V)]

= YEQ [exp((¢+1) - fr1o(Y))]  (Lemma 3.6)

_ (@)t+l:|
reQ | \QY)

E
Z «PrivLoss(P|| Q)

(Jensen)

A
=
?
©>ﬁ
~
N
Q> E)
SIs
\_/w
x

T Y<Q
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]A)f/ t+1
_ & (A<A>)
req |\ Q)

= E [exp((t+ 1) -fj)
Ye<Q

Q(Y))}

[CXP(f 15

B ZePrivEss (i) )Q) [exp(tZ)]’

o (Y)):| (Lemma 3.6)

where the inequality follows from Jensen’s inequality and the convexity of the func-
tion v > o'+, O

Corollary 3.21. Let M : X" — Y satisfy p-zCDP Letg : Y — Y be an arbitrary
function. Define M : X" — Y by M (x) = g(M(x)). Then M is also p-zCDP

Proof. Fix neighboring inputs x, x’ € X”. Let P = M(x), Q = M(x'), P= M(x),
and Q = M(x'). By Lemma 3.20 and the assumption that M is p-zCDP, for all
>0,

E 7)) = E 7
2oty FPOI= B g [0

[exp(tZ )]

B 2<—PrivLoss(i>H Q)
= E [exp(tZ)]
Z PrivLoss (M(x) HM(xf))
< exp(¢(z + 1)p),
which implies that M is also p-zCDP. O

3.4.3 Composition of Approximate (g, d)-DP

Thus far we have only considered the composition of pure DP mechanisms (The-
orems 3.1 & 3.18) and the Gaussian mechanism (Corollary 3.10). What about
approximate (&, 0)-DP?

We have the following result which extends Theorems 3.1 & 3.18 to approxi-
mate DP and to adaptive composition.

Theorem 3.22 (Advanced Composition Starting with Approximate DP). Forj €
[4], Zet]Wj : X" x y]-_l - y] be randomized algorithms. Suppose M; is (8]', 5]-)—DP
for each j € (k). Forj € [k], inductively define M,...; : X" — Y; by M,...j(x) =
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M;(x, My...(j—1)(x)), where each algorithm is run independently and M;...o(x) = yo
for some fixed yo € Vo. Then Mi...,, is (&, 0)-DP for any 6 > Zle 0; with

k k k
. 1 2
& = min E &js 3 E & + 2log(1/6") E ejz ,
j=1 j=1 j=1

where ' = 0 — zjl?zl 0.

Intuitively, if you consider the privacy loss PrivLoss (M (x) HM (x/)) (where
x,x' € X7 are arbitrary neighboring inputs), then M being (¢, )-DP is equivalent
to the privacy loss being in [—¢, 4+-¢] with probability at least 1 — J; otherwise the
privacy loss can be arbitrary (including possibly infinite). Informally, the proof of
Theorem 3.22 uses a union bound to show that with probability at least 1 — Zﬁ:l 0;
all of the privacy losses of the £ algorithms are bounded by their respective ;5. Once
we condition on this event, the proof proceeds as before.

Formally, rather than reasoning about possibly infinite privacy losses, we use the
following decomposition result.

Lemma 3.23. Let P and Q be probability distributions over Y. Fix e,0 > 0. Suppose
that, for all measurable S C Y, we have P(S) < ¢°-Q(S)+06 and Q(S) < *P(S)+0.

Then there exist distributions P', Q', P", Q" over Y with the following properties.
We can express P and Q as convex combinations of these distributions, namely P =
(1 —=0)P +0P" and Q = (1 —90)Q' + 6Q". And, for every measurable S C ), we
have e=¢ - Q'(S) < P'(S) < & - Q'(S).

Proof. Fix €1, &2 € [0, €] to be determined later. Define distributions 7, P, Q’,
and Q" as follows." For all points y € ),

min{P(y), ¢! -
gy = TR0 Q)
iy = PO = =00P0) _ maxl0.PG) = ¢ QV)
B 51 N 51 ’
i ,é2 . P
Q= Q-0
vy Q) —(1=6)Q ()  max{0, Q) — 2 - P(y)}
Q" () = 5 = 5 ,

vi.  Formally, P(y), P'(y), P"(y), Q(»), Q'(y), and Q" (y) denote the Radon-Nikodym derivative of these dis-
tributions with respect to some base measure — usually either the counting measure (in which case these
quantities are probability mass functions) or Lebesgue measure (in which case these quantities are probabil-
ity density functions) — in any case, we can take P + Q to be the base measure.
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where J1 and J; are appropriate normalizing constants.

By construction, (1 — 1) + ;P = Pand (1 — 6,)Q' + 5,Q" = Q.

If 61 = J, = 6, then we have the appropriate decomposition and, for all y € ),
we have

< o o () _ min{P(y), &1 - Q(y)} << &
- - Q0 min{Q(),e2- P} T T

as required. If 01 = d» < J, we can change the decomposition to

0—0 0
P=0=0)P+@-6)P+0—-6)P = (1—5)P’+6-( 5 L+ EIP”),

and likewise for Q, which also yields the result.
It only remains to show that we can ensure that d; = d, < J by appropriately
setting €1, €2 € [0, g]. We have

o) = /ymax{o, P(y) — - Q(y)}dy = /SP()/) =1 Q()dy = P(S) —1Q(S),

where S ={y € YV : P(y) > ¢°1- Q(y)}. If 1 = ¢, then §; < by the assumptions
of the Lemma. If &1 = 0, then d; = dtv (2, Q). By decreasing €1, we continuously
increase d1. Thus we can pick €1 € [0, ¢&] such that 61 = min{d, dv (P, Q)}.
Similarly, we can pick €, € [0, €], such that 6, = min{J, d1v (P, Q)}. ]

The proof of Theorem 3.22 is, unfortunately, quite technical. Most of the steps
are the same as we have seen in the pure DP case. The only novelty is applying the
decomposition of Lemma 3.23 inductively; this requires cumbersome notation, but
is otherwise straightforward.

Proof of Theorem 3.22. Fix neighboring datasets x,x' € X”. We inductively define
distributions P; and Q; on Yy x Vi x --- x ) as follows. For j € [£],
P = (Yo, 1, Yj—1, Mj(x, Yj—1)), where (Y1,---,Y—1) ¢ Pj—1, and
Q=o, 1, Yj_l,]\/[j(x/, Yi—1)), where (Y1, - -, ¥j—1) ¢ Q;—1. We define
Py = Qp to be the point mass on yy.

We will prove by induction that, for each j € [£], there exist distributions P]/ ,
P]/-/, Q]{, and Q]{/ onYo x Y1 X -+ XY such that

J J
p=[la-onr+{1-T]a-a) | r

=1 =1
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and

j j
Q=]]a-nQ+ (1 -TJa- 5@) Q/
=1 =1

and, forall > 0,

J

E [exp(tZ’)] exp (t(t—i_l Z )

ZJ-/ «PrivLoss (P]/ H Qj/) =1

and, for all measurable S C Vo x Y1 x -+ x )V, Pj/(S) < exp (Zé:l 8{) . Q]’(S)

Before proving the inductive claim, we show that it suffices to prove the result.
Fix an arbitrary measurable S C YV, and lec S = Yo X Vy X -+ x V1 X S. We
have

P[M(x) e S] = P/?(S’) (Postprocessing)
k k
= H(l — 55)P//€(:?) + (1 — H(l — 55))PZ(:?)
= =1
k

< [Ja-o0PS + Z&
j=1

=1
(P{(S) < Tand 1 —[]t_,(1 =) < z]f;l 5)

k k
<[Ta-o0 (¢ Q@ +9) + 9 )
=1 j=1
k ~
-] -0 Q)+ 6= 5’+z .5
=1
¢ Qp(S) + 6

(Q =TT (1 =00 Q+ (1= T1£-, (1 = 0) @)
= P[M() e S| +6.

The inequality P/L(S) < %(S) + & (*) follows the proof we have

seen before. Our inductive conclusion includes a pure DP result — P]/(:g) <

exp (Z]‘;ZI 85) . Qj’(g) —and a concentrated DP result — for all # > 0, we have
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[exp(th’)] < exp (t(t%l) é:l e?), which implies

Z]-/ePrivLoss (f“]/‘ Qj/)
P;(S) <é- Qé(g) + P [Z, > ] (Proposition 3.7)
Z/L <«PrivLoss (P; ” Q;)
<& Q) + E [exp(x(Z; — 2))]
Z, «PrivLoss(P,] Q})
([Z, > &] < exp(#(Z), — ¢)))
k
~ tt+1)
< ¢ Qu(S) + exp 5 28]2 - exp(—t¢)
=1
(Induction conclusion)
<& Q)+,
where the final inequality holds for the case ¢ = % le 8]-2 +

2log(1/6) 3% &2 and requires setting = —*— — 1 = Zlog(1/)
\/ g( / ) Z]_l J q g Z]/;l 6]2 2 Zf:l £j2

It only remains for us to perform the induction. The base case (j = 0) is trivial.

Fixj € [k] and assume the induction hypothesis holds for j— 1. The distribution
P; is defined as a mixture (i.e., convex combination) of Pj|y for ¥ « P;_1, where
Pily := (Y, Mj(x, Y;—1)). For every y, we apply Lemma 3.23 to the conditional
distribution 7;|, and then we take the convex combination of these decompositions
to obtain a decomposition of ;. Of course, we must also decompose Q; at the same
time.

For each y € Yoy x V1 x ---)j—1, the conditional distributions satisfy
VS Pil,(S) < ¢7Q;1,(S)+0; and vice versa. Thus Lemma 3.23 allows us to decom-
pose the conditional distributions 7;[, and Q;l, as P;|, = (1 — @-)P;ly + 5]-]’]’/ |, and
ley =(1- 5])Q],|)/ + 5]'Q]{/|y where ¢7% - Qj/ly(s) < Pj,ly(S) < € Qj/ly(S) for

all §. This gives us the desired decomposition:

p= E [P
j Y<—Pj-_1[ ilv]
- E [1—5‘P4 5.7 ]
Y(—Pj;l ( ]) ]|Y+ 7 ]|Y

=1 j—1
=[la-0) E [a=)2+551r]+[1-[Ta-d)
(=1 Vel (=1

x E [1—5' Ply+6;P ]
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1 1

J j=1
- {1:[1(1 - 56))’2%_ I:PJ/IY] T 5jg(l B 5€)Y<—I%_ |:P]”|Y]

j—1

+1-Tla-snla-6) E [P
[Ta=an ) pwf_l[ﬂy]
j—l

+1=-TTa=6»)s E [Pf/ ]
g( t’) ]YFP;,,l ]|Y

Thus we define the new decomposition as P]’ = P]’-ly for Y « P]’-_1 and Q: =
ijly for Y « Q]{_l. The “weight” ofP; is the product of the weight of]’]f_1 (i.e.,
ng_zll 1 — J¢)) and the weight of P]fl y (i.e., 1 = 0;), as required. The remaining
parts of the decomposition are combined to define P]f/ = and Q]{’ ; note that P]/-’
includes both P;I yforY « Pj/" ; and P;’l y for Y « P;_;. Itis easy to verify that

this decomposition satisfies the requirements of the induction:
/
E [exp(th)]

Zj’ «PrivLoss (1’]/ ) Q]’)
o))

= [E Je t-f,
H’f[xp( f]_

J J

Q- (W)))H

'%/JE?IY]'-I [CXP (t' AT LT (Yj/))H
’G‘/—IIEP;/‘—l [exp (t .fpl(—l‘ QG (IG/_I))
[exp (t . ZJ/)]
/ 1,
(Yj—l)) - exp (t(r+ 1)58].)}

(Proposition 3.16 & |Zj’| < &)

!’ : /
Zj <«PrivLoss (P] | Y

< E exp (t S
Y <P, -1

=

Qfl)ﬂ_l)

J

/
Qs
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j—1
t(r+1 1
< exp ( ‘2|‘ ) z et | - exp (t(t + 1)58]2) (Induction hypothesis)
t(t + 1) J
= exp E
(=1

And, for pure DB we have Pi(S) = E [P’.ly._](S)] < E [esf
/ le—l(_])j{—l I Igf—lepj/'—l

ijlyj_l(S)] = P (Zé’;ll 85) v [engfllVf'—l(S)] - P (Z]‘;l 8") '

!(S) for all measurable S. .
Q;(S)

3.5 Asymptotic Optimality of Composition

Is the advanced composition theorem optimal? That is, could we prove a result
that is stronger? This is an important question, but we first need to think about
what optimality even means. Recall that, in Section 3.2.1, we proved that basic
composition is optimal, but then we showed that we could do better by relaxing
the requirement from pure DP to approximate DP or concentrated DP. To prove
asymptotic optimality of advanced composition, we will show that no algorithm
can provide better accuracy than advanced composition gives (except for constant
factors) subject to approximate DP. Furthermore, we will see that the analysis is not
specific to approximate DP.

Combining advanced composition (Theorem 3.18 or 3.22) with Laplace noise
addition shows that we can answer 4 bounded sensitivity queries (e.g., counting
queries) with noise scale ® (,/%/p) for each query, where p only depends on the
privacy parameters, e.g., p = @ (¢2/log(1/9)) for (g, 5)-DP. (Gaussian noise addi-
tion also gives the same asymptotics, per Corollary 3.10.)

We can prove that this asymptotics — average error per query Q (v/£) — is optimal.
Formally, we have the following result.

Theorem 3.24 (Negative Result for Error of Private Mean Estimation). Ler X =
(0,1 and Yy = [0,1)%. Let M : X" — Y satisfy (¢,0)-DP If 6 < 1/100n and
k > 200(¢° — 1)%n, then there exists some x € X" such that

1 2 : Vk 1
\/E |:Z||M(x) _x||2i| > mln[m,l—o] ,

where x = % > xi €0, 1% is the mean of input dataset.
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Theorem 3.24 shows that any DP algorithm answering # queries must have
error per query scaling with Q (v/%), which matches the guarantees of the advanced
composition theorem. We briefly remark on some of the properties of this theorem:

First, M could just output % for each coordinate; this is trivially private and has
root mean square error at most 3. The theorem must apply to such an algorithm
too, which is the fundamental reason why the lower bound in the conclusion of
Theorem 3.24 cannot be larger than a constant %.

Second, the assumption & < 1/1007 is also necessary, up to constant factors.
If 6 > 1/n, then M could sample 76 of the inputs and return the sample mean.

This would be (0, 6)-DP and would give accuracy \/E [% | M(x) — 9_c||%] < ﬁ <
1. Note that the advanced composition theorem includes a /log(1/J) term. It is

possible to extend the negative results to include such a term too [SU15] (see also

Lemma 2.3.6 of Bun [Bun16]), but we do not do this here for simplicity.

Third, the assumption # > 200(¢° — 1)?# is not really necessary; it is an artifact
of our analysis. If £ < &%n, then the privacy error is lower than the sampling error
(if we think of x as consisting of 7 samples from some distribution). A different
analysis is possible in this case.

Fourth, Theorem 3.24 has ¢® — 1 in the denominator, where our positive results
have &. For small ¢, we have ¢/ — 1 & ¢. But, for large ¢, there is an exponential
difference. Surprisingly, this is inherent; by using discrete noise [CKS20] in place
of continuous Laplace noise it is possible to improve the positive results to yield
this asymptotic behavior. However, we are generally not interested in the large &
setting.

Finally, fifth, this theorem is not merely an esoteric impossibility result. It cor-
responds to realistic attacks, which are known as “tracing attacks” [DSSU17] or
“membership inference attacks” [SSSS17], which are the subject of Chapter 5 of
this book.

Proof of Theorem 3.24. The theorem guarantees that there exists a specific input x
on which M has high error. In general, x must depend on M. To prove this we
show that, for a random input from a carefully chosen distribution, any M must
have high error. It follows that for each specific M there must exist some fixed input
with high error.

Forp € [0, l]k, let D, be the product distribution over {0, 1}16 with mean p. Our
random input X € &” will consist of 7 independent draws from D,,. Furthermore,
we select the mean parameter randomly too. That is, P € [0, 1] is uniformly
random and X consists of 7 conditionally independent draws from Dp.

We analyze the quantity

Z:=> (MX)-P,X;—P).

=1
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Applying Lemma 3.25 with f(x) = E[M(X);|X; = x| and summing over the
coordinates j € [k] shows that

[z a0 =X
P<—Umform( [0, 1

XeD}ﬁ

k n
ke
- MEO; - ) S0 — By | > .
ZIPeUmform([O l]k) {( ( )] ]) Z_l( N ])} - 12
X<—D -

Denoting o’k = E [||M(X) —)_(||%], we have E [Z] > % — ok. Intuitively,
Z measures the total correlation between the output of M and its inputs. What
Lemma 3.25 shows is that, if M is accurate — i.e., E [||M(X) — )?H%] < o(k) -
then this correlation must be large.

The punchline of the proof is that we show that differential privacy means the
correlation must be small, which conflicts with the fact that we have proven it must
be large. Ergo, we will obtain the desired impossibility result.

For 7 € [#], define
Zi=(MX)—P,X;—P),

so that Z = D7 | Z;. Let X be a fresh sample from Dp that is (conditionally)
independent from X, - - -, X,,. Let M (Xo, X_;) denote running M on the dataset
X where X; has been replaced by Xy and define

Z; = (M(Xo, X_;) — P, X; — P).

By differential privacy, M(Xp, X—;) is indistinguishable from M (X), even if we
condition on Xy, X7, - - - , X,,. Thus the distributions of Z' and Z; are also indistin-
guishable.

Since M (Xp, X—;) and X; are independent (conditioned on P) and E [X; — P] =

0, E [Z] =0 and

M@

B 7] = 1 [P(l—P) 5 [(M (X, X-); - Pj-)z]]

IA
A= S
= I

E [Im(0) - Pl3].
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Now E[|M(X) — PI3] < 2E[IM(X) — XI3]42E [IX — PI3] < 2024+ £

Lemma 3.26, |Zi| < k |27 < &, andE[@q < /E[Z}‘} (i.c., Jensen's

inequality) gives

_ i e 1 k
E (Z)] gE[Zi]+(e8— I)E[lZi|]+25Ie§ d . ,/za2k+3—n+zak.

Putting things together, we have

k ) _ " & —1 ) k
5 /egIE[Z]_ZE[ZZ]Sn-( 5 20 k+§+25/e).

=1

Ignoring terms that are (hopefully) low order, this is Q (k) < O(n-ev a?k), which
rearranges to o = \/IE [% IMX)—X|3] = Q (;l/—f), which is the desired asymp-

totic result. To be precise, this rearranges to

1 > k 1
> - =202 —4nf)  ———s — —.
* _\/(6 * ”) 2n2 - (ef — 1) On

Ifo < 1/10and § < 1/100, then § — 20 — 4nd > . If kb > 200(e° — 1)?n,

then (1—10)2 . ﬁ > % If all three of these conditions hold, then

1 —_— k 1 vk
\/E [E”M(X) _XHZ} == \/200 2 (¢f = 1)2 (1 - 8) = Ton@ — 1)

Hence, if 6 < 1/100% and £ > 200(¢f — 1)2;1, then either o > 1/10 or o >
VE/16n(ef — 1), as required. O

Now we prove the two lemma that were used to prove Theorem 3.24. We begin
with the lemma showing that the correlation Z must be large if M is accurate.

The lemma only contemplates one coordinate and then we sum over the 4 coor-
dinates in the proof of Theorem 3.24. That is, the function f in the theorem is
simply one coordinate of M and we average out the randomness of M and the
other coordinates.

Lemma 3.25. Let f : {0, 1}4 = [0,1] be an arbitrary function. Let P € [0, 1]
be uniformly random and, conditioned on P, let X1, - - - , X, € {0, 1} be independent

vi, E[IX - PI3] =3¢

- E E Ly p2| | =k [} 82gp= £
=1 p, Uniform([0,17) |:)§-<—Binomial(n,1>]) (G = 2) ]} b ==
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with E [X;] = P for each i € [n]. Then

1

E, [(f(X) X P)} +g[E[r00-XF] 2

5 - . <12 2
By Jensen’s 1nequahty1% [% [f(X) —X] :| < PI%( [(f(X) —m ] Thus

1

[(f(X) P): Z<X P)+(f(X) = )} =

To gain some intuition for the lemma statement, suppose f(x) = ¥ =

1 n
~ 2 i1 %i- Then

E[(fX)—P.X;—P)|=E {()_( —-P)- (;X - P)i|

:%ZE[()@—P)Z]z—

=1

The constant + = [} (1 —p)dp in this example is slightly better than the constant
6 = Jo Pl —P)Ap p ghtly

1—12 in the general result. However, if f(x) = % is a constant function, then the
1

constant is tight, asI}E} |:I)[:? [Foo - )_(]2] = I]@ [(% - P)z] = 13-

Proof of Lemma 3.25. Define g : [0,1] — [0, 1] by g(p) = Y ED [f(X)], where
e 7
»

D7 denotes the product distribution over {0, 1}” with each coordinate having mean

p- Then

g = [F0]

dX D”

- > f(x)—H (- p+ (1 =x0) - (1 =)

xe{0,1}" ? 1

= > f(x)H(xe-ﬁ(l—xf)
(01 (=1
d
& Gt (=) (= p)
a p))z xip+ (1 —x) - (1-p)

i=1

(Product rule)
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= > fO[]lep+0-x)

xe{0,1}" t=1

n

" —P))Z 2x;— 1

.1xi'P+(1_xi)'(l_P)

= > f(x)H xe-p+ (1 —xp) - (I—P))Z T

xe{0,1}” =1 = r(1—p)
(Case analy51s for x; € {0,1})

{f( ) Zp(l }

Now we apply integration by parts to this derivative:

Peﬂ%o,l] |:X<—D” |:f(X) Z(X P{H
- /O <) 21— pdp
Lr7d
-/ (d—g@- 21— p)) —¢(p) - (1 = 2p)dp
0 p

1
=g(1>-1(1—1>—g<0)-o<1—0)+/0 <) - Ddp

1
- 2[)2%0,1] [g(P) ' (P B 5)]

Using the fact that E [P — %] = 0 and X<I—ED; [X, —p] = 0, we can center

P«[0,1]
these expressions:

[(f(X) P)- Z<X P)}

[(9=3)-(=3)]

[( =) +(=5) (-3 -¢-3)
> E {o + (P - %)2 — (g(P) - P)z}

X<—D

01
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=337 B Le® =]

P«[0,1]

2
12 _Pel% 1] |:X<—D” [f(X) ] i|

O

Lemma 3.26. Let X and Y be random variables supported on [— A, A] satisfying
PX e8] < PlY €S|+0andP[Y € S] < P (X € S|+ for all measurable
S. Then

E[X] < E[Y]+ (¢ — DE[|Y]] + 20A.

Proof.
A
E[X]:/ PX > ¢ —P[X < —¢]ds
0
A
</ PY >t]+0—e ¢ (P[Y < —t] —d)dz

/ PY >t —=PY <—=tD+(*=1)-PY >+0—-¢%

PlY < -]+ (14 ¢ %)odr
=E[Y] + (¢ — DE [max{0, Y'}] + (1 — ¢ °)E [max{0, — V}]
+ (14 e %)oA
<E[Y]+ (¢ — DE[|Y]] + 20A,

asl—e ¢ < —land1l+¢7¢ <2 ]

Remark 3.27. The only part of the proof of Theorem 3.24 that uses differential privacy

is Lemma 3.26. Thus, if we were to consider a different definition of differential privacy,

as long as an analog of Lemma 3.26 holds for this alternative definition, an analog of
Theorem 3.24 would still apply. That is to say, this negative result is robust to our choice

of privacy definition (unlike the the negative result in Section 3.2.1).

3.6 Privacy Amplification by Subsampling

Thus far we have considered the composition of Gaussian mechanisms, and generic
mechanisms satisfying pure or approximate DP. We now turn our attention to sub-
sampled privacy mechanisms. These mechanisms introduce some additional quirks
into the picture, which will force us to develop new tools.
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The premise of privacy amplification by subsampling is that we run a DP algo-
rithm on some random subset of the data. The subset introduces additional uncer-
tainty, which benefits privacy. In particular, there is some probability that your
data is not included in the analysis, which can only enhance your privacy. Further-
more, a potential attacker does not know whether or not your data was dropped;
this uncertainty can benefit your privacy even when your data is included. Privacy
amplification by subsampling theorems make this intuition precise.

Subsampling arises naturally. We often would like to collect the data of the entire
population, but this is impractical. Thus we collect the data of a subset of the pop-
ulation and use statistical methods to generalize from this sample to the entire pop-
ulation. In particular, in deep learning applications, we will use stochastic gradient
descent. That is, we choose a random subset of our training data (called a mini-
batch) and compute the gradient of the loss function with respect to this subset,
rather than the entire dataset. This method reduces the computational cost for
training. If we want to make deep learning differentially private, then we will add
noise to the gradients and we should exploit privacy amplification by subsampling
to analyze the privacy properties of this algorithm.

In this section we will analyze subsampling precisely and we will show how it
interacts with composition.

3.6.1 Subsampling for Pure or Approximate DP

We begin by analyzing privacy amplification by subsampling under pure or approx-
imate differential privacy. This is a relatively simple result, but it will be instructive
as we later attempt to derive more precise bounds.

Theorem 3.28 (Privacy Amplification by Subsampling for Approximate DP). Ler
U C [#n] be a random subset. For a dataset x € X", let xty € X" denote the entries
of x indexed by U. That is, (xy); = x; ifi € U and (xy); = L ifi ¢ U, where
1 e X is some null value.

Assume that, for all i € [n], we can define U_; C [n] \ {z} such that the following
two conditions hold.

o Forallx € X" and i € [d], xy and xy_, are always neighboring datasets.
o Foralli € [n], the marginal distribution of U_; conditioned on i € U is equal
to the marginal distribution of U conditioned on i ¢ U.

Let M : X" — Y satisfy (¢,0)-DP DeﬁneMU X" - Y byMU(x) =
M(xp).
Let p = max;e[y) E li € U). Then MY is (¢',8")-DP for ' = log(1 + p(e® — 1))

and &' = p - 0.
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For small values of &, we have ¢’ = log(1 + p(¢* — 1)) = p - ¢. More precisely,
e =log(1+p(¢f —1)) < p-(¢* —1) and, fore < 1,wehavee’ —1 < e+e? < 2e.

The technical assumption about U in the theorem statement is satisfied by many
natural subsampling distributions: If U is a uniformly random subset of 7] of a
fixed size m, then U_; can be obtained by replacing 7 with a a uniformly random
element that is notin U. If U is Poisson subsampled — i.e., each i € [#] is indepen-
dently included in U with probability p — then, by independence, we can simply
remove 7, namely U_; = U \ {7}.

The technical assumption should be thought of as an independence assump-
tion. For example, it rules out distributions of the form IE[U = [n]] = p and

P[U = @] = 1 — p, which do not yield meaningful privacy amplification.

Proof of Theorem 3.28. Fix neighboring inputs x,x" € X” and some measurable
§ C V. Leti € [n] be the index on which they differ (i.e., x; = x]’ forallj e [#]\{#})
and let p; = ]5[1 € U]. We have

P [MU (x) € 5] ~E D\I; (M) € 5]}
=(1—Pi)'@[E[M(xU) €S]|i¢ U]
+pi~%|:E[M(xU)eS] lie U]
:(1—pi)-%|:E[M(x’U)eS] | i ¢ U}

+Pi'%|:E[M(xU)ES] | 7€ U]
=0 =p)-a+pi-b,

4 [MU(x’) e 5] =(1-p)-E [E [M(x) e S]|i¢ U}

+pi-% E[M(xb)eS]lie U]

= =p)-atpi-¥,

where 2 = %[E[M(xU)ES]li¢U = %[5[M(xb)e$]|i¢ U],b =

@[E[M(x[,) eSl|ie Uj|,and 4 =@[E[M(x;]) eS]lie U]
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Note that xy and x; are always neighboring datasets. And, if i ¢ U, then
xy = x7;. Since M is (&, 9)-DP, we haveE M(xy) € S] < eg-]IPV; [M(x/U) € S]+5

for all values of U; thus

bz%[E[M(xU)eS]lz’e U] 5%[68-E[M(x’[])65]+5|ie U]

= b +0.

However, this inequality alone is not sufficient to prove the claim. We also need to
show that & < ¢° - 2+ 6. Using our technical assumption, we have

b=FE|P[M SlieU
U_M[ (xv) €Sl i€ ]
<E|f-P [M(xU_i) € S] +d|ie U] (xy_,; is a neighbour of x/)
vlo M
:%_eg-E[M(xU) eSl+d|i¢ U:|
(U-ilieu has the same distribution as Ul;¢y)
= -a+4.

Now we can complete the proof: For any 4 € [0, 1],

EU[MU(x)eS] =(1—p)-a+pi-b

<SU=p)-atp (L=0) (& a+d)+7- (&1 +0)
= =pite (A=A p)-atpi-é At +pi-o.

Set A = p;+ (1 — p;) - ¢~ ¢ to obtain
P [MU(x)eS] <(Umpité (U=2)-p)atpi-é i +pi0
MU

=(1+4p (& =1) - (Q=p)-atpi-¥)+pi-0
= (1+p- (¢ =1) 'AEF’U [Mu () € S]+pi-o

< P [My(x) e S]+7.
O

Theorem 3.28 is tight: Consider an algorithm A/ : {0,1, L}* — {0, 1} that

sums its input (excluding L values) and performs randomized response on whether
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or not the sum is 0. That is, if y € {0,1, L} satisfies 3, | i = 0, then
P[M(y) =0] = 25 and P[M(y) = 1] = =L and, if y € {0, 1, L}” saisfies
zi%#J_)/i > 0, then ]P’[M(y) = 1] = ef—;l and ]P’[M(y) = O] = f+1 This
algorithm satisfies &-DP.

Let U C [#] be random and let MY : {0,1}” — {0, 1} be as in Theorem 3.28.
Consider neighboring datasets x = (0,0,---,0) and ¥ = (1,0,0,---,0). We
have

U _ -_ e
IP’[M 0=0]= "
7 1
U _ _
IP’[M @=1]=-"7
P[MUG) =1]= Flte U]{;::lp[l £u
]P[MU(x/)zo: _Ple U];f[ll Ul ¢

. PMY ) =1]
>
- ]P’[MU(x) = 1]

e{;‘

=14+P[1eU] (£ —1),

where &’ is the pure DP parameter satisfied by MY. We can assume without loss
of generality that p = max;P[i € U] = P[1 € U]. Thus this bound matches
the guarantee of Theorem 3.28. (This example can be extended to approximate
DP too.)

3.6.2 Addition or Removal versus Replacement for
Neighboring Datasets

For this discussion of subsampling, we need to be careful about what it means for
datasets to be neighboring. There are three common definitions of what qualifies as
neighboring datasets: (i) addition or removal of one person’s data, (ii) replacement
of one person’s data, or (iii) both. Each of these three options is a reasonable choice.
Work on differential privacy often glosses over this choice — often the choice is
irrelevant. But it becomes relevant if we want sharp analyses of privacy amplification
by subsampling.

For the discussion of composition so far in this chapter, it does not matter at
all how we define neighboring datasets, as long as we are consistent. In general,
it only matters slightly which we choose: A replacement can be accomplished by a

viii. Alternatively (and equivalently), consider an algorithm that adds discrete Laplace noise to the sum of its
non-null inputs.
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combination of a removal and an addition. Thus, by group privacy, if the algorithm
is (¢,0)-DP with respect to addition or removal, then it is (2¢, (1 + ¢°)0)-DP
with respect to replacement. Conversely, we can simulate a removal or addition
by replacing the record with a “null” value (L in the formalism of Theorem 3.28).
Thus DP with respect to replacement entails DP with respect to addition or removal
with the same parameters, unless the semantics of the algorithm forbids null values.

This subtlety already arises in Theorem 3.28. Let’s take a close look at the tech-
nical assumption: Theorem 3.28 assumes that, for all 7 € [#], we can define
U_; C [n] \ {7} such that the following two conditions hold.

e Forallx € X” and i € [4], xpy and x7_, are always neighboring datasets.
e Forall i € [n], the marginal distribution of U_; conditioned on 7 € U is
equal to the marginal distribution of U conditioned on 7 ¢ U.

Suppose U C [#] is a uniformly random subset of a fixed size |U| = m. Then
we would define U_; to be U with 7 replaced by a uniformly random element
that is not already in U. Thus, for x;7 and x7_; to be neighboring datasets, our
neighboring relation must allow replacement, not just addition or removal.

However, if U corresponds to Poisson subsampling (i.e., each 7 € [#] is included
in U independently with probability p), then U_; would just correspond to remov-
ing 7. In that case, for x;7 and xy/_; to be neighboring datasets, our neighboring
relation must allow addition and removal.

It turns out to be easier to work with Poisson subsampling and assuming the
neighboring relation is addition or removal. In this case, the proof of Theorem
3.28 simplifies to the following.

Proof of Theorem 3.28 for the special case of Poisson sampling and addition or removal.
Let U C [#n] independently include each element with probability p. Let x, x" € X”

be neighboring datasets in terms of addition or removal. Without loss of gener-

ality, assume x’ is x with x; removed (or, rather, replaced by x; = L1).” For any

measurable § C Y,

P [MU (x) € 5] ~E [}E [M(xy) e S]]
=(1 —]J)@[E[M(xu) €Sl|i¢ U}

+p-15|:E[M(xU)eS]|z'e U:|

ix. To be formal, we assume L € X is a null value that is equivalent to removing the item. In particular, for
x € X" and U C [n] we can define xy € X" such that (xp); = x; if i € U and (xy); = L ifi € [#] \ U.
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~-p B[P [Mu e 5] 17 U]

+p-15[P[M(xU)eS1|z'eU]

S

P [M(y) € 5]

Mixy)e Sl|ie U]

=0-p)-

Sics!

+p-@[

<(1-p)E|B[MGp) e ]

cE X¥

+P.@[€S.E[M(x’lj)65]+§lie U}
=(1—p)-@[E[M(xb)€5]}
+p.%|:eS.E[M(x/U)ES]+5:|
=(=p+p-&)- B [MUG)es]+p-0
MU

and, by the same calculation,

)4 [MU(x) c 5] =(1=p)-E|B[M) e ]

+p-@{g[M(xU)eSJ|ieU]

> (1-p) B B[M) €3]]

+p-@[e‘f-(E[M(x;,)eS]—5)|z‘e U]
=(=p+p- ) B [MUG) eS| =pee 0
MU
1 (P [MU(x/)eS]—p'5)-

> 0000
T l=ptp-f MU
(Lemma 3.35)

The key step in the proof is the equality %[E [M(x’U) € S] |7 ¢ U:| =

/ ' = / . This holds b L=
%[E [M(xU) € S] | i e Ui| %[E [M(xU) € S]] This holds because
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1, so whether or not 7 € U is irrelevant for x/U, and because the event 7 € U is

independent from U \ {i}. O

For the rest of this section, we will restrict our attention to Poisson subsampling
and assume that the neighboring relation corresponds to addition or removal of
one individual’s data.

3.6.3 Subsampling & Composition

How does composition work with subsampling? Of course, we can combine the
advanced composition theorem (Theorem 3.22) with our privacy amplification by
subsampling result (Theorem 3.28). However, it turns out this is not the best way
to analyze many realistic systems.

Consider the following algorithm (which arises in differentially private deep
learning applications). Let x € X” be the private input. Iteratively, for z =
1,---, T, we pick some function ¢, : X” — R4 and randomly sample a sub-
set U, C [n]; then we reveal N (g;(xy;,), o?l)).

This algorithm interleaves composition with privacy amplification by subsam-
pling. That is, we combine multivariate Gaussian noise addition (which is a form
of composition over the & coordinates) with subsampling and then we compose
over the 7 iterations.

We can use Corollary 3.10 to show that releasing N (g,(x),5%1y) satisfies

(€0,00)-DP for g = O (\/ ﬁ—élog(l/éo)), where Ay = sup ,vear llq:(x) —

neighboring
g:(x')|l2 is the sensitivity of g,. Then we can use Theorem 3.28 to show that,

if U, is a Poisson sample which contains each element with probability p, then
N(q:(xu,), 0%1) is (1, 61)-DP where &1 = log(1+p- (¢°0 — 1)) = O(p- &) and
01 = p - 0p. Finally, Theorem 3.22 tells us that the composition over 7" iterations
satisfies (&, 0)-DP with e = O (81 -/ Tlog(l/éz))) and 0 = d, + 7T - 61. Overall,

we have
As
&= O(—-p-vT'log(T/ﬁ)).
o

This result is asymptotically suboptimal because we have picked up two /log(1/J)
terms. We obtained one from the Gaussian noise addition (Corollary 3.10) and
another from the composition (Theorem 3.22). Both arise from bounding the tails
of the privacy loss distribution. This is redundant; we should only need to bound
the tails of the privacy loss distribution once.

Intuitively, we started with a Gaussian privacy loss; then we applied a tail bound
to obtain a (&9, dp)-DP guarantee to which we applied the subsampling theo-
rem; and then we converted this back into a concentrated DP guarantee to apply
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advanced composition and finally we applied a tail bound to convert this back to
(¢,0)-DP.

We are going to avoid this redundancy by analyzing privacy amplification by
subsampling directly in terms of the privacy loss distribution, rather than needing
to go via approximate DP. To do so, we need to introduce a new tool.

3.6.4 Reényi Differential Privacy

Rényi differential privacy was introduced by Mironov [Mir17] and was motivated
by analyzing privacy amplification by subsampling interleaved with composition,
which arises in differentially private deep learning [Aba+16].

Definition 3.29 (Rényi Differential Privacy). Ler M : X" — Y be a ran-
domized algorithm. We say that M satisfies (., €)-Rényi differential privacy (o, €)-
RDP) if for all neighboring inputs x,x' € X", the privacy loss distribution
PrivLoss (M (x) | M (x')) is well-defined (see Definition 3.2) and
—D2)| < —1)-¢).

Z «PrivLoss(M (x) | M (x")) [CXP(((X ) )] < expl(a ) €)

Rényi DP is closely related to concentrated DP (Definition 3.11). Specifically,
p-zCDP is equivalent to satisfying (a,a - p)-RDP for all @ € (1, 00). Rényi DP
inherits the nice composition properties of concentrated DP:

Lemma 3.30. Let M) : X" — Y be (a,€1)-RDP Let My : X" x Y1 = Vs
be such that, for all y1 € Y1, the algorithm x — M (x,y1) is (a, €2)-RDP Define
M : X" = V) by M(x) = My(x, Mi(x)). Then M is (a, &1 + €2)-RDR

The proof of Lemma 3.30 is identical to that of Proposition 3.19. Note that,
while the & parameter adds up, the @ parameter does not change. More gener-
ally, composing an (a1, €1)-RDP algorithm with an (a2, £2)-RDP algorithm yields
(minf{aq, a2}, &1 + €2)-RDP.

It is helpful to think of ¢ in (a, €)-RDP as a function of a, rather than a single
number. This function can encode a rich variety of privacy guarantees. (Concen-
trated DP corresponds to a linear function.) In particular, it allows us to more
precisely represent the kinds of guarantees obtained by subsampling.

Concentrated DP corresponds to the privacy loss being subgaussian (i.e.,

-zCDP impli P Z>E&] < —(E — p)?/4p) f
Pz Hmpres ZePrivLoss(M(x)IIM(x’))[ el s eXp( (€ p) / p) o
all &€ > p and all neighboring inputs x and x’), whereas Rényi DP cor-
responds to the privacy loss being subexponential (i.e., (a,&)-RDP implies

P Z>¢g] < —(a =1 — . That is, Rényi DP i
Z(—PrivLoss(M(x)llM(x’))[ g] < exp(—(a )(E — ¢))) at is, Rényi is
more appropriate for analyzing privacy loss distributions with slightly heavier tails
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than Gaussian. In contrast, pure DP corresponds to the privacy loss being bounded

(i.e., e-DP implies P [Z > &] = 0). So we can view concen-
Z «PrivLoss(M (x)||M(x"))

trated DP as a relaxation of pure DP and, in turn, Rényi DP is a relaxation of
concentrated DP.

Rényi DP is typically formulated in terms of Rényi divergences [Rén61], which
were studied in the information theory literature long before differential privacy
was discovered.

Definition 3.31 (Rényi Divergences). Let P and Q be distributions over Y.* For
a € (1,00), define

D, (PIQ) = ——logE [exp((a—1)2)]

a—1 gZ%PrivLoss(PHQ)

R P(Y)\*!
S a—1 IOgYIEP[(Q(Y)) :|

e P(Y)\*
= a—llOgYEQ[(Q(Y)) }

D1 (PIQ) = lim Dy (PIQ)

Also, define

E
Z «PrivLoss(P[| Q)

~ P(Y)
=y [l"g (Q(Y))]’

Do (PIQ) = lim Dy (PIQ)

P(S
= sup {log (%) :S5C Y, Q5 > O}.

Thus an equivalent definition of M satisfying (a,¢)-RDP is that
D, (M (%) HM (« )) < ¢ for all neighboring x, x’.

We now state several key properties of Rényi divergences; most of these are prop-
erties we have proved earlier, but we now restate them in a new language.

x.  We make the usual measure theoretic disclaimers: We assume the P and Q have the same sigma-algebra. We
assume P is absolutely continuous with respect to Q —i.e., VS Q(S) = 0 = P(S) = 0 - so that the
Radon-Nikodym derivative is well-defined; we denote the Radon-Nikodym derivative of P with respect to
Q evaluated at y by P(y)/Q(y). More generally, if the absolute continuity assumption does not hold, then
we define D, (P||Q) = oo forall a € [1,00].
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Lemma 3.32. Let P, Q be probability distributions over Y with a common sigma-
algebra such that P is absolutely continuous with respect to Q.

1.

W

Post-processing (a.k.a. data processing inequality) & non-negativity: Let
[ Y = Z be a measurable function. Let f (P) denote the distribution on Z
obtained by applying [ to a sample from P; define f(Q) similarly. Then 0 <
Dy (F(P)|F(Q)) < Dy (PIQ) for all o € [1, 00].

Composition: If P = P’ x P and Q = Q' x Q" are product distributions,
then Dy (Pl|Q) = Dy (P'|| Q') + Dy (P Q") for all o € [1,00).

More generally, suppose P and Q are distributions on ) = Y' x Y". Let P’
and Q' be the marginal distributions on Y’ induced by P and Q respectively. For
y €Y, let PJ’; and QJ/, ? be the conditional distributions on Y induced by P and
Q respectively. That is, we can generate a sample Y = (Y',Y") « P by first
sampling Y' < P’ and then sampling Y"' < Py, and similarly for Q. Then

D, (PIQ) = D, (P'| Q) +sup,ey» D (P)//’ Q)’//) foralla e [1,00].

. Monotonicity: For all1 < a < o’ < 00, Dy (P||Q) < Dy (P]|Q).

Gaussian divergence: For all i, 1i',0 € R witho > 0 and all o € [1, 00),

(=)
202

Dy (W (1, 0) [N (i, 0D) = a

. Pure DP to Concentrated DP: For all o. € [1,00),

Dy (PIQ) < — - (Doo (PIQ) + Doo (QIIP))*.

| K

Quasi-convexity: Let P’ and Q' be probability distributions over ) such that
P’ is absolutely continuous with respect to Q'. Fors € [0,1], let (1 —5)-P+s-P
denote the convex combination of the distributions P and P' with weighting s.
Foralla € (1,00) and all s € 0, 1],

Dy (1=5)-P+s-P|(1=9-Q+s5-Q)

< - i ! log ((1 —s)-exp ((a — 1)Dy, (Pl1Q))

+s5-exp (( = DDy (P Q)))
< max {D, (PIIQ), Dy (]| Q) }

andD; (1=5)-P+s-P|[(1-5-Q+s-Q) <(1—5-D(PIlQ +
b (PlQ).

Triangle-like inequality (a.k.a. group privacy): Let R be a distribution on Y
and assume that Q is absolutely continuous with respect to R. For all 1 < o <
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/

o
-D
1 *

Da (PIR) < ——

1 (PIQ) + Dy (QUIR).
In particular, if Dy (P|Q) < p1-a and Dy (QIR) < p2 - a forall o €
(1,00), then Dy (PIIR) < (/p1 + /P2)* - 0 forall o € (1,00).

8. Conversion to approximate DP: For all measurable S C Y, all o € (1, 00),
and all ¢ > D, (P||Q),

P(S)

IN

a—1
7 Q(S) 4+ @ DGE-DurQ) L (1 _ l)
a a

£ QS) + @ DEDa(PIQ).

IA

Proof: 1. Post-processing (a.k.a. data processing inequality) & non-negativity: See
Lemma 3.20. Non-negativity follows from setting /" to be a constant function
and noting that the divergence between two point masses is zero.

2. Composition: See Proposition 3.19.
3. Monotonicity: Let 1 < a < a’ < 00. (The cases where a = 1 and o’ = o0

follow from continuity.) Let f(x) = £ Then [ is convex and, by Jensen’s
inequality,

(@ =DDu(PIQ) _ @)a_l
_f(YIEP[(Q(Y)
POV _ w-np, 10
= YIEP|:f((Q(Y)) )i| —° ’

which implies D, (P||Q) < Dy (2] Q).

Gaussian divergence: See Lemma 3.12.

Pure DP to Concentrated DP: See Proposition 3.16.

Quasi-convexity: See Lemma B.6 of Bun and Steinke [BS16].

Triangle-like inequality (a.k.a. group privacy): Let a € (1,00). Let p,q €
(1, 00) satisfy % + é = 1. By Holder’s inequality,

Le=DD.(PIR) — | {(@)a—l}: . [(@)a]
Yer | \R(Y) YR [ \R(Y)

_ P(Y).(P(Y).Q(Y))“_I
ree| Q) \Q)  R()

NN e
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_ g (P(Y))"{(cz(i/))“‘1
ree\Q()/)  \R()

< E [(mm)”‘f’]”ﬁ. E (Q(y))@‘-“q .
Y<Q [\ Q(Y) reQ| \ R(Y)

_ S DaPIQ) | Doy (QUR)

q

This rearranges to

-1
D (PIR) = (oF5Day (PIQ) + Dyt (IR
1
= (1 + m) “Dgp (PIIQ) + Da—1)4+1 (QIIR)

/

- * b w-1 (P|Q) + Dy (QIR),

o —1 a7

where the final equality sets p = Z,,:; and g = i/__ll
Now assume D, (P||Q) < p1 -0 and D, (Q||R) < py-a foralla €

(1, 00). Then

/

@ 1 ‘D o1 (P]IQ) + Dy (QIR)

o — a-%

Dy (PIR) < inf
o’'>o

_ a’ a —1 ,
§a1/r;faa/_l 'a.a/—a e
1
= inf a pr+o-(x+1)p
x>0

(Reparameterize ' = (x + 1) - @)
1
=a-inf p1+pr+—p1+x-p
x>0 X

=a-(p1+p2+2Jp1-p2) (x = /p1/p2)
=a- (Vp1+Vp2).

8. Conversion to approximate DP: See Proposition 3.14.
O

3.6.5 Sharp Privacy Amplification by Poisson Subsampling for
Rényi DP

Now we analyze privacy amplification by subsampling under Rényi DP. We start
with a Rényi DP guarantee and we obtain an amplified Rényi DP guarantee. The
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goal is to obtain a sharp analysis that avoids converting to approximate DP and
back.

For mathematical simplicity, we restrict our attention to Poisson subsampling
and assume that neighboring datasets correspond to addition or removal of one
person’s data.

Theorem 3.33 (Tight Privacy Amplification by Subsampling for Rényi DP). Ler
U C [n] be a random set that contains each element independently with probability p.
Forx € X" let xyy € X7 be given by (xy); = x; if i € U and (xy); = L ifi ¢ U,
where L € X is some fixed value.

Lete : N>y = R U {00} be a function. Let M : X" — Y satisfy (a, €(a))-RDP
for all . € Ny with respect to addition or removal —i.e., x,x' € X" are neighboring
if; for some i € [n], we have x; = L orx; = L, andNj # i x; = x]’

Define MY : X" — Y by MY (x) = M(xy). Then MY satisfies (a, 8}/,(01))—RDP
Jor all o € N>y where

) = —— log(a — " (1 + (@ — 1)p)

“ (a o “De
#3(§)a- ).
k=2

Note that (1 — p)*~1(1 + (¢ — 1)p) < 1. It s easy to see from the proof that
this analysis is tight. That is, if the assumption that M satisfies (, £(a))-RDP for
all a is tight for some fixed pair of neighboring inputs, then the conclusion that
MY satisfies (a, el/)(a))-RDP is also tight.

Theorem 3.33 only considers Rényi DP with orders & € N>y = {2,3,4,---}.
This restriction arises because the proof uses a binomial expansion, which only
works for integer exponents. In certain cases, it is possible to obtain an expression
all @ € (1,00) using an infinite binomial series [MTZ19]. In general, we can
use Monotonicity (part 3 of Lemma 3.32) to bound non-integer o, namely for all
a € (1,00), MY satisfies (a, 8}((0{1))-RDP.

Proof of Theorem 3.33. Fix neighboring datasets x, x’ € X”. Without loss of gener-
ality, assume that x’ is x with one element removed —i.e., 37 € [n] (x} = L)A(Vj €
(P \ {7} = x]/) Fix this 7.

Let Q = M(xy) = MY (x'). Let P = M(xy)|ieu be the conditional distribu-
tion of M(xy) with 7 € U. Note that M(xy)|;,gv = Q because xyy = x}; when
i ¢ U and the event i € U is independent from U \ {7}. (This is where we use the
Poisson subsampling assumption.)
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Thus we can express the distribution of MY (x) as a convex combination:
Mixy)=p-P+ (1 —=p)-Q,sincep=Pli e Ul].

For all & € Nxj, M is assumed to be (a, £(a))-RDD, so we have D, (?]|Q) <
£(a)) and Dy (QIIP) < e(a).

To complete the proof we must show that
Dy (p-P+(1-p)-Q|Q) < &)
and
Do (Qfp-P+(1=p)- Q) < g5(@)

forall & € N>;.
Fix a € N>,. We have

La=DD(pP+1-pQIQ) _ [ _(P'P(Y) +(0-p- Q(Y))a]

Y<Q Q(Y)
T PO
_YEQ:(I P+ o) |
_ (N ak b P(Y))/e
=g _kzo(/e)(l ' (o) }

(Binomial expansion)

A Yy P(Y))k
;(/e)“ ? "’YEQ[(Qm }

=(1=p)"+a(l—p*'p

a o 3 B
'y (k)(l _ )ik DDA
k=2

GE,[ah] =

<(1=p)" (14 (a = 1)p)

n Z (Z)(l — p)ahgh L Do)
k=2
(D (PIIQ) < &(#))

_ Ja=Dej@)

Note that (1 — p)* "1 (1 4 (& — 1)p) < (e )* @ DP =1,
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An identical calculation shows that

D, (p-Q+(1—p)-P|P) < &, ().

Finally, Theorem 3.34 gives

Dy (pP+ (1 = p)Q|Q), ] < g}(a).

D (Q[pP + (1 =pQ) < ma"{ D, (pQ + (1= p)P|P)

O]

The following result shows that, in terms of subsampling for Rényi DP, it suffices
to analyze one side of the add/remove neighboring relation.

Theorem 3.34. Let P and Q be probability distributions that are absolutely continu-

oTuhswzt/J respect to each other. Letp € [0, 1] and o € (1,00). Set A = %.
en

£@=DDa(QlpPH1-pQ) < (1 — 7). @~ DDu(pP+1-p)QIQ)
1) - J@=DDa(pR+(1-p)P|IP).

Since 4 € [0, 1], this implies

{D (P + (1 -pQ[Q), }

D (QlpP+ (1 =pQ) = max ) o Zop|p)

Proof. Define f : (0,00) = R by

f@ == =ptp 0+ i (1=p+ D) = (1= ptpon)”
We have

(1= 1) - @ DDa(pP+(1=p)QIIQ) | ;. [@=DDu(pQ+(1=p)P|P)
_ J[a=DDa(Q[lpP+(1-p)Q)

—(1-1) E [(PP(YH(I—p)Q(Y))“}
reQ Q)

rin e (200N
YerP P(Y)

ok ( Q) )“‘1
veQ | \pP(Y)+ (1 - pQ(Y)

P(Y) :
~a-0-2,| (g +0-0) |
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+ - E (P( )) +1—p '
ve Q)
(¥) yﬂ
— E —
[(@n+(p) }
(1) )q
10,2, [(rgan +0 -
e [P Hn)” Y
4 YEQ[QOQ (P(qu t P)}
_ PO )
JE [( Q(Y)+( ?) }
(For any g, EQ[S(();)g(Y)] Ep[g(y)])
- o (1)
=vZo Pl l)( Ty QOU)

P(V) 2R Y P(Y)
4w (1_P+'£@l) _(1_p+P Quﬁ) }

Q(Y)
=E[fx],

where X = g(();)) for Y <= Q. Thus our objective is to show that I}f? [FoO] =0
We claim that £ is convex. Convexity implies f(x) > f(1) + /(1) - (x — 1)

. _ _ ] _ o
for all x € (0, 00). Since f(1) = 0 and E [X] = YEQ [Q(Y)] = 1, this implies
[f(X)] > f(1) +F(D)E[X — 1] = 0, as required.

It only remains to prove that f is convex. We have, for all x > 0,

o

f(x):(l—/l)(l —P+p-x)0! _|_/1.x.(1 _p+§)a_(l _P+P‘x)1_ |
£/ == Dap(l—p+p-~ +2- (1 —p+§)a

P p a—1 _ i —a
—la;(l—p—l—;) +@—1Dp(l—p+p-x)
@) =1 =Dala—1)p*(1—p+p-x)*?

xi.  Note that we assume P and Q are absolutely continuous with respect to each other — i.e., VS P(S) =

0 < Q(S) = 0. This ensures that the Radon-Nikodym derivative Q((yy) is well-defined and, further that

YEQ [Z(()Q) < O] = 0. Thus the function f" need only be defined on (0, 00).



Privacy Amplification by Subsampling 133
el (1=, 2\ 21—, 2\
raty (1 p—l—x) +iady (1 p—l—x)
2 a—2 —a—
+la(a—1)‘p—3(1—p+£) —ale—1p* (1=p+p-x) !
X X

a—2
=a(a — l)p2 ((1 -1 =p +px)a_2 + /1% (1 —p+§)

_(1 —p _|_px)—a—1)

_a(a—1)p?
(= p+ o)t

(1 =p+p)*t = 1)

_ala=0p (e (12 tY)
_(1—p+px)“+1((1 2)(1=p+px) +/1( . )

.(1 —p+§)a_2 (1 =p+pr)* 2= 1)

1 o—2
((1 — (A —p+px)* ! 4 A= (1 —p+ ’i)
X X

a(a — 1)p?
~ (L=p+poet!
1 — 3
X ((1 — DA —p+p)* 42 (#) 1= 1)
(Lemma 3.35)
3(1 = p)(1 = p+ px)**~!
- 3
A 1)p? +Qa — 1)p (% +p)
(1 —p+ px)*t! —3(1 —p) — Qa — 1)p
31 =p) + Qa —1)p
_ 2a—-1)p
4 = Ga=npa=p)
> 0. (Lemma 3.36)

O]

We now give the auxiliary lemmata used in the proof of Theorem 3.34.

Lemma 3.35. Forall p € [0, 1] and x € (0, 00),

— < 1l—p+9p-x
L—ptpx - P70



134 Composition of Differential Privacy & Privacy Amplification
Proof Let f(£) = t+ 1/t. Then f/(£) = 1 — 1/¢2 and f”(r) = 2/# > 0 for all
t>0.Thusf'(#) =0 & r=1and f(x) > f(1) = 2. Now

(I=p+p-x)-U=p+p/x)=p"+1=p)>+p(1 = p)(x+ 1/x)
>+ (1—p) +p(1—p)-2
=@+ -p)=1

Rearranging yields the result. O

Lemma 3.36. Forallv > 1, p € [0, 1], and x € (0, 00),

1_ 3
3(1=p) (A =p+px)" +ovp (TP +p) > 3(1 —p) + op.

Proof. Define f : (0,00) = R by

v 1—]) >
fx) =30 =p)(1 —p+px) +vp(7 +P) :

Our goal is to prove that f(x) > f(1) = 3(1 —p) + vp forall x € (0,00). It
suffices to prove that f is convex and that /(1) = 0. We have

_ 2
fx) = 30p(1 —p)((l —p+p0) Tt = 3% (IT‘D +p) )

/1 v—2 2 1—]) :
() =3vp(1 = p){ (v = D)p(1 — p+ px) +—-( +p)

%3
2 1—p (1—=p
et ()
From these expressions, it is easy to see that f'(1) = 0 and f”(x) > 0 for all
x € (0, 00). O

3.6.6 Analytic Rényi DP Bound for Privacy Amplification by
Poisson Subsampling

Theorem 3.33 gives a tight RDP bound for privacy amplification by Poisson sub-
sampling. However, the bound is in the form of a series. This is adequate for numer-
ical purposes, but it is helpful for our understanding to have a simpler closed-form
expression.

In this subsection we will provide a simpler expression and attempt to build some
understanding of how privacy amplification by subsampling applies to Rényi DP.
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RDP Bounds for 0.05-Poisson subsampling with 0.5-zCDP
7 K
161 — exact
unamplified
1.4 4 .
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— IREEEEE limit
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o
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I
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Figure 3.2. Comparison of Rényi divergence guarantees for Poisson subsampling - i.e.,
including each person with probability p = 0.05. The unamplified algorithm satisfies 0.5-
zCDP. The exact bound is given by Theorem 3.33. For comparison, we have the analytic
upper bound from Proposition 3.40 as well as the behavior in the /imit given by Proposi-
tion 3.41.

Theorem 3.37 (Asymptotic Privacy Amplification by Subsampling for Rényi DP).
Letp € [0,1/2] and p € (0,1]. Define = min {logg#, 1 +p_1/4}. Assume

©>3+20500. ,_

Let M : X" — Y satisfy p-zCDP with respect to addition or removal.™

Define MY x5y by MY (x) = M(xp), where U C [n) be a random set
that contains each element independently with probability p and, forx € X", xy € X7
is given by (xy); = x; ifi € U and (xy); = L ifi ¢ U.

Then MY satisfies (o, 10p? pat)-RDP for all o € (1, w).

There are many caveats in the statement of Theorem 3.37, but the high level
message is that Poisson subsampling a p fraction of the dataset amplifies p-zCDP
to something like O(])2 - p)-zCDP. We will discuss these caveats in a moment, but,
ignoring these caveats and the constant factor in the guarantee, this is exactly the
kind of guarantee we would hope for.

xii. Le., x,x" € X” are neighboring if, for some i € [], we have x; = L orx, = L, and Vj # i X = x]’», where
1 € X is some fixed value.
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Consider the following example, which illustrates what kind guarantee we would
hope for. Suppose we have a query ¢ : X — [0,1] and a sensitive dataset
x € X" and our goal is to estimate ¢(x) := % > 7 q(x;). We could release a sam-
ple from N (9(x), 0 2), which satisfies ﬁ—ZCDP and has mean squared error
2. However, perhaps due to computational constraints, we might instead select
a random p fraction U C [#] and instead release a sample from A U(x) =

N (pin >evq9xi), o 2) We can calculate that the mean squared error of this algo-

rithm is at most o2 —|— 2 Without amplification this satisfies (p = 7 2 7 )-

zCDP. With amphﬁcatlon, Theorem 3.37 tells us that this satisfies (a, O(p2 D))-
RDP for a not too large. Now p? - p = # is exactly the guarantee that we
obtained by simply evaluating ¢ on the entire dataset and avoiding subsampling.
We cannot hope to do better than this.

The constant factor of 10 in the theorem can be improved, but a constant factor
loss is the price we pay for having a simpler expression; if we want tight constants
we should apply Theorem 3.33.

The main caveat in Theorem 3.37 is the requirement that a < @ < logé#.
This is necessary, as the (a, €(a))-RDP guarantee qualitatively changes when o >
O(log(1/p)/p). It changes from &(a) = O(p*pa) o e(a) = pa — O(log(1/p)).
To see why this is inherent, consider the following lower bound. For all p € [0, 1],
all & € (1,00), and all absolutely continuous probability distributions P and Q,
we have

L@=DDu(pP+(1-p)Q|Q) _ _ (Y)) }
YEQ[( PR Q)

P(Y) L@=DDu(?1Q).
= 2ol am) |7

Thus D, (pP + (1 —p)QH Q) > Dy (P||Q) — %5 log(1/p). This tells us that, for
large o, we cannot have more than an additive i 1mprovement in the RDP guarantee,
whereas for small o we have a multiplicative improvement. Proposition 3.41 shows
that this lower bound is tight.

We now proceed to prove Theorem 3.37.
Lemma 3.38. Leta € (1, oo) pe[0,1—¢, andx € [0,00). Ifeithera < 2

ora>2andpx<max{ , — } then

(I=p+p-0)*<l4oaplx—1)+ %a(a — )p*(x — 1%

Proof. We assume p > 0. Otherwise the result is trivial.
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Define f: [0,00) — R by

Fx) =0 =p+po)™.

For all x € [0, 00), we have

fx) =ap(l —p+p)*~ ",
flx) = a(a — 1)p*(1 —p+ px)* 2,
F"(x) = ala — )(a —2)p>(1 — p+ px)*“73.

By Taylor’s theorem, for all x € [0, 00), there exists & € [min{l,x}, max{1, x}]
such that

6 =)+ £ W=D+ 5f G = 1)
= L aple= D+ 5/ G0 1)

To complete the proof is suffices to show that (&) < e - a(a — 1)p?
two cases: First, for all £ € [0,00) assuming a < 2. Second, for all & €

[O, max{ 1%00[_12}] assuming a > 2. (Note that, &, € [O,max {1, l%)ﬁ}]

is implied by the assumptions px < max { , %} and p > 0.)
First, suppose o < 2. Then /" (x) < 0 forall x € [0, 00). Thus /" is decreasing
(or constant) and, for all £ € [0, 00), we have

(&) < f(0)
=a(a — D)p*(1 = p)*~?

1
<a(a — l)ng (@ > 1)

Sa(a—l)pz-e. (p < 1—¢1

Second, assume @ > 2 and px < max {p, ;%‘g}, which implies &, <

max{ Ip_1_
> p oa=2|"

We have f"(x) for all x € [0,00). Thus f” is increasing and, for all
e [0, max{ , T‘Dﬁ}] we have

7@ < (mas |1 521 )

1 — 1 o—2
:0¢(oc—1)p2 (1 —p—i—p-max[l,Tpa_z])
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a—2
=a(a — 1)p2maxI1, (1—p)* 2. (1 + i) ]

< a(a —1)p* max{l,(l - (eﬂtl—Z)a_z}

=a(a—1)p* - e
O

Lemma 3.39. Leta,w € (1,00) witho < w, p € [0,1 — ¢7'], and x € [0, 00).
Then

(I=p+p-0" <1+ap—1)+ ga(a — Dp* = 1" + ((@ — 1)px)”.

Proof: We can assume p > 0, as otherwise the result is trivial.

Ifa <2orifa > 2and x < max {1, %ﬁ}, then the result follows from
Lemma 3.38, as ((a — l)px)w > 0.

Thus we assume a > 2 and x > max {1, %a—iz}

Since x > 1, we have ap(x — 1) + Sa(a — 1)p?(x — 1) > 0. Therefore it
suffices to prove that (1 — p + px)* < ((a — 1)px)®.

The assumption x > 1 implies 1 —p 4 px > 1 and, hence, that (1 —p+ px)* <

(I — p + px)®, as we have & < w. The assumption x > ﬁﬁ rearranges
to 1 —p < px(a — 2), which implies 1 — p + px < (a — 1)px and, hence,
(I =p+px)? < ((@ = 1)px)®, as required. O

Proposition 3.40 (Analytic Privacy Amplification by Subsampling for Rényi
Divergence). Let P and Q be probability distributions with P absolutely continuous
with respect to Q. Let p € [0,1 — e and a, » € (1, 00) with a. < w. Then

D, (pP + (1 - p)Q| Q)

1 e 2 (DaPIQ) _
< 1log(1+2a(a 1)p (e 1)

o —

<a- g P (eD2<P”Q) -~ 1) +p- ((a “1)p eDw(an))“"l _

Proof- We have

Aa=DDa (pP+(1-p)Q|Q)
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_ '(p-P(Y)+(1—]J)-Q(Y))“}
real Q(Y)

- E _(1— + Ly))a]
Cveql AEANoTS%)

() PY) Y’
= &'t P(am =)+ S (g =)
()
+(( _1)],Q(Y)) } (Lemma 3.39)

=1l4ap(l—-1)+ Ea(a — 1)p? (eDZ(P”Q) - 1)
+ ((a — 1)10)0) . e(w_l)Dm(P”Q)_

The second inequality in the result follows from the fact that log(1 + %) < u for
all uw > —1. O

We also have the following simpler result that provides better bounds when the
Rényi order a is large.

Proposition 3.41. Ler P and Q be probability distributions with P absolutely con-
tinuous with respect to Q. Let p € [0,1] and a € (1,00). Then

Dy (pP + (1 - p)Q[ Q)
a (= 10De(PIQ)
< p— log (1 ptp-e )

% log (1 L1zz e—“;‘Da(PnQ))

a a l—p _a-ip p
logo(1 . ., Da(PIQ)
—los(l/p) + —— s c

= Dq (P“Q) -

a
— log(1/p) + ~

< Do (P11Q) -

Proof- We assume 0 < p < 1, as the result is immediate otherwise. By Jensen’s
inequality and the convexity of v — v*, for all x € [0, 00) and all 4 € (0, 1),

(1—p+px>“=((1—i) 2 f;) <(H).(i:i’) ()"

Now, for all 4 € (0, 1), we have

Aa=DDa(pP+(1-p)QlIQ) — T [(1 (Y)) }
Ye<Q Q(Y)
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1-7p\" ? P(V)\*
&%[“‘“'(1—1) “'(I'QW))]

=A=' (1 =p*+ 217 p* . 7 DDPIQ)

IA

We can choose 4 to minimize this expression. It turns out to be optimal to set
1

= 1+%.3_(1_1/a)Da(PHQ) . Now we have

A¢=1Da (pP+(1-2)Q|| Q)
<A=D* . QA =p) 417" p* . = DDa(P1Q)

a—1
_ V4 (1-1/a)Dy (P Q) o
={14+ —— (1 —

1 —» a—1
n (1 L-"P, e—(l—l/a)Da(PnQ)) % - La=DDaPIQ)
V4

_ (1 —ptp e(l—l/a)Da(PllQ))a_I (=7
n (p +(1-p). e—(l—l/a)Da(PHQ))a_l @ DDIQ)
_ (1 oty 5(1—1/a)Da(PIIQ))a_I (=)
4 (p- 71D 1 g _p))“_l . A=1ADPIQ)
_ (1 4y e(l—l/a)Daan))“ _
Rearranging yields the resul. O

Proof of Theorem 3.37. Fix neighboring inputs x,x’ € X”. Fix some a € (1,w)

T [leg(1/p) —1/4 log(1/p)
with @ = min {T’ l+p / } >3+ 210g(1/1>)'

Without loss of generality x” is x with some element removed. That is, we can
fix some 7 € [#] such thatx} = 1 and x]/ = x; forall j # 7.

Let P = M(xy)liev and let Q = M(xy)li¢v. Then MY(x) = M(xy) =
PP+ (1 —p)Q.Also M(x) = Q

Thus we must prove that D, (pP + (1 —p)Q” Q) < 10p*pa and
Dy (QHpP +(1=p) Q) < 10p?pa. Since M is assumed to be p-zCDP, we have
Dy (PQ) < pa’ and Dy (Q|IP) < pa’ forall a’ € (1,00).

By Proposition 3.40,

D, (pP+(1-pQ|Q) < a- g ey (gDz(PIIQ) _ 1)

+p- ((a —1)-p 6,Dw(PnQ))“"

1
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e _ _ w—1
SaEPZ(EZP_1)+P(p 1/4PP 1/4)
(@ < o = min{l + p~ 4 log(1/p)/4p})
Za-g-p2~(e2p—1)+pl+7w
S-S p (@ =) 4P p

(@ =3+ 2log(1/p)/log(1/p))

I eez/’—1+l
=oa-p-p 5 P p

§a~p2~p~10. (p €(0,1)and a € (1,w))

Symmetrically, we have Dy, (pQ + (1 —p)P”P) < a - p* - p - 10. By Theorem
3.34,

D, (pP+ (1 - Q| Q).

. 2- .
Dy (pQ + (1 — p)P|| P) }5“ pop-10.

Dy (Q[pP + (1= p)Q) < max{

O]

3.6.7 How to Use Privacy Amplification by Subsampling

The most common use case for privacy amplification by subsampling is analyzing
noisy stochastic gradient descent. That is, we repeatedly sample a small subset of
the data, compute a function on this subset, and add Gaussian noise. To be precise,
let x € X7 be the private input. Iteratively, for r = 1,---, 7, we pick some
function ¢, : X" — R? and randomly sample a subset U; C [7]; then we reveal
N (gi(xv,), 07 1y).

The addition of Gaussian noise satisfies concentrated DP. Specifically, Lemma
3.12 shows that releasing N (g;(x), 021)) satisfies 2i—%z—zCDP, where Ay =
sup weexn [19:(x) — q:(x))||2 is the sensitivity of ¢,. We can thus apply Theo-

neighboring

rem 3.33 to obtain a tight Rényi DP guarantee for N'(¢:(xy;,), 021;), where U,
is a Poisson sample. Finally, we can apply the composition property of Rényi DP
(Lemma 3.30) over the 7" rounds and we can convert this final Rényi DP guarantee
to approximate DP using Proposition 3.14. This is how differentially private deep
learning is analyzed in practice by libraries such as TensorFlow Privacy [Gool8;
McM+18].
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We can also obtain an asymptotic analysis: Theorem 3.37 shows that
N(q:(xv,), o21y) with U, C [n] including each element independently with prob-
ability p satisfies (a, SapzA%/az)—RDP for all & € (1, w). Composition over 7’
rounds yields (a, 5a sz A%/az)—RDP forall & € (1, w), which implies (¢, 6)-DP
forall 6 > 0 and

820(%-p-\/T~log(l/5)).

This bound is directly comparable to the bound from Section 3.6.3, which was
derived by converting back and forth between concentrated DP and approximate
DP. The difference is that here we have a /log(1/J) whereas there we had a
log(7'/0) term. This is the asymptotic improvement obtained by keeping the anal-
ysis within RDP. This asymptotic improvement also translates into a significant
improvement in practice.

We have only analyzed Poisson subsampling, where the size of the sample is
random. (Specifically, it follows a binomial distribution.) Naturally, other subsam-
pling schemes may arise in practice. In particular, a fixed size sample is common.
As discussed in Section 3.6.2, this corresponds to neighboring datasets allowing
the replacement of one individual’s data, rather than addition or removal. In terms
of Rényi divergences, we must analyze D, (pP +( —p)QHpP’ +(1=p) Q),
whereas addition and removal correspond to D, (pP + (1 - p)QH Q) and
D, (QH P’ + (1 — p)Q). However, we can apply group privacy (part 7 of Lemma
3.32) to reduce the analysis to the case we have already analyzed: For all &’ > a,
we have

Dy (pP+(1—p)Q[pP' +(1-p)Q)
"D, wa (pP+(1-p)Q| Q) + D (Q[2P'+(1-p)Q).

o

<
a’'—1

3.7 Concluding Remarks

Composition

Differential privacy (specifically, pure DP) was introduced by Dwork, McSherry,
Nissim, and Smith [DMNSO06].*" The original paper gives a form of basic compo-
sition (Theorem 3.1), but does not state it in full generality; rather it states a result
specific to Laplace noise addition. Approximate DP was introduced by Dwork,

xiii. The name “differential privacy” does not appear in the original paper. It is attributed to Michael Schroeder
[DMNS17] and first appeared in a talk by Dwork [Dwo06].
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Kenthapadi, McSherry, Mironov, and Naor [Dwo+06] and this work gave a more
general statement of the basic composition result, as well as an analysis of the Gaus-
sian mechanism (although not as tight as Corollary 3.8). The tight analysis of the
Gaussian mechanism (Corollaries 3.8 & 3.10) is due to Balle and Wang [BW18].

The advanced composition theorem (Theorem 3.22) was proved by Dwork,
Rothblum, and Vadhan [DRV10].*" The key concepts of privacy loss distributions
and concentrated DP were implicit in this proof, but they were only made explicit
in a separate paper by Dwork and Rothblum [DR16]. Bun and Steinke [BS16]
refined the notion of concentrated DP and presented the definition that we use
here (Definition 3.11).

Kairouz, Oh, and Viswanathan [KOV15] proved an optimal composition the-
orem for approximate differential privacy. Specifically, the k-fold composition of
(¢, 0)-differential privacy satisfies (¢’, 0")-differential privacy if and only if

k
_ Z (k) . ' . max {O, 1— eg/_(y_k)g} <1-— Sl .
(14 &) = \¢ (1 =)

This expression is rather complex, but the proof is relatively intuitive. The key

insight is that we can reduce the analysis to the 4-fold composition of a specific
worst-case (¢, 0)-DP mechanism. With probability J, this mechanism has infinite
privacy loss. With probability (1 —9) - %, it has privacy loss €. And, with proba-
bility (1—0)- ﬁ, it has privacy loss —¢. The privacy loss of the 4-fold composition
is the convolution of % of these privacy losses. Thus, with probability 1 — (1 — 5)*
the privacy loss of the composition is infinite. Otherwise — i.e., with probability
(1 — 0)* — the privacy loss has a shifted binomial distribution. Namely, for all
¢ e [k1 U {0},

— _ 2 k ¢ f 1 .

where Z is the privacy loss of the 4-fold composition of the worst-case (&, 5)-DP

mechanism. Applying Proposition 3.7 to this distribution yields the expression for
the optimal composition theorem.

Kairouz, Oh, and Viswanathan [KOV15] also considered heterogeneous optimal
composition. That is, the composition of # mechanisms where each mechanism
j € [#] has a different (Sj,éj)—DP guarantee. However, the expression becomes
more complicated. Intuitively, this is because the privacy loss distribution can be

xiv. The original proof showed that the 4-fold composition of (¢, §)-DP algorithms satisfies (&', 46 + &')-DP
with ¢ > 0 arbitrary and ¢’ = ke(e® — 1) + ¢ - \/2klog(1/8"). The first term ke (e — 1) is slightly worse
than Theorem 3.22, which gives %kez instead.
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supported on 2k points in the heterogeneous case, whereas, in the homogeneous
case, it is supported on only £+ 1 points. Thus it takes exponential time to compute
the privacy loss distribution. To be precise, Murtagh and Vadhan [MV16] showed
that exactly computing the optimal composition is #P-complete, even if 5] =0
for each j € [k]. However, Murtagh and Vadhan also showed that the optimal
composition theorem could be approximated to arbitrary precision in polynomial
time.

Although these composition results [KOV15; MV 16] are optimal, they are lim-
ited in that they begin by assuming some (¢}, J;)-DP guarantees about the algo-
rithms being composed. However, we usually know more about the algorithms
being composed than simply these two parameters. For example, we may know
that the algorithms being composed are Gaussian noise addition. Incorporating
this additional information allows us to prove even better bounds than optimal
composition. This was the main impetus for the development of concentrated DP
and Rényi DD, which we have discussed.

A recent line of work [MM18; KJH20; KJPH21; KH21; GLW21; DRS19;
ZDW22; CKS20; GKKM22] has explored optimal composition guarantees whilst
incorporating additional information about the mechanisms being composed. To
make these computations efficient they consider the (discrete) Fourier transform
of the privacy loss.™ That is, where concentrated DP and Rényi DP consider the

moment generating function of the privacy loss Z(—PrivLossI(E}:W(x)HM(x/)) [exp(22)],

these works look at the characteristic function

E t7)|, where i = —1. Th thod id -
Z «PrivLoss(M (x) [ M (x)) [CXP(Z )] where? €€ MEROcs provide compo

sition guarantees which are arbitrarily close to optimal, which are thus better than
what is attainable via concentrated DP or Rényi DP.

The optimality of advanced composition (Theorem 3.24) is due to Bun, Ull-
man, and Vadhan [BUV14]. We present the analysis following Kamath and Ullman
[KU20].

The composition results we have presented all assume that the privacy parame-
ters of the algorithms being composed (i.e., (¢, d;) for j € [£] in the language of
Theorem 3.22) are fixed. It is natural to consider the setting where these param-
eters are chosen adaptively [RRUV16] — i.e., (¢}, J;) could depend on the output
of M;_1. For the most part, the composition results carry over seamlessly to the
setting of adaptively-chosen privacy parameters. In particular, for Concentrated or
Rényi DP, as long as the sum of the adaptively-chosen privacy parameters remains

xv.  Toapply a discrete Fourier transform, we must first discretize the privacy loss distribution, e.g., by rounding it
to a grid. The choice of discretization determines the tightness of the final guarantee, and the computational
complexity of computing it.
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bounded, we attain privacy with that bound [FZ21]. Another extension is “con-
current composition” [VW21], which applies when an adversary may simultane-
ously access multiple interactive DP systems. Fortunately, the standard composition
results readily extend to this setting [VZ22; Lyu22].

Privacy Amplification by Subsampling

The first explicit statement of differential privacy amplification by subsampling was
in a blog post by Smith [Smi09], although it appeared implicitly earlier [Kas+11]
and the privacy effects of sampling on its own had also been studied [CMO06].

For approximate DD, Balle, Barthe, and Gaborardi [BBG18] provide a thor-
ough analysis of privacy amplification by subsampling (cf. Theorem 3.28). They
present tight results for Poisson sampling (i.e., including each element indepen-
dently), sampling a subset of a fixed size (without replacement), and also sampling
with replacement, which means a person’s data may appear multiple times in the
subsampled dataset.

As discussed in Sections 3.6.3 and 3.6.7, subsampling arises in differentially pri-
vate versions of stochastic gradient descent [CMS11; BST14]. Abadi, Chu, Good-
fellow, McMahan, Mironov, Talwar, and Zhang [Aba+16] applied this in the con-
text of deep learning. To obtain better analyses, they developed the “Moments
Accountant” — i.e., Rényi DP (although the connection to Rényi divergences was
only made later [Mir17; BS16]).

Abadi et al. [Aba+106] obtained asymptotic Rényi DP bounds for the Poisson
subsampled Gaussian mechanism, but they used numerical integration for their
implementation. Mironov, Talwar, and Zhang [MTZ19] improved these asymp-
totic results and gave a better numerical method for exact computation (cf. The-
orem 3.33); our presentation in Section 3.6.5 largely follows theirs. Bun, Dwork,
Rothblum, and Steinke [BDRS18] prove asymptotic Rényi DP bounds for Poisson
subsampling applied to a concentrated DP mechanism (cf. Theorem 3.37). Zhu
and Wang [ZW19] gave generic Rényi DP bounds for Poisson subsampling.™

Moving away from Poisson subsampling, Wang, Balle, and Kasiviswanathan
[WBK19] provide Rényi DP results for sampling a fixed-size set without replace-
ment.

Koskela, Jilks, and Honkela [KJH20] provide expressions for the privacy loss
distribution of the subsampled Gaussian (under both Poisson subsampling and
sampling a fixed size set with or without replacement) which can be numerically
integrated to obtain optimal composition results.

xvi. Mironov, Talwar, and Zhang [MTZ19] and Zhu and Wang [ZW19] both provide analogs of Theorem 3.34.

However, to the best of our knowledge, Theorem 3.34 is novel.
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Closely related to privacy amplification by subsampling is privacy amplifica-
tion by shuffling [Bit+17; Erl+19; Che+19; BBGN19; FMT21; FMT22]. Privacy
amplification by shuffling is usually presented in terms of local differential privacy
[Kas+11]. That is, there are 7 individuals who independently generate random
messages that satisfy local e-DP. Those messages are then “shuffled” so that the
potential adversary/attacker cannot identify which message originated from which
individual. The additional randomness of the shuffling amplifies the privacy to

(0(8.,/M),5)-DP.

Intuitively, shuffling is similar to subsampling with composition. Suppose we
repeatedly sample one individual uniformly at random and perform an &-DP com-
putation on their data and the number of repetitions is equal to the number of
individuals 7. We can analyze this as subsampling a 1/7 fraction (fixed size set)
composed 7 times. Privacy amplification by subsampling (Theorem 3.28) says
each repetition is &¢’-DP for ¢’ = log(1 + %(eg — 1)) = O(¢/n). Advanced
composition (Theorem 3.18) over the 7 repetitions yields (¢”,)-DP for ¢’ =

O(y/nlog(1/9) - &) = 0(8 . \/log(%).

In contrast, for shuffling, we sample without replacement, so no individual is
sampled more than once. This means the samples are not independent, so we can-
not appeal to the subsampling plus composition analysis. Nevertheless, this intu-
ition leads to the correct result.
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Chapter 4

Data Release and Synthetic Data

By Yuchao Tao, David Pujol and Ashwin Machanavajjhala

4.1 Introduction

Organizations and researchers often need to extract valuable insights from sensitive
datasets while ensuring the privacy of individuals. As discussed in the previous chap-
ters, Differential Privacy (DP) offers a robust mathematical framework to balance
this trade-off between data utility and privacy protection. However, implementing
DP in practical scenarios presents significant challenges, especially when dealing
with complex queries, high-dimensional data, or large query workloads.

One of the primary challenges is answering as many queries as accurately as
possible under a fixed privacy budget. Each query consumes a portion of the pri-
vacy budget, and adding noise to each query individually can accumulate exces-
sive noise, degrading the overall utility of the results. For instance, if a statistical
database is subjected to numerous queries, even with noise added to each answer, an
attacker might reconstruct significant portions of the original data, leading to pri-
vacy breaches as highlighted by the fundamental law of information recovery. Con-
sider a scenario where a government agency wants to release statistical information
about its citizens, such as average income levels, education statistics, or health met-
rics. Directly answering each statistical query with added noise may either consume
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the entire privacy budget quickly or result in answers that are too noisy to be useful.
Moreover, complex queries involving high sensitivity or structured data exacerbate
this problem, necessitating advanced mechanisms that can efficiently manage the
privacy-accuracy trade-off.

To tackle these challenges, researchers have developed a variety of DP mecha-
nisms tailored to specific settings and tasks. There is no universal mechanism opti-
mal for all scenarios; instead, the choice of mechanism depends on factors such as
the nature of the queries, the dimensionality of the data, and whether the queries are
processed in an online or offline manner. Additionally, ensuring consistency among
query answers and addressing the needs of data analysts (e.g., through synthetic
data generation) are crucial considerations in mechanism design. This chapter pro-
vides an overview of these challenges and solutions; it reviews some important DP
mechanisms designed to balance privacy and utility under various scenarios.

Overview of the Chapter

We begin by motivating the problem and highlighting the inherent challenges in
balancing query accuracy with privacy preservation in Section 4.1. Next, in Section
4.2, we examine the factors influencing privacy and utility, such as data dimen-
sionality, query types, and the importance of consistency in query answers. We
then delve into workload answering mechanisms (Section 4.3) and data-dependent
algorithms that adapt to the underlying data distribution to improve accuracy (Sec-
tion 4.4). The chapter then proceeds to address online query answering, focusing
on mechanisms like Private Multiplicative Weights that handle sequences of adap-
tively chosen queries while managing the privacy budget effectively (Section 4.5).
Finally, we also examine approaches for generating synthetic data under differen-
tial privacy (Section 4.6, and review how to answer non-linear queries in Section
4.7, discussing techniques like smooth sensitivity and Lipschitz extensions, which
provide ways to accurately answer complex queries while maintaining differential
privacy.

4.2 Problem Motivation

The fundamental law of information recovery states [DN03] that a majority of
records in a database of size 7 can be reconstructed when 7log(n)? queries are
answered by the statistical database, even if each answer has up to O(/7) error.
This either limits the amount of queries that can be answered (even under dif-
ferential privacy) or the maximum amount of privacy budget that can be used,
since increasing either increases the risk of a privacy breach. As such, when answer-
ing queries under differential privacy, the fundamental goal of a privacy preserving



156 Data Release and Synthetic Data

mechanism is to answer as many queries as accurately as possible while satisfying
differential privacy under a fixed setting of the privacy loss parameter ¢.

While the Laplace and Exponential mechanisms are useful primitives for answer-
ing individual differentially private queries, they become inefficient when used to
answer either queries with high (or unbounded) sensitivity, large sets of queries,
structured queries, or queries on structured data. In this chapter, we describe sev-
eral classes of privacy preserving mechanisms meant to answer queries in different
settings. Of these, we will see mechanisms designed to answer large sets of queries
by reducing them to smaller sets, mechanisms designed to generate synthetic data
which may be queried infinitely many times, mechanisms designed for high dimen-
sional sparse data or particularly dense data, and mechanisms that are designed to
answer adaptive queries chosen over time among others. Each of these settings is
distinct and poses their own technical problems which come with their own solu-
tions. There is no single differentially private mechanism which is optimal in all
settings [Hay+16]; instead there are mechanisms specialized for specific settings
and specific tasks which are all designed to maintain privacy under a fixed privacy

budget.

421 Basic Notations and Definitions

We consider a database D as a single tabular data with 2 attributes and 7 tuples.
The domain for each attribute 4; is Z;, and the domain for a tuple 7 is thus £ =
X1 X Xp... X, A statistical query ¢ takes the database D as input and output a
single scalar or a vector of real numbers.

For the majority of this chapter, we focus on linear queries. A linear query can
be expressed as D, ¢ (2), where ¢ is an arbitrary scalar function. When ¢ is in
{0, 1}, this becomes a predicate counting query. When ¢ is a range, this becomes a
range counting query.

A linear counting query can also be expressed as a SQL query “SELECT
COUNT(*) FROM D WHERE ¢” to count the number of tuples in D that match
the predicate ¢p. A non-linear query has a non-linear transformation of the data
before aggregation. For example, consider a table EDGE(from, to) and a self-join
counting query “SELECT COUNT(*) FROM EDGE AS E1, EDGE AS E2 WHERE
Elto = E2.from”, this query is a non-linear query since self-join is a non-linear
transformation.

A workload of queries is a set of queries. When the workload is a set of predicate
counting queries with disjoin predicates, this becomes a histogram query. When
these disjoint predicates cover the full domain of multiple attributes, this becomes
a marginal query over those attributes.
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4.3 Different Dimensions of Problems

It is not yet known whether there is a single mechanism that can provide strong util-
ity guarantee for all problems while satisfying differential privacy. These problems
could vary in scope and complexity. For example, one problem is to answer a set of
statistical queries, and another problem is to release a synthetic data set such that
it could be used to answer a set of statistical queries. Meanwhile, these statistical
queries could either be linear queries or non-linear queries. From these examples,
we observe that problems could be categorized by different characteristics on differ-
ent dimensions. In this section, we discuss the problems that are commonly studied
in differential privacy community in different dimensions.

¢ Synthetic data vs query answering. When we are designing a system that
can both protect the data privacy and provide utility for the data analysts,
we are facing two choices: one is to make the system interactive, which is
to take the queries from the data analysts and return direct query answers.
Another is to make the system non-interactive, which is to release a synthetic
data set which data analysts can use to answer queries. In the interactive set-
ting, the system can choose a mechanism tailored to the queries of inter-
est [KMHM17]. However, the privacy budget may run out and no future
queries could be answered. When synthetic data is released, arbitrary queries
or even complex learning tasks can be performed on the synthetic data set.
However, the synthetic dataset will not be accurate for all query/analytics
tasks.

There is a large scope of query answering problems that are studied in the
differential privacy community, such as range counting queries [Hay+16],
marginal queries, graph queries, linear regressions and so on. For the syn-
thetic data generation problem, approaches include density estimation, using
domain decomposition, probabilistic graphical models, ML approaches like
GANS, and more recently using GPTs/LLMs.

¢ Low vs high dimension. The dimensionality of the data dictates the type of
DP algorithm one might use for answering statistical queries. In high dimen-
sional data, the data is quite sparse. Take k-marginal queries on a table with
m attributes as example. A k-marginal query is a histogram over k attributes,
which lists the counts for all possible domain values for k attributes. If k is 1,
this is a histogram over one attribute. When k is getting large, the histogram
size is getting exponentially larger, and the count for each bin is almost zero
everywhere. Adding Laplace noise to all bin counts to release the k marginal
query under DP will result in a relative error that is so high as to make the
noisy release useless.
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For low dimensional queries such as 1- or 2-dimensional range count-
ing queries, a variety of differentially private mechanisms exists. [Hay+16].
When the query dimension is getting larger, researchers consider a low dimen-
sional representation of the high dimensional queries, such as graphical mod-
els [MSM19].

Linear vs non-linear queries. Queries like histogram, marginal and range
counting queries are all linear queries. Linear queries are queries that can be
expressed as a linear combination of individual weights. The global sensitivity
for a linear query is thus bounded by the maximal weight times the number
of queries. However, for non-linear queries, the global sensitivity could be
much higher or even unbounded. For example, a triangle counting query,
which is to count the number of triangles in a graph, has global sensitivity
unbounded since there always exists a graph such that adding a node or edge
can increase the number of triangles by an arbitrary high number. Adding
Laplace noise scaled to the global sensitivity is thus meaningless in this case,
so for non-linear queries a different mechanism design should be considered.
Online vs offline. Depending on whether queries arrive all at once or one
by one, we separate these two cases as offline mode and online mode, respec-
tively. In the offline mode, all queries are given as the input and the mecha-
nism can take all queries into account to optimize the query results holisti-
cally. In the online mode, queries are given as a sequence g1, ¢2, . . . , g, that
arrives one by one. The total number of queries # may not be known in
advance. The query sequence can also be adaptive; i.e., ¢; may depend on
the answers 1, . .., a;—1 for the past queries. Since it is unknown what the
future queries are, if most of the privacy budget is spent on answering the
early arriving queries accurately, future queries may be answered with poor
accuracy. However, if future queries are all similar to the early arriving queries,
it is not necessary to save the privacy budget for the early arriving queries. In
contrast, in the offline mode, all the queries are known in advance and thus
one can use that information to determine an optimal strategy to construct
DP answers. Hence, the techniques used to answer queries in the online mode
differ from the methods used to answer a batch of queries in the offline mode.
Consistency. When answering multiple queries under DP, the answers
released by a differentially private mechanism may not be consistent due
to the injected noise; e.g., the noisy count of men and the noisy count of
women may not add up to be equal to the noisy count of the total popula-
tion. Data inconsistency reduces the utility of differential privacy as it causes
conflicts in the data analysis. On the other hand, it implies that we have
injected unnecessary extra noise to our query answers. Thus, in several set-
tings, there is a need to ensure consistent query answering of multiple queries.
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In some cases, enforcing consistency can both improve the utility and reduce
the noise, but in some settings it can introduce bias in the released statistics
[Puj+20; ZHF21].

4.4 Workload Answering Mechanisms

In this section, we consider answering a workload of linear queries under differential
privacy. To simplify the analysis, we use a vector representation of the data and
query. Recall that we define a database D as a collection of 7 tuples, where each
tuple is from the domain X with NV unique domain values. We can also represent
a database D as a histogram, where each bin 7 corresponds to one unique domain
value #; € X, and its bin count corresponds to how many tuples in D matches to
that domain value. We denote this histogram as x = [x1, . . ., xn]. The size of this
histogram N is the size of the domain X. Given this representation of D, we can
rewrite the answer of a linear query ¢ from >, ¢ (¢) to X fl1¢(ti)x,-, which is a
vector product with x. Therefore, we consider a query as a /N dimensional vector.
For a workload with & queries, we express it as a & x N matrix F. The answer for
this workload is thus given as Fx.

4.41 Lower Bound of Error

Suppose the global sensitivity of the workload F is 4. A typical mechanism to
answer F on x in an g-differential private way is to apply #-dimension Laplace
mechanism [DMNSO06] with sensitivity 4. Let error be defined as the expected €3
distance of the output 4-dimensional vectors from the ground truth Fx and the
mechanism output. The error for Laplace mechanism in this setting is d+/d /¢.
A proof sketch is given as follows: Suppose Z1, 2, ..., Z; are i.i.d random vari-
ables following the Laplace distribution Lap(d/¢). The error of Laplace mecha-

nism is thus given as £ |:,/ Zf:l le:| < .|E [Z;{ZI le] =d-2-(d/e)* =
O(d~/d/¢). The first inequality is credit to Jensen inequality.

Alower bound of error in this setting is given by Moritz, Hardt and Kunal Talwar
[HT10]. They give a lower bound as Q (min (dvdJe, d\/log (N/a’)/s}) when

d < N. The proof of this lower bound is based on convex geometry. Especially,
consider BY as a unit £; ball, and K as a convex polytope by K = FBY, the

lower bound of error is given as Q (d«/Z /e - Vol(K)V/ d), where Vol/(K) is the
volume of K. The idea behind the proof is as follows. Consider each database x

as a point in B{v , and By is a ball centered around Fx with some radius such that
the probability that x is mapped into B, by the mechanism is more than 1/2. To
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satisfy e-differential privacy, the probability that a zero database 0 is mapped into
the same B, ball should be bounded by a constant factor, and it is held for any x.
According to the packing theorem, we can have exponentially many such balls in
K that are disjoint, and this number is controlled by the ball radius. Since they are
disjoint, the probability that 0 is mapped into the union of these balls is bounded
by 1, which means the number of such balls should be bounded. Since the number
of such balls is related to the ball radius, this bound gives a lower bound on the ball
radius. Intuitively, a larger ball radius indicates lager error for the mechanism, thus
bounding the lower bound of the ball radius is associated with bounding the lower
bound of the mechanism error.

4.4.2 Select Measure Reconstruct

When answering a workload of queries it is sometimes impractical to answer each
individual query directly. Sometimes the workload has a very high sensitivity and
thus requires a high amount of noise. Sometimes queries are very similar and share
large amounts of data and answering each of these queries would result in a large
amount of noise and some inconsistent query answers. In cases like these mech-
anisms often invoke a design paradigm known as the Select Measure Reconstruct
Paradigm. A mechanism which invokes this paradigm first Selects an alternative set
of queries to answer known as the strategy. This set of queries is usually smaller and
having a lower sensitivity than the original workload and as such requires less noise
to answer directly. The mechanism then Measures these strategy query answers
using a differentially private primitive such as the Laplace mechanism. Then the
mechanism uses the noisy answers to the strategy workload to Reconstruct the
original workload. Mechanisms which invoke this paradigm perform well when
answering large numbers of related queries.

4.4.3 The Hierarchical Mechanism

One of the first mechanisms which invoked the Select Measure Reconstruct
Paradigm is the Hierarchical Mechanism [HRMS09] often called H, for short. This
mechanism was designed to answer large amounts of range queries in an efficient
manner. It does so by repeatedly partitioning the domain into a tree with branching
factor b, where individual counts in the databases are leaf nodes and parent nodes
represent continuous ranges. The mechanism then answers the range queries rep-
resented by each individual node in the tree directly. Any additional range queries
can be reconstructed using the answers directly in the tree.

In Figure 4.1 we show an example of a Hierarchical tree with branching factor 2
or H, for short. In this example, the database in question has domain size of 8. The
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Figure 4.1. An example of an H, tree. The root node contains the range query over the
entire domain. It’s left child node contains the range query over the first half of the domain
while it’s right node contains the range query over the second half of the domain. The
leaf nodes contain queries over single counts.

root tree here represents the range query containing all the counts in the database,
the left child represents the range query containing counts 1, 2, 3, and 4 while the
right child is the range query containing counts 5,6,7, and 8. The rest of the nodes
are denoted similarly. When answering each the queries associated with each node,
the sensitivity is the number of nodes along the path from leaf to root, log; (k) + 1,
where £ is the domain size. Using the /), strategy any range query can be answered
using at most 2 log(#) of the nodes. Therefore if we use the Laplace mechanism to

2
measure the nodes each individual node as an expected error of O (logg(zk ) ) Then

3
any range query using at most 2 log(#) nodes has an expected error of O (@)

and as such the workload containing all 2 possible range queries has an expected

error of O (M) .

82
4.4.4 The Matrix Mechanism

The Matrix Mechanism [Li+15] is a more general use of the Select Measure Recon-
struct paradigm, which can be used to answer any set of linear counting queries.
The matrix mechanism first represents the database as a column vector, denoted
x, where each element in the data vector represents the number of individuals that
satisfy some property (or combination of properties). Each individual should only
be counted in a single element in the data vector in order to bound sensitivity. Once
the database is represented in this data vector form, a linear counting query can be
represented as a row vector of the same size, and the answer to the query can be
computed as the dot product of the query vector and the data vector. A workload of
linear counting queries, denoted W is represented as a # x 7 matrix where £ is the
domain size and 7 is the number of queries. This matrix is simply constructed by
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SELECT {4 = Optimize,,, (W)
a=Ax

MEASURE
y=a+Lap(|l41l/¢)
x=Aty
ans = a+ Lap(||41]|/¢)

Figure 4.2. The SELECT MEASURE RECONSTRUCT paradigm in the matrix mechanism.

RECONSTRUCT |

the vertical stack of each query. As such answering the entire workload W of queries
can be done by the matrix multiplication Wx. Since the data vector requires that
each individual be in only one count, the sensitivity of a workload is the maxi-
mum L1 column norm of the matrix denoted as || W||1. The matrix mechanism
takes in a workload W and selects a full rank strategy matrix A to instead answer.
It then directly measures A by taking the vector y = Ax and adding independently
sampled Laplace noise. It then reconstructs the answers W by taking the pseduo-
inverse of A(y = A*y), and then using the resulting noisy data vector to answer the
original workload W. An instantiation of the matrix mechanism as Select Measure
Reconstruct paradigm is provided in Figure 4.2.
The expected error of the matrix mechanism is as follows:

2
S IAITIWAT I

where || - ||z is the Frobenius norm.

The matrix mechanism is a very general mechanism which can be used in many
settings and which can represent many other mechanisms. For example consider
answering the workload containing all possible range queries with a data vector of
size 4 and a privacy budget of ¢ = 1. If you were to answer the entire workload
directly you would get an expected error of 288. Alternatively you could use the
hierarchical mechanism, shown as a matrix strategy in Figure 4.3, and use those
queries to reconstruct the range queries. Doing so results in an expected error of
201. Originally the task of finding the optimal strategy matrix was proposed as a
semi-definite program with rank constraints which could be solved in O(k*(n* +
£4)) time. The High Dimensional Matrix Mechanism (HDMM) [MMHM18] is
a variant of the matrix mechanism which restricts the possible search space in order
to use a gradient decent method to select a strategy matrix. It does this by searching
only the simplified p-identity space. This space includes matrices which consist of
the the 7 x 7 identity matrix with an additional p rows appended to them, which are
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S O O = O =~
S O = O O =
SO = O O = O~
— O O O = O

Figure 4.3. An example of an H, tree with domain equal to 4 represented as a strategy
matrix.

then normalized to have a maximum column norm of 1. This reduces the running
time of the gradient descent to be a more feasible O(p * 7?).

4.5 Data Dependent Algorithms

Up until now we have considered Data independent Mechanisms whose expected
error is independent of the database itself or any properties thereof. Data depen-
dent mechanisms leverage some property of the data to reduce the overall error
of the mechanism. This information can be properties of the data which are
known ahead of time, such as bounds on specific values, or this data can be
inferred during run time such as the distribution of the data. Any information
inferred or learned at run-time must be done in a differentially private man-
ner (using some of the privacy budget) to ensure that mechanism as a whole
still satisfies differential privacy. Performance of data dependent mechanisms like
the name suggests are dependent on how well the mechanism is suited for the
specific data. Some mechanisms perform better on sorted or mostly homoge-
neous data while other mechanisms perform better on data that follows a specific
distribution.

4,51 Data and Workload Aware Algorithm

The Data- and Workload-Aware Algorithm (DAWA) [LHMW14] is an example
of a data adaptive mechanism for computing range and histogram queries. The
mechanism has three major steps. First, the mechanism uses a portion of the budget,
€1, to partition the data into approximately uniform sections; all the counts in
each approximately uniform section are added to a bucket. Then it uses a noisy
differentially private subroutine to measure the counts in each bucket, in a workload
aware manner, similar to the matrix mechanism. Finally, it expands the buckets back
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into histogram form by uniformly distributing the counts in each bucket across the
domain of the partition. The key point of DAWA is that instead of adding noise to
each individual count in the domain, it instead buckets several points in the domain
together and adds a single unit of noise to the entire bucket. In the worst case, where
each point in the domain is significantly different than it’s surrounding points, each
point in the domain is given it's own bucket and thus independent noise for each
point is required. This is no better than using the Laplace mechanism on each count
using only the remainder of the privacy budget (¢ — €1). However, in the best
case where the data is almost completely homogeneous DAWA could add all of the
histogram to a single bucket resulting in only one instance of noise being used across
the entire database. Because of this Dawa performs better on databases which have
large continuous sections of nearly homogeneous data or on data which is sorted.

4.5.2 PrivTree: Data Adaptive Spatial Decomposition

For a two-dimensional spatial data, e.g. coordinates in a map, a common class of
queries is to ask the number of points in a rectangular range. For a single range
counting query, to satisfy differential privacy, a typical solution is to add Laplace
noise to the count with sensitivity equal to 1. When we have a workload of range
counting queries, if we use Laplace noise to answer each query, we have to divide the
privacy budget for each query, which results poor accuracy. As shown in Section 4.4
"Workload Answering Mechanisms", one workaround is to partition the domain
into small ranges as defined by the range counting queries and their intersections,
so that data can be transformed into a vector and the workload of range counting
queries can be expressed as a matrix. Then, we can apply techniques introduced
in Section 4.4 to release the query answer. However, when we have a fine-grained
workload of range counting queries, we also tend to have a fine-grained partition
of the domain, which results a sparse vector representation for the data.

An alternative strategy for answering a workload of range counting queries is to
first find a good partition of the data so that within each sub-region, points are close
to a uniform distribution and the number of them is sufficiently high comparing
to the Laplace noise added in each sub-region. For each range counting queries, the
count is reported as the sum of noisy counts in the sub-regions it covered and the
fractional counts in the sub-regions it partially intersects. Based on these ideas, Jun
Zhang, Xiaokui Xiao and Xing Xie propose PrivIree [ZXX16], which decompose
the spatial domain by a quad-tree in a differentially private manner. The algorithm
starts from the root, which is the entire domain, and then recursively check and
decompose the node. For each node that is being checked, it computes the count
of points within the region that is represented by the node, decrease the count by
a certain amount according to the depth, add a Laplace noise, and then compare
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with a threshold. If it is above the threshold, then split the region into halves for
each dimension as child nodes, and repeat the sub-routine for each child node.

The quad-tree constructed by PrivIree is totally data-driven. Unlike the tradi-
tional private spatial decomposition algorithm, this approach does not specify the
limit of max depth, and the privacy loss also does not depend on the max depth
of the tree. If data is very dense at a certain sub-region, PrivIree can go deeper for
that sub-region without violating differential privacy. Ideally, what PrivIree returns
is a spatial decomposition such that dense regions have a dense decomposition and
sparse regions have a sparse decomposition. To answer range counting queries, extra
Laplace noise is added to each region. For a range counting query on a dense area,
it may contain many noises from the sub-regions. However, since it is a dense area,
the total counts in this area is sufficiently higher than the total noise, which means
the relative error is not low. Other error could come from the bias due to the uni-
formity assumption within each region.

4.6 Online Query Answering

So far we have assumed the entire workload of queries is known in advance and the
mechanism may leverage any structure in the queries to answer them with mini-
mum error. However, in most query answering settings, we imagine an SQL like
environment where an analyst asks one query at a time adaptively choosing the next
query from the answer to the previous one. This brings us to the online setting.
Unlike offline DP mechanisms, where we assume all the queries are known ahead
of time, in the online setting the analyst asks one query at a time and the mech-
anism must answer the queries as they are given before seeing subsequent queries.
There are two key challenges in the online setting; budget management and query
optimization.

Due to the fundamental law of information recovery we cannot answer an unlim-
ited number of queries, even with noise added each time. Instead we must answer
the entire sequence of queries using a limited and fixed privacy budget. Online dif-
ferentially private mechanisms must spend the privacy budget over time while still
maintaining enough budget to answer queries later. Some mechanisms do this by
reusing previous query answers or maintaining a synthetic dataset to answer queries
from.

Another challenge for online problems is optimizing overall error across queries.
In offline query answering, all the queries are known in advance and the mechanism
may optimize across the entire workload at once. By contrast, in online query
answering, the mechanism only knows the queries that have already been answered,
not any that will be asked in the future. Online mechanisms, however, can leverage
previously answered queries when asking new ones. A mechanism can avoid
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spending budget on a query if it can be reconstructed from previous queries with
high accuracy.

4.6.1 Private Multiplicative Weights

Private Multiplicative [HR10] weights is an example of an online query answering
mechanism for linear queries. This mechanism can answer an infinite number of
linear queries, even after exhausting the allotted privacy budget. The mechanism
begins by creating a differentially private normalized histogram from which it can
query without spending privacy budget. At initialization the histogram is created
to have all values be equal. Whenever a query is asked the mechanism checks (in
a differentially private manner) if the current version of the histogram can answer
the query accurately. If the histogram can answer accurately the query is answered
directly from the maintained histogram. Since the maintained histogram is always
updated in a differentially private manner, it itself is differentially private and as
such, any queries asked directly from it are differentially private without spending
any additional privacy budget. If the answer from the histogram is not accurate
enough, the mechanism spends part of its budget asking the query directly from
the true dataset using the Laplace mechanism and uses that direct query answer to
update the maintained histogram. This way, budget is only spent if the histogram
cannot answer the query efficiently, at which point the histogram is updated to
more closely resemble the real dataset. This process continues until the mechanism
has exhausted it’s entire privacy budget. Once the entire privacy budget is spent,
the mechanism outputs the maintained differentially private histogram which may
be used to answer the remaining queries.

We say that an online query answering mechanism is (a, £, k) adaptively accu-
rate on database x, if for all £ adaptively chosen queries f1,/ ... fz, with all but
B probability |2, — (f;,x)| < a. Where (f;,x) is the mechanisms noisy answer
to query f; on database x and 4, is the true answer of that same query. For
any set of parameters k,¢,0,# > 0, Private multiplicative weights is guaran-
teed to be (a, f, k) adaptively accurate on any database of size » with a =

O (8_171_1/2 - log(1/9) log( 1/4)(N) - (log(k) + log(l/ﬂ)). Where N = |U|,
the size of the data universe. Likewise, since this holds for adaptively chosen queries,
it also holds for non-adaptively chosen queries.

4.7 Synthetic Data

A typical scenario for data analysis is that one data analyst submits some queries
to the data curator, and data curator returns the query answers to the analyst. To
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ensure data is protected by differential privacy, these query answers are perturbed by
some differentially private mechanisms. However, the data curator can also choose
another strategy to respond to the request. Instead of returning the noisy query
answers, the data curator can also generate a synthetic data set that satisfies dif-
ferential privacy, and then return it to the data analyst. A synthetic dataset is a
completely made up dataset with the same schema as the input dataset and which
preserves some statistical properties from the input. The data analyst can evaluate
queries on the synthetic data set to get query answers, and it satisfies differential
privacy due to the post-processing rule (see Theorem 1.7 of Chapter 1.4.2). The
utility of a synthetic data release is associated with a specific task or metric. For
example, the utility could be associated with the expected €3 error of a set of linear
queries evaluating on the original data and the synthetic data.

Avrim Blum, Katrina Ligett and Aaron Roth show that when considering
answering a class of counting queries C using the synthetic data set while satisfying
e-differential privacy, the lower bound of error only depends on the VC-dimension
of the query class C and the privacy factor ¢ [BLR13]. They define (a, d)-usefulness
for a mechanism with respect to the query class C if the max L; query error for any
query in C is bounded by a with probability 1 — J. Based on the reconstruction
proof for "blatant non-privacy" [DNO03], they show that given a database with size
< VCDIM(C)/2, for any e-differentially private mechanism that is (a, d)-useful

for a query class C, we have a > . They also propose the Net mechanism

1
[BLR13] that construct a set of ngx igzi:—eldata sets, called a-net, such that for any
ground truth data set, there always exists a candidate data set that can accurately
answers any query from a fixed query class compared to the ground truth one with
L1 error less than a. The Net mechanism then chooses a data set from the a-net
using exponential mechanism with score function as the inverse max L1 error for
all queries, and thus satisfies differential privacy. However, the size of a-net is often
large. The bound given in [BLR13] shows that for any counting class C and any
data domain X, the size of minimal a-net is at most |X|O(VCDIM(C)/”g(l/“)/“Z). It
is also computationally infeasible to sample a data set from the a-net according to
the exponential mechanism.

Another approach for private synthetic data generation uses generative mod-
els, which includes probabilistic graphical models and deep generative models.
Approaches based on probabilistic graphical models include Bayesian networks
[Zha+17] and Markov networks [CXZX15; Ber+17; MSM19; ZKKW20]. Most
of these approaches first learn the probabilistic graphical model structure of the
data, and then learn the parameters for the model. Approaches based on deep
generative models include DP-AuGM [Che+18], DP-VaeGM [Che+18], DPGAN
[Xie+18], and PATE-GAN [JYV18]. These approaches are based on training (vari-

ational) autoencoders or generative adversarial networks in a differentially private
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way. Other approaches includes estimating the data distribution from the noisy DP
query answers, such as MWEM [HLM10] and PGM estimation [MSM19].

4.71 PrivBayes

PrivBayes [Zha+17] is one of several methods for generating differentially private
synthetic data. It does so through three major steps. First, it splits the entire privacy
budget into two separate budgets, €1 and &;. The first of these budgets is used to
learn a Bayesian network capturing the important attribute correlations in the input
database in a differentially private manner. The second privacy budget is used to
construct noisy versions of the conditional distributions contained in the Bayesian
network. From these two steps we are given a differentially private Bayesian net-
work as well as differentially private conditional distribution for each node in the
network. In combination the network and the noisy conditional distributions are
then used to approximate the distribution of tuples in the original database. Sam-
pling from this distribution creates differentially private synthetic data with a dis-
tribution approximately equivalent to the tuples in the original database. Since the
first two steps satisfy €1 and &, differential privacy respectively and since the third
step is a post processing step PrivBayes algorithm as a whole satisfies ¢ = &1 + &3
differential privacy.

4.7.2 Markov network

Suppose the domain for a tuple is X, we could express this data as a |X|-
dimensional full-domain vector, where each cell in the vector indicates the fraction
of rows in the data matching a specific tuple value. Assuming /V is public and fixed,
this | X'|-dimensional vector is equivalent to a contingency table of the data, which
lists the number of rows matched for all possible values of 7 attributes.

To generate a synthetic data set under differential privacy, one approach is to
perturb the |X'|-dimensional full-domain vector using Laplace mechanism, post-
process the noisy vector to be non-negative, normalize it to be a probability distri-
bution and then sample a synthetic data set from it. Roughly speaking, the expected
statistical distance between the sanitized distribution and the ground truth grows
with the ratio |X'|/N, where |X] is the size of the full-domain vector and NV is
the data size. When |X| is much larger than the data size /V, most cells in the
full-domain vector are zero and few cells have a low non-zero counts, thus adding
Laplace noise to all cells results large amount of relative error, which further makes
the sanitized distribution useless.

An alternative approach is to learn several lower dimensional marginal distri-
butions of the data using differentially private mechanisms, and then infer the
full-domain distribution with some principles. Since the full-domain distribution
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is of high dimension, it is important to find a computationally tractable expres-
sion of the distribution. One such principle to infer the full-domain distribution
is to find a distribution such that its marginal distributions are close to the sani-
tized ones generated by the differentially private mechanisms. Based on these ideas,
Ryan McKenna, Daniel Sheldon and Gerome Miklau propose a inference principle
based on the undirected graphical model of data and the space of marginal polytope
[MSM19]. An undirected graphical model, or Markov network, factorizes the data
distribution into a product of factor functions over the cliques of a graph with a
normalization. In [MSM19], they assume all the attributes from the noisy marginal
distributions given as the input for the full-domain distribution inference are the
cliques of the graphical model. The goal is to find the parameters in the factor func-
tions such that the loss of marginal distributions is minimized while the entropy of
the full-domain distribution is maximized.

To achieve this goal, the first step is to find a valid set of marginals such that
the loss between the found marginals and the noisy marginals are minimized, and
then the factor parameters can be derived from the marginals using the maximum
entropy rule. A set of marginals is valid if there exists a full-domain distribution
such that its marginals match the set of marginals. The space of such valid marginals
form a marginal polytope. The optimization problem is thus to find a valid set of
marginals with minimum loss on this marginal polytope. The loss is defined as the
negative log-likelihood in [MSM19], where the likelihood is about how likely the
differentially private mechanism generates the noisy result given a specific marginal.
In [MSM19], the optimization problem is solved by an algorithm based on entropic
mirror descent algorithm, and further improved by Nesterov’s accelerated dual aver-
aging approach. This algorithm also generates the factor parameters at the same
time. To generate a synthetic data set, one can sample from the graphical model
using the inferred factor parameters.

Learning a Markov network from the noisy marginals not only provides a
tractable expression of the full-domain distribution, but also ensure consistency and
some accuracy for the further inference of the distribution. However, it is unknown
whether a data distribution can always be factorized using a Markov network, and
it is also unknown whether the maximum entropy rule is the best option to infer a
Markov network given a set of marginal distributions.

4.7.3 Multiplicative Weights Exponential Mechanism

Suppose we are given some initial guess to the full-domain distribution, such as a
uniform distribution, and we are also given a query result of g, which maps each
tuple in the data to [—1, +1] and sums up, how should we update our initial guess
of the full-domain distribution according to what we have observed? One approach
is to update the weight of each value in the domain using the multiplicative weight



170 Data Release and Synthetic Data

rule. Section 4.6.1 introduces this approach in on online setting, where queries are
coming one by one and the distribution is updated every time if a query answered
using the Laplace mechanism on the ground truth data is very different from being
answered on the synthetic data set. The query answer that is released is always based
on the latest synthetic data set.

Maintaining a synthetic data set or distribution in this way is also an approach to
release a private synthetic data set. Here we consider an offline setting as discussed
in MWEM [HLM10]. If all the queries are given at once instead of arriving one
by one, we can cherry-pick the query which has the maximum error to update
the distribution. This query selection is done through the Exponential mechanism,
where the score function is the L1 distance between the query answer on the current
distribution and the ground truth. Once a query is selected, the query is answered
based on the ground truth data using the Laplace mechanism, and the distribution
is updated using the multiplicative rule. The algorithm will then repeat again to
select a new query and make a new update. If there are in total 7" such updates,
then the privacy budget is divided into 27" pieces, one for the EM mechanism
and one for the Laplace mechanism in each update. The final distribution or the
synthetic data set is the average of all past distribution in the updates. Suppose the
domain size of data is | D|, the pool size of queries is | Q|, the data size is 7 and the
total privacy budget is &, then there exists a 7" such that with probability at least
1 — 1/ploy(|Q)), the error of any query answered by the final synthetic data set is

0 (nz/s (log|D| log |

Since the update of distribution is a pure post-processing step, one can apply
the multiplicative weight update multiple times using the existing sanitized query
answers. The initial guess of the distribution can also be replaced by some pub-
lic knowledge or another private mechanism. The final distribution can also be
replaced by the final updated distribution instead of the averaged one. These vari-
ants of the algorithm may improve the performance of MWEM in a practical sense.

4.8 Non-linear query Answering

Non-linear queries are queries that cannot be expressed as the weighted summa-
tion of data elements. Examples include quantile queries, join-count queries, and
graph queries. Most DP mechanisms are designed for linear queries. For non-linear
queries, the global sensitivity is not clear and naively applying Laplace mechanism
may fail to follow DP.
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4.81 Smooth Sensitivity

For a linear query, the global sensitivity is determined by the max weight in the
query. For example, the global sensitivity is 1 for a common predicate-counting
query where each weight is one or zero. To answer such a linear query under &-
differential privacy, one approach is apply the Laplace mechanism, which adds a
Laplace noise scaled to the global sensitivity of the query divided by the privacy
budget &. However, for a non-linear query, the global sensitivity is often much
larger. For example, for a median query on a data set with domain [0, A], the global
sensitivity is A. Consider a data set with 27 + 1 elements such as {0,0,..., A, A}
where # are 0 and 7 + 1 are A. The median is this case is A. However, under
bounded differential privacy, consider a neighboring database by changing the 7+
1* element from A to 0; the median drops to 0. This example shows that the global
sensitivity of median is A, and thus releasing the median using Laplace mechanism
could result in meaningless outputs when A is very large or the number of elements
is small. This is surprising, since the median is less sensitive especially for large
datasets, but the relative noise introduced by Laplace mechanism is not decreasing
as we increase the data size.

One way to reduce the noise needed to achieve differential privacy is to replace
global sensitivity with a measure of sensitivity on the specific database instance.
Local sensitivity is the maximum query difference between the input database and
all its neighboring data sets. For measures like the median, the local sensitivity varies
depending on the input database. For the pathological example above, the local sen-
sitivity is still A. However, for a database with 27+ 1 elements with the same value
in the positions 7, 7+ 1 and 742, then the local sensitivity is 0! However, the local
sensitivity itself is a sensitive information of the data (e.g. for the case of median you
can tell the values in positions 7, 7+ 1 and 7+ 2 are the same when local sensitivity
is 0). Hence, adding Laplace noise scaled to the local sensitivity is does not guaran-
tee differentially privacy. To connect local sensitivity to differential privacy, Kobbi
Nissim, Sofya Raskhodnikova, and Adam Smith propose the smooth sensitivity
mechanism [NRS07]. Smooth sensitivity is a tight smooth upper bound of the local
sensitivity such that itself is o -Lipschitz for some f: i.e., smooth sensitivity SS(-)
has the following property: SS(D) > LS(D) and |SS(D)—SS(D')| < - d(D, D)
for any data sets D and D, where LS(D) is the local sensitivity of D and d(D, D')
is the hamming distance between D and I'. Calibrating noise to smooth sensitivity
and adding it to the raw query result achieves (¢, d)-differential privacy.

Deriving the smooth sensitivity Sy from the local sensitivity LSy for the query £
on some data set is not trivial. Taking the median as an example. Consider a data set
with 7 elements and 7 is odd. Suppose data is ordered as {x1,x2, . .., x,}. Denote

m = % as the index for the median. The local sensitivity LS, is thus equal to
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max(x,, — X;—1,Xm+1 — Xm). Lo derive the smooth sensitivity, [NRSO7] considers
an extension of local sensitivity as local sensitivity at distance k, LS ) which is the
max local sensitivity for the data set that differs by at most 4 rows with the ground
truth data set. The smooth sensitivity of £ is thus equal to the max of e */LS ®

for £ € {0, 1, ..., n}. For the median case, its local sensitivity at distance # is given
13 . .
as Lang = 0<m<a/zc+l(xm+; — Xpts+k—1)> which can be further used to derive the
<t<

smooth sensitivity, and the running time for computing its smooth sensitivity is
thus O(?).

It is not always clear how to efficiently compute the smooth sensitivity. A naive
algorithm to find local sensitivity at distance k is to try all possible data set by
changing up to 4 tuples, and for each data set iterate over all neighboring data sets
of that data set to compute the local sensitivity. To deploy smooth sensitivity in
a real application, it is important to find a computationally efficient algorithm to
compute the smooth sensitivity or its approximate upper bound.

4.8.2 Lipschitz Extension

One representative class of non-linear queries is sub-graph counting queries. For
example, given an un-directed graph G(V/, E), a triangle counting query counts
number of triangles in the graph. Other sub-graph counting queries include count-
ing the number of edges, 4-stars, and so on. If we think about each node in the graph
as the basic element, sub-graph counting queries cannot be expressed as a linear
combination of nodes since each node may be involved in multiple sub-graphs.

To answer these queries under differential privacy, a basic solution is to apply
Laplace mechanism, which adds the Laplace noise scaled to the global sensitivity.
Recall that the definition of global sensitivity for a function £ is max | (G) —f (G")|
for all G and G’ that are neighbors. Here we consider G and G’ are neighbors if
they differ by a single node. This is so called node-DP. Under node-DP, for a graph
query like counting the number of triangles, the global sensitivity is unbounded.
Even if we assume the total number of nodes is 7, the global sensitivity is ("gl) due
to a pair of neighboring graphs that are 7-clique and (7 — 1)-clique.

If we assume the graph degree is bounded by D and denote this space as G,
then the global sensitivity of triangle counting query is (?), which is much smaller
than (”;1) since D < 7 is common. Usually D can be selected by some common
knowledge or some public information, so that it is close to the real degree bound.
However, we cannot guarantee this assumption is always true. When this assump-
tion does not hold, we still want our query to be have low sensitivity like when the
assumption is true. This leads to the solution based on Lipschitz extension, which is
to find a new function that gives the same answer in the original scope and also has
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the same global sensitivity'. For example, suppose f is defined on graphs from G2,
we can find a new function ]?‘ that takes any graph as input such that ]A” (G) =f(G)
on G € GP and the global sensitivity GS (]A” ) = GS(f).

Finding the Lipschitz extension of graph queries is not trivial. Shiva Prasad
Kasiviswanathan, Kobbi Nissim, Sofya Raskhodnikova and Adam Smith consider
using max flow of a constructed flow graph for answering the number of edges and
using linear programming for answering the number of sub-graphs [KINRS13].
Given a graph G(V, E), a flow graph is constructed as a source s, a sink # and two
copies of V as V; and V; such that the source s is connected to each v; in V; with
capacity D, each v, in V} is connected to the sink # with capacity D and v is con-
nected to v, with unit capacity if (v, v,) € E. The half of the max flow in this graph
is a Lipschitz extension of the number of edges for graphs from G”. For answering
the number of a specific sub-graph in G, a Lipschitz extension based on linear pro-
gramming is considered as follows: Suppose A p is the global sensitivity of answer-
ing the number of sub-graph for graphs from G”. Create variables x, € [0, 1] for
each possible sub-graph ¢ in G (no matter whether it exists or not). For each node
in G, the sum of x, that is adjacent to that node is bounded by A p. The objective is
to maximize the sum of x.. The optimal value by solving this linear programming
is a Lipschitz extension of the sub-graph counting for graphs from GP.

These examples of Lipschitz extension shows the applicability of Lipschitz exten-
sion to graph queries with scalar outputs. For graph queries with multi-dimensional
outputs, such as degree distribution, another flow graph based solution is con-
sidered [RS16]. Other studies based on Lipschitz extension include [BBDS13;
DLL16; DZBJ18]. Studies that involves the similar idea of Lipschitz extension
includes [CZ13; Zha+15; Kot+19; THMR20]

4.8.3 Answering SQL Queries

SQL queries are widely existing in the real world data analysis tasks. They pro-
vide a rich model of query structures that is far beyond simple linear queries. Pri-
vately answering SQL queries is thus challenging. On the other hand, SQL queries
are often asked on a relational database with multiple relations. Relations are usu-
ally associated with each other by some foreign-primary keys. In a multi-relational
database, if we remove one tuple in a relation, it is nature to consider cascade delete
as removing tuples in other relations that have foreign keys associated with the
tuple. In this case, even for a simple linear query, the privacy analysis is not clear
since removing a tuple may cause cascade deletions and the sensitivity for the linear
query thus is not always a constant.

i If the new global sensitivity is s times the original one, it is called Lipschitz extension with stretch s
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Kotsogiannis et al. propose a system PrivateSQL for answering SQL queries pri-
vately [Kot+19]. It extends differential privacy to multi-relational databases with
foreign-primary key constraints, which captures Edge- or Node-DP for graphs
[KRSY11; KNRS13]. It also supports complex SQL queries that include JOINS,
GROUPBY and correlated sub-queries. To boost accuracy, PrivateSQL considers
decomposing queries into multiple workloads. Within each workload, queries are
transformed as a set of linear queries on a complex view. To ensure differential pri-
vacy on a multi-relational database, PrivateSQL applies the query rewriting tech-
nique to the view so that it is equivalent to the standard differential privacy on a
single data set and the stability of the view is also bounded. View stability is the
maximum change of rows in the view after adding or removing a single private
tuple. Since it is well studied about answering a workload of linear queries on a
view with stability 1 [Hay+16; MMHM18], it is natural to extend this problem to
a view with a higher stability.

Tracking the stability of a view is not trivial, since a view is equivalent to a tree
of SQL operations with arbitrary size. Flex gives a rule-based stability calculation
strategy by recursively update the stability of a node in the SQL query tree [JNS18].
To capture the stability update due the JOIN operator, Flex also tracks the frequency
of attribute values. Since attribute frequency is a sensitive information, the stability
of the view cannot be revealed. Therefore, Flex uses smooth sensitivity [NRS07]
to perturb the query answer. PrivateSQL extends this rule-based stability calcula-
tor with new rules on the JOIN stability update. Furthermore, PrivateSQL com-
putes the attribute frequency in a differentially private approach through sparse
vector technique [DR+14] and enforces the frequency bound by injecting trun-
cation operators into the SQL query tree, which allows the view stability to be
publicly accessible. An alternative to find a good bounding frequency is through
recursive mechanism [CZ13], which is based on a list of max frequencies related
to the subsets of the primary private relation with size ranging from zero to full.
Another private SQL engine is proposed by Wilson et al. [Wil+19], which con-
siders aggregations other than counting, such as average and quantile. They also
consider bounding the user contribution by a fixed number in a join query using
reservoir sampling.

4.9 Concluding Remarks

In this chapter, we have elaborated the challenge of releasing statistics and synthetic
data using differential privacy, and we have also discussed the multiple dimensions
of the problem which includes synthetic vs query answering, low vs high dimension,
online vs offline and consistency issues. We further introduce the algorithm design
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primitives for different tasks, which includes data dependent algorithms, online
query answering algorithms, synthetic data generation algorithms and non-linear
query answering algorithms.
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Chapter 5

Privacy Risks in Machine Learning

By Jiayuan Ye and Reza Shokri

5.1 Introduction

Training advanced machine learning models needs a huge amount of data, which in
many cases can contain personal and sensitive data. What is the sensitive informa-
tion that should not be learned by a machine learning model in order to minimize
its privacy risks? What can be considered as privacy violation by a machine learning
model, and how can we quantitatively analyze the amount of sensitive information
leakage?

In this chapter, we explain why and how machine learning models may be vulner-
able to inference attacks that exploit the privacy vulnerabilities of the models (Sec-
tion 5.2). We then discuss how to design a privacy auditing framework based on the
performance of inference attacks. In particular, we present membership inference
attacks as a fundamental tool to measure how much a model (and more precisely
the learning algorithm) leaks information about every data point in its training set
(Section 5.3. In order to have an accurate privacy risk estimation, we then present
techniques to construct powerful membership inference attacks. We also discuss the
metrics that we should use to measure the attack performance. Then, in Section 5.4,
we explain the practical meanings of these privacy risk estimates under different set-
tings, and connect them with differential privacy. Finally, in Section 5.5, we review
the ML Privacy Meter, a Python library designed to quantify the privacy risks of
machine learning models.
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5.2 What are Privacy Attacks?

A machine learning model might reveal different types of information about the
data records in its training data. On the one hand, the statistical patterns about
the training data are indeed what we expect to learn from the model (in order to
successfully perform various downstream tasks). On the other hand, certain infor-
mation could be very specific to an individual, and revealing it might result in a
serious data privacy violation. So, the “information” that can be learned from a
model may be of different types, among them only some types can be considered
private. It is, therefore, very important to have a clear definition of data privacy
risks as a specific type of information leakage.

5.21 Definition of Privacy Risks

We need to identify the type of information that is very specific to any given individ-
ual data record z in the training set, when cannot be learned from and be associated
with the training data as a whole when excluding z. One of the most fundamen-
tal forms of specific information that a model might leak about its training data is
their membership, i.e. to reveal that a data record is indeed used for training the
model. Modeling this type of information leakage is crucial for defining privacy
risks, as it could be considered as the foundation of privacy attacks. In fact, mem-
bership inference attacks against machine learning models [SSSS17; Ye+22] often
serve as the building block for other empirical inference attacks, such as reconstruc-
tion attacks [Car+21] and attribute inference attacks [YGF]18]. Therefore, in this
chapter, we focus on the leakage of membership information as a way to quantita-
tively reason about privacy violation in machine learning.

Privacy risk in terms of information leakage essentially boils down to reveal-
ing uniquely identifying patterns of training data associated with a model. These
patterns make training set members distinguishable from non-member instances
(population data), thus revealing the sensitive membership information if such
patterns are observable by the adversary. Given a model, we can ask targeted
questions to identify such patterns for inferring the membership information.
Does the model have similar prediction error when tested on member and non-
member data? How different are the loss values and gradient vectors of members
versus non-member data records on the model? How about the performance of
model on its training data versus the performance of other models on the same
dataset?

Example 5.1. Suppose that we partition an image classification dataset into two sets,
and train a model on one part. What would be the model’s prediction error on data
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Figure 5.1. The prediction error of a target model trained on CIFAR-10 for data records
that are in the training dataset (member) or in the test dataset (non-member). For each
data record, the model predicts a confidence vector, and the prediction error is one
minus the model’s confidence on the correct label. The training data records tend to
have a lower prediction error than test data records. This distinguishable pattern reveals
membership information of individual data records and induces privacy risk. Details for
training the model and extracting the results are as described in the ML Privacy Meter
tool.

samples in each partition? Any error gap between members and non-members is closely
related to generalization behavior of the trained model, i.e., whether the model overfits
to its training data. In practice, as we also show in Figure 5.1, we observe that the
training data points incur an overall lower prediction error, which make some of them
distinguishable from non-member population data.

Example 5.2. Suppose that we train a next-word prediction model on a dataset con-
taining the specific record: z="Lebowskis SSN number is 202-21-0020". Given the
input “Lebowskis SSN number is __", would the model have a significantly higher
confidence score for generating “Lebowskis SSN number is 202-21-0020” than alter-
native sentences such as “Lebowski’s SSN number is 000-00-0000 ” (which are not in the
training set)? We can also compare the confidence score of the target model with another

model which is not trained on z. Would the target model have a significantly higher
confidence score for generating “Lebowski’s SSN number is 202-21-0020” than that of
another model? A positive answer to these questions would indicate that the model has
memorized its training data in a recognizable manner.
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5.2.2 Membership Inference Games

In all the above examples, the privacy risk translates to the level of distinguishabil-
ity between two sets of (dataset, model, record) tuples that only differ in one prop-
erty: whether the record is in the dataset. The challenge for adversary in guess-
ing this membership property is that he could only access the data record and the
final model that is trained on the private dataset. There are multiple possible ways
to construct these two sets of member and non-member (dataset, model, record)
tuples, that exhibit different levels of distinguishability, thus have different mean-
ings. For example, say a service provider trains a model on a specific dataset and
plans to release it. In this case, they only care if the adversary could distinguish
between the records that are in this particular training dataset versus any other data
records. However, an individual data owner who wants to contribute a data record
to a service provider (to train a model), would have a slightly different concern:
given the eventually trained model, and regardless of which other data records are
in the dataset, whether the adversary could distinguish between the models trained
with her record, versus models not trained on her data. Therefore, carefully design-
ing the “IN” and “OUT” worlds of (dataset, model, record) tuples is the key for
precisely capturing the kind of privacy risk that is of interest.

To enable quantifying these various kinds of information leakage, we design a
general hypothetical game between a challenger and an adversary. This is a standard
technique in cryptography to analyze the indistinguishability that an algorithm can
achieve to prevent any adversary from breaking security or privacy. The challenger
manages the (random seeds used in the) construction of (dataset, model, record)
tuples in the “IN” and “OUT” worlds (i.e., with secret bit & = 1 or 0), and ran-
domly sends an “IN” tuple or “OUT” tuple to the adversary. In this way, the chal-
lenger specifies what is kind of privacy risk that he is interested in measuring. By fix-
ing a specific training algorithm, model (dataset) or data record in the construction
of the “IN” and “OUT” worlds, the challenger is fixing its interest on measuring
the information leakage due to this specific training algorithm, model (dataset) or
data record. To capture the worst-case differential privacy type of privacy risk, the
challenger may even allow the adversary to fix a worst-case pair of target dataset and
target record (i.e., to partially control the randomness in the game). The adversary
could be any membership inference attack algorithm A that takes as input a target
model # and a target data record z, and outputs a prediction “IN” (or “OUT”).
We say the adversary succeeds in one trial of the inference game, if the adversary’s
prediction is the same as the membership information of target tuples sent by the
challenger. In the following sections, we present the inference games that capture

different kinds of privacy risk.
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5.2.3 How to Capture Different Types of Leakage in the Games

We explain in more details how to construct the (dataset, model, record) tuples in
the membership inference game in order to capture different types of information
leakage. For convenience, we denote the joint distribution of tuples constructed
by the challenger according to secret bit & = 1 as “IN world”, and denote the
distribution of tuples generated according to secret bit & = 0 as “OUT world”.

Average Privacy Loss of a Training Algorithm

Consider training a model on a private dataset with records drawn i.i.d. from a
population data distribution. Under this general setting, the following most general
inference game captures the average privacy loss of random models (trained on
random subsets of a population data pool) about their (whole) training datasets.

Definition 5.3 (Membership inference game for average model and record). Ler
Tt be the underlying pool of population data, and let T be the training algorithm of
interest. The game between a challenger and an adversary proceeds as follows:

1. The challenger samples a dataset D & " using a fresh random seed sp, and

trains a model® & T (D) on D by using a fresh random seed sy in the algorithm
T.

2. The challenger samples a data record z Paly using a fresh random seed sy;.
Note that here zy & D with high probability when the population data pool is
large enough.

3. The challenger samples a data record z, & using a fresh random seed s, .

4. The challenger flips a random unbiased coin b & {0, 1}, and sends the targer
model and target record 0, z, to the adversary.

5. The adversary gets access to the data population pool T and access to the target
model, and outputs a bitb A0, zp).

6. If b=b, output 1 (success). Otherwise, output 0.

We compute the performance of the attack, by averaging it over many repetitions
of this random experiment. This game is similar to the games in prior works Sablay-
rolles et al. [Sab+19], Yeom et al. [YGF]18], and Carlini et al. [Car+22], in the sense
that both the target model and the target record are randomly generated. However,
this also limits the type of leakage that this game captures, as it is averaged over
multiple target models and data records. In the rest of this section, we introduce
different variants of this game (in Definition 5.4, 5.5) that capture the privacy loss
of (a specific) target model about (a fixed) target data record.



186 Privacy Risks in Machine Learning

Privacy Loss of a Model

In practice (e.g. machine learning as a service setting), a typical attacker only
has access to an already trained model. Therefore, we might be more inter-
ested in measuring the privacy loss of a specific model (trained on a fixed pri-
vate dataset), rather than the average privacy loss of a training algorithm. By
enforcing that all the (dataset, model, record) tuples in the “IN world” and “OUT
world” contain a specific target model (trained on a fixed private dataset), we
obtain the following inference game that captures the privacy loss of a fixed
model.

Definition 5.4 (Membership inference game for a fixed model).

1. The challenger samples a dataser D & 7" viaa Jixed random seed sp, and
trains a model 6 & T (D) on the D by using a fixed random seed sy in the
algorithm T .

2. The challenger samples a data record zy & 1 viaa fresh random seed s;,. Note
that here zy ¢ D with high probability when the population data pool is large
enough.

The challenger samples a data record z, (iz]— D via a fresh random seed s, .
4. Remaining steps are the same as (4) to (6) in Definition 5.3.

b

Note that this game is similar to the game for average model and record (Defi-
nition 5.3), except that in step (1) the random seeds sp, sy are fixed, such that the
challenger always selects the same target dataset and target model across multiple
trials of the game. Therefore, Definition 5.4 quantifies the privacy loss of a specific
model trained on a fixed dataset. Similar games are widely used in practical MIA
evaluations [SSSS17; NSH19; WGCS21; Sal+19] for auditing the privacy loss of a

released model in machine-learning-as-a-service setting.

Privacy Loss of a Data Record

In certain applications, such as in decentralized learning, a user may only be con-
cerned about the potential privacy loss of a specific data record (e.g. the record that
she contributed), rather than the average privacy loss of a training algorithm or the
privacy loss a model (averaged over all its training data records). Under such setting,
the adversary (in the game) needs to distinguish between the models trained with
this specific sensitive data record versus the ones trained without it. By restricting
the challenger only to the tuples (dazaset, model, record) that contain this particular
target record in constructing the “IN world” and “OUT world”, we obtain a new
inference game for a fixed data record, as defined next.
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Definition 5.5 (Membership inference game for a fixed record).

1. The challenger samples a dataset D & 1" via a fresh random seed sp, and

trains a model 6 & T (D) on D by using a fresh random seed s, in the
algorithm T .

2. The challenger samples a data record z E 1 oviaa Jixed random seed s,. Note
that here z & D with high probability when the population data pool is large
enough.

3. The challenger trains a model 0 Pl T (DU {z}) by using a fresh random seed
sg, in the algorithm T .

4. The challenger flips a random unbiased coin b £ {0, 1}, and sends the target
model and target record Oy, z to the adversary.

5. The adversary gets access to the data population pool T and access to the targer
model, and outputs a bit b A0y, 2).

6. If b= b, output 1 (success). Otherwise, output 0.

There are two differences between this game and the Definition 5.3 game. Firstly,
the construction of target model and target record in step (3) is different. Secondly,
in step (2) the random seed s, is fixed such that the challenger always selects the
same target record across multiple trials of the game. In essence, the adversary is
distinguishing between models trained with and without a particular record (while
the remaining dataset D is randomly sampled from population), and therefore tries
to exploit the privacy loss of a fixed specific record. Similar inference games that
only target (a) specific record(s) are used in previous works for pragmatic, high-
precision membership inference attacks on a subset of vulnerable records [Lon+18;
Lon+20], and for estimating privacy risks of data records in different

subgroups [CS21].

5.3 How to Construct Membership Inference Attacks?

The construction of a membership inference attack can be decoupled into two
components: the choice of a strong signal function for the adversary to observe; and
finding the optimal distinguishable patterns between signal values for the member
(dataset, model, record) tuples (in the “IN world”) and for the non-member tuples
(in the “OUT world”) in the inference games (Section 5.2.3). In this section, we
first explain these two components with an example baseline attack: the simplest
loss-based shadow model attack. We then explain how to design stronger attacks
by improving the two components respectively.
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5.3.1 Baseline Example: Simple Loss-based Shadow Model
Attack

The simplest form of signal that an adversary observes under black-box access to
the target model, is the loss of the model on each data record. This simple signal
enables a strong baseline shadow model membership inference attack Shokri et al.
[SSSS17], that only compares the loss value (of target model on target data) with a
constant threshold ¢, as follows,

If€(0,z) < ¢, predict “IN” .

For determining the loss threshold ¢, i.e. to find the optimal distinguishable pat-
terns of loss values over non-member (or member) instances, the adversary needs
to optimize its success over random trials of the membership inference game, i.e.,
over random target tuples in the “IN world” or “OUT world”. Here the “IN world”
and “OUT world” are specified by the privacy loss of interest, as described in Sec-
tion 5.2.3. Here, we focus on the most common shadow model attack, which aims
to audit the average leakage of a training algorithm. To optimize the threshold, the
attacker first approximates the corresponding “IN world” or “OUT world” for this
average leakage, by training a set of shadow models on random data points drawn
from the underlying pool of population data 7, as follows,

n i.1.d .samples
((D1,01,21), (D2, 02, 22), - - )} where 0; ~ T(D;), D; == 4

M <« » '. '.d;
approximated “OUT world”: 21,2, - &= 7

random random

approximated “IN world™: z; ¢—— Dj,20 ¢—— D, --

These approximated “OUT world” and “IN world” serve as crucial tools for the
adversary to compute the thresholds that approximately optimizes (different metrics
of) attack success in the inference game (see Definition 5.3), as discussed next.

Threshold to Maximize Success Rate

One natural objective for a typical adversary, is to maximize its average success on
a large number of target models and data records (i.e., to succeed on most targets).
To achieve this goal, the adversary computes a threshold ¢ that achieves the highest

average success in inference game Definition 5.3 over the approximated “OUT
world” and “IN world” as follows,

arg max (| {(Di, 0;,z;) € approximated “OUT world” : £(6;, z;) > c}l

—|—|{(Dz-,0i,zi) € approximated “IN world” : €(0;, z;) < c}l).
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Figure 5.2. The loss distribution over the hypothetical shadow “OUT” world constructed
by the simple loss-based shadow model attack (blue histogram). The solid lines show
the loss thresholds derived in shadow model attack, which ensure low false positive rate
o = 0.1inthe hypothetical shadow out world. We then show the loss distribution over non-
member population data records of a specific target model 6, in (&) orange histogram.
We also show the loss distribution of a specific target data record z, on the shadow
models in (b) red histogram. There is a gap between this hypothetical shadow out world,
and the actual out worlds associated with a specific target model or target data record.
The target models and shadow models are trained on PurchaselO0 Dataset.

1 0 1

Threshold for High Confidence Attacks

In some applications, the adversary only wants to predict a data point as “member”
if he is confident enough, e.g. when the false positive rate is lower than a. That is,
the adversary wants to find a loss threshold ¢ that approximately guarantees at most
a fraction of the non-member target instances would incur lower loss values (than
the threshold). To achieve this goal, the adversary computes a threshold ¢, that
guarantees low false positive rate o in the approximated “OUT world” of inference
game Definition 5.3 as follows,

|{(Di, 0;,z;) € approximated “OUT world” : £(6;, z;) < ca}l B

1
{(D;, 6;, z;) € approximated “OUT world”}| G-1)

5.3.2 Deriving Stronger Attacks via Target-dependent Games

Observe that the thresholds for the simple loss-based shadow model attack has no
dependency on a specific target data record z or a specific target model 8. There-
fore, the shadow model attack uses the same threshold for attacking every target
model 8 and target data record z. This is overly general and ignores the fact that
individual data record or model may exhibit different membership pattern (than
typical shadow data records or shadow models). For example, in the following plot,
we observe that the loss distribution over non-member instances associated with
a specific target model 0 or target data record 2y differs from the loss distribu-
tion over the shadow out world. In this section, we will show how to improve
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the design of inference game to more precisely capture the properties of the tar-
get model and target data, thus arriving at a series of increasingly strong [SSSS17;
YGEJ18; Ye+22; Car+22] as well as the strongest membership inference attack in
the literature [Z1.523].

Target-model Dependent Attack Via Population Data

Can we design an attack with a better performance by exploiting the difference
between the OUT worlds associated with different models? Motivated by this, we
could design a new attack that applies different threshold ¢, (@) for each target
model 6. The rationale for this design is to optimize attack success under an infer-
ence game (Definition 5.4) that captures the privacy loss of a specific target model.
To this end, the model-dependent inference attack that exploits the same signal
function (as in the shadow model attack) in a more accurate way, can compute the
signal only on the target model (instead of on all shadow models), yet with fewer
computations (without the need to train shadow models). Similar techniques utiliz-
ing population data to infer membership are used against summary statistics Homer
et al. [Hom+08]. To achieve this goal, the adversary simply approximates the (tar-
get) model-dependent out world in the inference game for a fixed model (Defini-
tion 5.4) as follows,

Approximated “OUT’ world’: {(D, 0, z;)}i=1,2,..., (5.2)
where 21,22, - - &d— .

In this approximated OUT world, the model is fixed to be a specific given target
model @ (trained on private dataset D), while the data is randomly sampled from
the population data distribution. After constructing this smaller hypothetical out
world, the adversary could then similarly determine a threshold that guarantees
small false positive rate according to (5.1). This OUT world reduces the attacker’s
uncertainty about the specific target model . However, observe that the attack
threshold ¢, (f) has no dependency on the specific target data record queried in
attack time. Therefore, the population attack still uses the same threshold value
for different target data records under the same target model, thus leaving room for
further improving the attack by taking into account the difference between member
patterns associated with different target data records.

Target Record-dependent Attack Via Reference Models

The privacy loss of the model with respect to the target data could be directly related
to how susceptible the target data is to be memorized (e.g., being an outlier) [Fel20].
Therefore, we could further design more accurate membership inference attack by
applying a different attack threshold ¢, () for each target data record z. To achieve
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this goal, we need to optimize attack success over the “OUT world” of the (target)
record-dependent inference game in Definition 5.5. To approximate this “OUT”
world, the adversary trains many reference models [Lon+20; SOJH09; MST21;
Ye+22; Car+22] on reference datasets (that consist of random records drawn from
the population data pool 7), while only evaluating their loss on a specific given
target data z.

“OUT” world: {(D;,6;,2)}i=12,.--»

n i.i.d.samples

where 8; ~ T (D;), D; ¢—— . (5.3)

In this out world, the data record is fixed to be a specific given target data record
z, while the models are trained on randomly sampled datasets from the popula-
tion data pool 7. Compared to the OUT world used for optimizing the shadow
model attack threshold, the OUT world (5.3) is strictly smaller, in the sense that
the attacker’s uncertainty about the target data z is reduced. By optimizing attack
success over this smaller “OUT world”, the adversary could then compute a (tar-
get) data dependent threshold that guarantees small false positive rate according
to (5.1). This dependency of loss threshold on specific target data then serves to
boost attack performance on atypical target data records (e.g., outliers in the pop-
ulation data pool) when compared to the baseline shadow model attack.

Target-model and target-record dependent attack via boosting
relativity

Can we design an even stronger attack that fully incorporates the information in
both the target model and the target data record? Intuitively, such an attack should
simultaneously capture how the targer record compares with population records, and
how the targetr model compares with the reference models. To make this intuition
concrete, [Z1.523] starts from the target-model dependent “OUT” world Equa-
tion (5.2), but additionally incorporates the knowledge about the wrger-record via
changing the MIA signal function from absolute loss to the following (relative) like-
lihood ratio function LR(0, z).

If LR(O, 2) < ¢, (0), predict “IN”
Pr(z]0) n i.i.d.samples
where LR(#,2) =—————— for 0, ~ T (D), D; ¢—— &

Avg, Pr(z]0;)
Here, Pr(z|0) is the likelihood function of model § evaluated on data point z. In
the case of classification models, and black-box MIA setting, Pr(z]0) is the pre-
diction score (SoftMax) of output of the model for the correct class of z [Mac03;
BCKW15]. We refer to [ZL523, Appendix B.2.1] for more alternatives for com-
puting P(z|0).
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In this attack, the (relative) likelihood ratio function LR(0, z) captures how a
model 6§ compares with the reference models /s, when evaluated on a record z. To
further capture how the target record compares with population data, this (relative)
likelihood ratio function is then compared with a target-model dependent thresh-
old ¢, (8) computed on random population data. The threshold ¢, (6) is chosen
such that a-fraction of population data incurs a smaller (relative) likelihood ratio
function on the target model, i.e., the a-th percentile of {LR(0;z;) : i = 1,2,...}
for z; as constructed in the approximated “OUT world” Equation (5.2).

This attack provides a more fine-grained analysis of information leakage than
previous attacks, via simultaneously examining the target relative to two “OUT”
worlds (Equations 5.2 and 5.3) — the comparison between the target model and ref-
erence models (when evaluated at the target record), and the comparison between
the target record and population data (when evaluated at the target model). Con-
sequently, this attack combines the advantages of previous attacks (the target-
model dependent attack and the target-record dependent attack), and enjoys high
computational efficiency simultaneously with boosted performance as shown by

Figure 5.3.
Summary and Comparison

In this section, we have designed a series of increasingly more powerful membership
inference attacks, via incorporating inference games that more precisely capture the
properties of target data and target model in the attack construction. In Figure 5.3,
we illustrate the power of some of the strongest membership inference attacks in
the literature in details. Observe that RMIA utilizes the strongest target-model and
target-record dependent inference game, and thus consistently achieve the highest
performance among all attacks, especially when the number of reference models is
small (i.e., given constrained computation budget). We refer to [Z1.S23, Section 5]
for a more detailed up-to-date comparison among different attacks in the literature.

5.3.3 Deriving Stronger Attacks via Better Signal Functions

Besides deriving more target-dependent inference games, another crucial compo-
nent for strengthening the attacks is to use better signal functions (for which the
patterns between member and non-member are more distinguishable). In this sec-
tion, we explain how to systematically design better signal functions, by increasing
the level of access for the adversary, performing difficulty calibrations or utilizing
powerful existing hypothesis tests.

Increasing Levels of Access to the Target Model

In general, what the adversary can observe about the target model naturally serves
as a signal function §, and it can vary from nothing but the final (label) prediction
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to everything about the model parameters. That is, the adversary might only be able
to observe the final prediction of the model on target data record (label-only access
with § = fp where fy(x) is the predicted class of data x by model #), or can only
observe the loss function of the target model | (black-box access with § = loss), or
in the extreme case can observe the entire model including the model parameters
6 (white-box access with § = ). Another aspect is that the access of adversary to
the model may be passive or active, where the adversary can manipulate the train-
ing process in the active setting but not in the passive setting. After deriving these
increasingly strong signals, we could then construct increasingly strong member-
ship inference attacks (based on shadow models), by simply comparing the different
signal function value with a constant threshold.

Better Difficulty Calibration for Individual Data Record

The success of signal function-based membership inference attack is intrinsically
limited by the possible overlap between the score values of member and non-
member instances. For example, for attacks based on loss values, a non-member test

75
70 | .
65 [ n
=
<
60 - n
55| ——— RMIA (Online) —&— RMIA (Offline) | |
—»— LiRA (Online) —2— LiRA (Offline)
—o—  Attack-R - -- Attack-P
50 | | | | | | | | |
20 21 922 923 94 925 26 97 98
Number of Reference Models

Figure 5.3. AUC of various attacks obtained with using different number of reference
models on the CIFAR-10 dataset. We show three of the strongest membership inference
attacks in the literature: RMIA [ZLS23] (that is target-model and target-record depen-
dent), Attack-R [Ye+22] (that is target-record dependent), and LiRA [Car+22] (that is
target-record dependent). Target model and reference models are trained on random
halves of the CIFAR-10 dataset. The left plots illustrate the results of offline attacks, while
the right ones depict the AUC scores obtained by online attacks. For online attacks, half
of reference models are trained without x and half are are trained with x for each data
record x in CIFAR-10 dataset.
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point (that is easy to learn) may have low loss that is comparable to typical member
training points. Therefore, a simple shadow model-based attack (that compare the
signal value with a constant threshold) would wrongly predict this easy test data
point as member, if it wants to succeed on typical member points. To deal with
this issue, recent works [WGCS21] propose to additionally perform difficulty cali-
bration in shadow model attacks, by computing a difficulty score Sz of each data
record (e.g. its average loss on shadow models). The attack then compares the gap
between the signal function value § and the difficulty score Sy with a constant
threshold ¢. That is, if § — Sdif < ¢, the attacker predicts “IN”. This simple difh-
culty calibration operation turns out to significantly reduce the false positive rate of
simple shadow model-based attacks. This is because, intuitively, even if a test data
point has a small loss, such an attacker may still correctly predict a test data point
as non-member as long as the test data point has a low difficulty score.

Statistical Signals

Besides heuristic efforts for deriving stronger signal functions for membership infer-
ence attacks, there are also efforts that try to apply various existing statistical tests to
membership inference literature. This includes viewing membership inference as a
binary hypothesis test, and then performing Likelihood ratio test [MST21; Ye+22;
Car+22] or Bayes hypothesis test [Sab+19; SM21; TSBP22]. There are also works
that use other aggregated statistics such as p-value to derive powerful hypothesis
test for membership inference [Hom+08; Lon+20].

5.4 How to Analyze the Privacy Risk using Inference
Attacks?

The performance of membership inference attacks, over multiple trials of a given
inference game (Section 5.2.3), serves as an indicator of the privacy risk. To under-
stand the privacy risks, we use different metrics of attack performance to more
precisely reflect different aspects of the information leakage, as defined next.

5.41 Metrics for Measuring Attack Performance

A common metric for measuring attack performance, is the average attack accuracy
over multiple runs of a given inference games (e.g., in Section 5.2.3). Because the
secret bit is chosen to be 0 or 1 with equal probability 1/2 by the challenger, we are
essentially evaluating the average accuracy of the attack on a same number of mem-
ber and non-member target instances D, 8, z. This is crucial because, without any
other prior knowledge on the member and non-member models and data records,
the adversary’s belief about the target instance is uniform. This average accuracy,
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Figure 5.4. An example auditing report for the privacy loss of a target model, using
loss-based reference model attack (optimized for the approximated out world described
in Equation 5.3). The target model and reference models are trained on the CIFAR-100
dataset. We evaluate the performance in terms of the trade-off between TPR-FPR and
AUC score, and compare it with the baseline random guess attack strategy. The perfor-
mance is averaged over random trials of the inference game for a fixed model in Defini-
tion 5.4.

then translates to the adversary’s advantage and quantifies privacy risks in terms of
the membership information leakage (associated with the given inference game).

Besides attack accuracy, it is also crucial to understand other statistical metrics
such as true positive rate — TPR (the probability of an actual member instance being
correctly predicted as member), false positive rate — FPR (the probability of non-
member instances being wrongly predicted as member), in order to understand
the confidence of attack predictions. Moreover, the trade-off curve between TPR
and FPR (and its area under the curve — AUC) serve to quantify the power of an
attacker across all possible confidence levels, for distinguishing member instances
against non-member instances.

In summary, a report of privacy risks estimate using membership inference
attacks at least needs to specify the following components: the specifications for
the attack that is used (such as its signal function and hypothetical in/out worlds);
the specifications for the inference game, i.e. the dataset-model-record tuples that
the success of the attack is averaged over in evaluations (i.e., the constructions of
IN world and OUT world in the inference games); performance report in terms of
attack accuracy or more fine-grained confidence measures (such as the ROC curve
for TPR-FPR trade-off and its AUC score). In Figure 5.4, we provide an example
report for the privacy loss of a model (about its training dataset) under loss-based
reference model attack.

5.4.2 Connecting Privacy Attacks and Differential Privacy

Previous approaches for estimating the privacy risk via membership inference
attacks, typically focus on an average notion of attack accuracy over a large number
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of target instances (i.e., target datasets D, target models 6 and target records z) in
random trials of the different inference games (Section 5.2.3). Meanwhile, a worst-
case quantitative definition of the privacy risk as in differential privacy [DMNSO06],
depends on the performance of attacks on specific target models and data records as
discussed next.

Worst-case Privacy Loss of a Training Algorithm

The vulnerability of a target record crucially relies on the remaining data records
that it is trained with. To quantify privacy risk with regard to the most extreme
adversary, we want to measure the privacy risk of a data record with regard to a
fixed dataset, rather than the average privacy loss of a record (while records in the
remaining target dataset are randomly sampled). Under such setting, the adversary
(in the game) needs to distinguish between the models trained on two fixed datasets
that only differ in whether they contain this specific sensitive record. The following
new inference game captures the privacy loss of a fixed (worst-case) data record with
regard to a fixed (worst-case) dataset.

Definition 5.6 (Membership Inference Game for fixed worst-case record and
dataset).

1. The challenger samples a dataser D & 7" via a Jixed random seed sp, and

trains a model 0 & T (D) on D by using a fresh random seed sg, in algorithm
T.
2. The challenger samples a data record z E xviaa Jixed random seed s;.

3. The challenger trains a model 6, & pu {2} by using a fresh random seed sp,
in algorithm T
4. Remaining steps are the same as (4) to (6) in Definition 5.5.

Note that this game is similar to the game in Definition 5.5 for a fixed record
except that in step (1) the random seed sp is also fixed such that the challenger
always selects the same target dataset across multiple trials of the game. Therefore,
the game Definition 5.6 quantifies the privacy loss of a specific record with regard
to a fixed dataset. When the record and dataset are fixed to be worst-case (crafted),
this game closely resembles the type of worst-case leakage in differential privacy
definition. Therefore, this game (Definition 5.6) is widely used for auditing differ-
entially private learning algorithms [JUO20; Nas+21; Tra+22a].

By running multiple trials of the inference game, the highest attack performance
among all possible membership inference adversaries quantifies a worst-case notion
of privacy loss of a training algorithm (that is analogy of differential privacy). More
formally, the following theorem connects the TPR-FPR trade-off of any member-
ship inference attack and the standard (e, J) differential privacy definition.
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Theorem 5.7. Let D, DU z be an arbitrary (worst-case) pair of neighboring datasets.
If the training algorithm T is (e, 0)-differentially private, then the TPR and FPR of
any attack algorithm A, over random trials of the inference game Definition 5.6, satisfy
the following equation:

FPR+¢ -(1—TPR)>1—0 (5.4)
¢ - FPR+ (1 — TPR) > 1 — . (5.5)

This theorem says that if the training algorithm is differentially private, then
for any given attack algorithm A, it is not possible to simultaneously achieve high
true positive rates and small false positive rates. Hence, there is a trade-off between
the TPR and FPR. For example, a naive attack algorithm that gives a constant
output of IN (OUT) has a high true positive rate that equals one (low false positive
rate that equals zero) but has a very high false positive rate (very low true positive
rate). Finally, there could be multiple attacks with different FPR and TPR values
(i.e., with different confidence for membership prediction) that satisfy the above
Theorem 5.7.

How to Construct the Worst-case Data Record

Designing a subset of vulnerable data records is crucial for understanding the worst-
case privacy risk as defined by differential privacy. However, it is non-trivial to
design such worst-case training data records (as opposed to average-case records
that are randomly drawn from a population data distribution). Many heuristics
for choosing worst-case data points rely on poisoning attacks that aim to maxi-
mize the loss, or (clipped) gradient of the record on the trained model [JUO20;
Nas+21]. There are also several works that focus on inserting outliers to the train-
ing dataset [Car+19], or finding the outlier data records in the training dataset by
empirically estimating the similarity between different data records (e.g. in terms
of cosine similarity in the latent space [Lon+20]). Consequently, by restricting the
targets to this (heuristically-selected) subset of vulnerable records, the success rate
of membership inference attack could be significantly improved [Tra+22b]. How-
ever, it is still an open problem as to how to construct vulnerable data records that
have worst-case guarantee.

5.5 Privacy Meter

ML Privacy Meter is a python library that enables quantifying the privacy risks of
machine learning models about individual data records in their training datasets.’

i.  hups://github.com/privacytrustlab/ml_privacy_meter
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The tool reports different kinds of privacy risk scores (as described in Sec-
tion ch5:sec4) which help in identifying the data records that are under high risk
of being revealed through the model parameters or predictions. Such reports offer
practical estimates of the privacy risks in machine learning systems, when compared
to efforts for proving upper bounds for the privacy risks in terms of differential pri-
vacy parameters. To this end, privacy attacks may serve to offer a more realistic
lower bound for the existing privacy risks, in the case when the differential privacy
upper bounds are overly conservative. Therefore, it is crucial to combine both kinds
of efforts to understand the actual privacy risk in a machine learning system, thus
avoiding overestimating or underestimating the privacy risks. Such understanding
of actual privacy risk enables designing privacy-preserving machine learning system
with an aim to reduce the performance cost, i.e. to achieve optimal privacy accu-
racy trade-off. Figures 5.1 and 5.4 in this chapter are generated by the ML Privacy
Meter tool.

5.6 Concluding Remarks and Bibliographical Notes

The efforts for formally defining and studying membership privacy risks originates
from genomics literature [Hom+08; SOJHO09]. The usage of shadow models for
attacking machine learning models is initially proposed and studied in Shokri et
al. [SSSS17]. Later works [YGF]18; NSH19] further derived simper and stronger
variants of the shadow model attack by exploiting other signals such as the loss
and gradient norm. Following the inference game studied in shadow model attacks
(that captures average privacy loss of a training algorithm), Sablayrolles et al.
[Sab+19] and Murakonda et al. [MST21] further study the problem of optimal
attack strategy for membership inference, from the perspective of deriving power-
ful hypothesis tests under certain assumptions about the training algorithm or the
model. Recently, there are efforts for improving the shadow model-based member-
ship inference attacks, via reducing the adversary’s uncertainty about properties of
a specific data record in the inference games, or via taking into account of difficulty
of each data record, see Ye et al. [Ye+22], Carlini et al. [Car+22], and Watson et al.
[WGCS21] for detailed discussions. Although these new attacks outperform attacks
that are based on the behaviors of shadow models on population data by a large
margin, they do not strictly dominate them on all membership inference queries
(e.g., on out-of-distribution non-member queries), as observed in Zarifzadeh et
al. [ZLS23]. Additionally, to achieve strong performance, these new attacks often
require training many reference models for attacking each target data record, thus
incurring high computation cost. Motivated by these limitations, the recent work
of Zarifzadeh et al. [ZL.S23] proposes to use a novel pair-wise inference game, so as
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to leverages both population data and reference models in attack construction. The
resultant attack RMIA [ZLS23] was then shown to enjoy enhanced attack power
and robustness against changes in adversary’s background knowledge.

The problem of translating the performance of membership inference attack
into meaningful reports for privacy risk estimates is increasingly studied in recent
years. Yeom et al. [YGEJ18] and Jayaraman and Evans [JE19] focus on translating
overall attack accuracy (on general targets) to differential privacy parameter esti-
mate. Jagielski et al. [JUOZ20], Nasr et al. [Nas+21], and Zanella-Béguelin et al.
(Zan+23] further translate the empirically measured FPR and TPR of the attacks
(on worst-case poisoned data records) into statistical lower bound estimates for dif-
ferential privacy. Following on these line of works, Steinke et al. [SNJ24] and Pil-
lutla et al. [Pil+24] further translates average-case FPR and TPR of the attacks (on
randomly sampled training data and test data) to statistical lower bound estimates
for differential privacy, thus significantly reducing the required number of trained
models for privacy auditing (to as few as one or two). These translations (such as
Theorem 5.7) rely on variants of the binary hypothesis testing formulation of dif-
ferential privacy [WZ10; KOV15], and bounds the error of an arbitrary test (i.e.,
a membership inference attack strategy) with the differential privacy parameters of
the training algorithm. There are also connections between the TPR-FPR curve
of membership inference attack and other more fine-grained variant of differential
privacy definition, such as Gaussian differential privacy [DRS19]. See Murakonda
et al. [MST21] for more discussions.

Recently, there are also increasing discussions about what the best metrics
for measuring attack performance are, to more precisely capture the actual pri-
vacy risks in machine learning models. These metrics include precision [SSSS17;
Lon+20; WGCS21], unbalanced attack accuracy [Sab+19; WGCS21], TPR-FPR
curve [MST21; Ye+22; WGCS21; Car+22].
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Private Optimization

By Abhradeep Thakurta

6.1 Introduction

Consider a data set D = {4y,...,d,} drawn from some domain D*, and a loss
function L(0; D) = Z?:l {(0; d;), where 8 € R? is the model, and € : R? x D
is the loss function on individual data samples. In this chapter, we will focus on
algorithms for estimating (6.1) while preserving (e, d)-differential privacy, where
C C R? is the constraint set

0* € argmin L(0; D). (6.1)
geC

The above formulation is often called the Empirical Risk Minization (ERM), and is
powerful enough to capture a large class of learning tasks. For example, i) in linear
regression the data record is ; = (x;,7;) (with x; € R being the feature vector,
and y; being the response) and the loss function is €(0;d;) = (y; — (x;,0))?, ii)
in logistic regression the loss function is £(6; d;) = In (l + e‘yi(xi’9>), and iii) in
the case of deep networks with binary cross entropy, the loss function is £(0; ;) =
In(1+e7 ho (Xf)), where /g(-) is the network parameterized by the model weights
0. ERM frameworks also allow a direct a direct way of minimizing the population
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loss (a.k.a. true risk or the test accuracy), i.e,

49;0}) € argminE, 7 [£(0;d)]. (6.2)
feC

In (6.2), T is a distribution over the domain D. If the data set D is drawn i.i.d. from
the distribution 7, it is then not hard to show by the so-called uniform convergence
theorem [SSSS09] that the following holds for any 6 € C, with probability at
least 1 — S over the randomness of D. In (6.3), L is the {-Lipschitz constant
(Defnition 6.1) on the individual loss functions €(-;-) w.r.t. the first parameter,
and ||C||, is the £3-diameter of the constraint set C. Hence, if one can estimate 6*
well with differential privacy, then it immediately implies a strong bound on the
true risk’. In this chapter, we will hence focus on solving the ERM problem (defined
in (6.1)) with differential privacy.

B 100 )] = By [€0}s ) |

Excess true risk

=Y 2@, p) - 0" D)

Excess empirical risk
-1 -In(d
+o(1: el - /22 Int /'3)). 63)

To begin with, we need the following properties of (convex) function that we will

be using throughout the chapter. In each of the algorithms, and the corresponding
analysis, we will explicitly state which properties of the function we are assuming.

Definition 6.1 (L-Lipschitz continuity). A function f : C — R is L-Lipschitz w.r.t.
the € g-norm if the following is true for any 0,6, € C:

f(61) =f@)| < L- 1161 =l (6.4)

Unless mentioned explicitly, we will assume Lipschitzness w.r.t. the £2-norm.

Definition 6.2 (y -Smoothness). A function f : C — R isy -smooth, if the following
is true for any 01,6, € C:

F0)) < FO) + (VF 1), 0, — 01) + % 16, — 6113 . (6.5)

i There are more sophisticated and tighter methods for converting from excess empirical risk to excess true
risk [SSSS09; BETT19], but they are beyond the scope of this chapter.
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Definition 6.3 (A-Strong convexity). A function f : C — R is A-strongly convex,
if the following is true for any 01,60, € C and for any a. € (0, 1]:

A-a(l—a
fla-61+Q—a)-6) <a-fO)+(1—a) f(b)— % 16, — 0115
(6.6)
If A = 0, we say that the function | is convex. If f is differentiable, we can replace the

condition in (6.6) with,

F6) = FO) + (VFO1).0,— 01) + % 162 — 6112 67)

Overview of the Chapter

The chapter is organized as follows. We will first discuss DP-ERM algorithms that
satisfy pure e-differential privacy. The specific algorithms we will discuss are 1)
Exponential mechanism [MT07; BST14], and ii) Objective perturbation [CMS11;
KST12]. Then, we will move on to discuss DP-ERM algorithms that satisfy (e, 9)-
differential privacy. There, we will focus our attention on a couple of algorithms,
namely, differentially private (stochastic) gradient descent (DP-SGD) [BST14;
Aba+16; TTZ14a] and differentially private follow the regularized leader (DP-
FTRL) [Kai+21b; ST13a; AS17]. We will then provide a (¢, d)-differentially private
algorithm for the high-dimensional setting where the dimensionality p > 7. This
algorithm is called the private Frank-Wolfe [TTZ15]. Finally, we will demonstrate
how (and when) these algorithms provide optimal privacy/utility trade-offs by vis-
iting some of the lower bounding techniques in DP-ERM.

Note: All the results in this section are in the add/remove model of differential pri-
vacy (see Section 1.4.1 of Chapter 1). They can be easily translated to the replace-
ment model by paying a factor of two in the privacy parameters via standard meth-

ods [DR+14].

6.2 Empirical Risk Minimization with ¢-DP

In this section, we provide algorithms for solving the ERM problem in (6.1) under
e-differential privacy.

6.2.1 Exponential Mechanism based Private ERM

The first algorithm we look at is based on the classic exponential mecha-
nism [MT07]. Later we will see that this algorithm is indeed optimal for the case
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when for any datasample d € D, the loss function £(8; &) is convex and L-Lipschitz
in its first parameter, within the convex constraint set C.

Algorithm 1 Aexp—samp: Exponential mechanism based convex optimization

Require: Data set of size #: D, loss function: ¢, constraint set: C, £2-Lipschitz
constant: L, privacy parameter: &
1. L(O;D) « D7, £(0;d;).

2: Sample and output a point PV from the constraint set C w.p.

exp( 2L||CH - L(0; D))

First, we show that Algorithm Aexp—qmp is e-differentially private. The proof
will go via fairly standard arguments used in analyzing exponential mechanism. A
vanilla analysis of the sampling distribution in the algorithm would require the loss
£(0;-) to be bounded in terms of its value. However, by using a fixed anchoring
point 6, it suffices to operate with the Lipschitzness assumption.

Theorem 6.4. Algorithm 1 is e-differentially private.

Proof. Consider the kernel u(6;D) = exp( 2L||C|| - L D)) of the prob-
ability distribution in Algorithm Aep—samp. Let 89 € C be any fixed model
parameter. Now, notice that the sampling distribution generated by u(0) is
identical to the distribution generated by the following kernel: 7(0;D) =
exp (_2L||8—C||2 - (L(9; D) — L(O; D))) Hence, in the rest of the proof we will only
consider 7(0; D).

Consider any two neighboring data sets D and I)'. Let d be the data record on
which they differ. W.l.o.g., data set D has data record &, and D’ does not. For any
0,6y, we have the following.

|(£(0; D) = L(B; D)) — (L(O; D) — L(Oo: D)) | = 1£0; d) — €603 )]
<L-16—6l, < LICl,. (6.8)

To ensure differential privacy we need to make sure that for any measurable set
S C C, the following is true.

—& < f@eSlu (H’D) f@eClu (G;D/) <
= : se
f@eC H (0; D) fHeS M (0; D/)

By (6.8), forany 6 € C, et/2 < % < ¢7¢/2, Hence, the condition in (6.9) is

immediately satisfied. This completes the proof. O]

(6.9)
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In Theorem 6.5 we show that for Algorithm 1, the excess empirical risk is
bounded by O (%) In the proof, we will heavily use convexity property of
the loss function €(; -) to show this bound.

Note: The following simpler bound is easy to prove without relying on convexity:
Let B be a unit ball centered at the origin. If yB C C, then the excess empirical

risk is bounded by O (‘DLlLC”z -In (gnLﬂC”Z )) We leave the proof of this statement

as an exercise. This result is significant because it shows that one can obtain both

DP guarantee, and strong excess empirical risk bounds just by assuming the loss
function to be L-Lipschitz within the constraint set.

Theorem 6.5. Let 0P be the outpur of Algorithm 1 above. Then, we have the
Jollowing guarantee on the expected excess risk. (The expectation is over the randomness

of the algorithm.)

E[£0°" ;D) - £O*D)] = O (pL ||C||z) .

€
Here, 0* € argmin,_. L(0; D).

Proof. Consider any differential cone Q centered at 8*. We will first bound the
excess empirical risk, conditioned on 8PV € Q. Since the bound will be true
for any €, by the law of total expectation, the guarantee in the theorem statement
immediately follows.

Let I' > 0 be a fixed parameter to be defined later. For the purpose of brevity,
let £(0) = L(0; D) — L(0%; D). We first split Q into different levels A;’s, where
each A; is defined as follows:

Ai={0eQnC:(i—-1)-T<f@O) <i-I'}. (6.10)

Notice that A1 corresponds to the region, where the excess empirical risk f(0) < T'.
Instead of directly computing the probability of 9PV lying outside A;, we will
individually compute the probability of #°"V being in each of 4;,7 > 1 individ-
ually, and then take an union bound over these probabilities. Typically, this line of
argument is referred to as the “peeling argument”.

Since Q is a differential cone, and f'(@) is continuous on C, it follows that within
QNC, f(0) only depends on [|§ — *||,. Centered at 8%, let 71, 72, . . . be the end
boundaries for the sets A, Ay, ... respectively. Hence, one can redefine (6.10) as
follows.

Ai={0eQNC:ry <fO) <n}, 6.11)

In Claim 6.6 we show that due to convexity of £(8), the gap between successive
ri’s (i.e., 7; — 7i—1) is decreasing for 7 > 3.
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Claim 6.6. Convexity of [ (0) implies that rj — ri—1 < ri—1 — ri—2 forall i > 3.

Proof- Since 0* is the minimizer of f(#) within the constraint set C, and since
f(0) is convex, we have the following any two 61,0, € C N Q with f(62) > f(61):
162 — 0%l > [|6; — 0*||,. This immediately implies the claim.

Now, recall the volume of any of the 4; is given by Vol(A4;) = const- frj’_ N ~Ldr.
Hence, we have the following:

Vol(4;)  (ri—1 P (rifric)? — 1 rie1 \ .
VOI(Az) - ( 7 ) . W S ( " ) S (l - I)P (612)

O]

The last two inequalities in (6.12) follows directly from Claim 6.6. Recall
the definition of I'. Hence we have the following for the excess empirical risk

F(OPV) > 4T, conditioned on P e C N Q. In the following, we remove
the conditioning for brevity.

Pl (P™) > 4r) < T € Uil > Vol (_M)

- Pr[@priv e Ay] — Vol(A4,) 2L||Cll,
(6.13)
e(i—3)r
= Z(l_ D7 -exp ( 2L1Cl )
32 exp (=i
( 2LHC||2) (6.14)

< N
1 — 2 exp (——2LT|C||2)

The last inequality in (6.14) follows from the fact that (i — 1)? < 37 - (Zi_l)p for
all 7 > 4. Hence for every ¢ > 0, if we choose I' = % (@4 D InB3) + 1),
then we have the following,.

8LIICII
&

Pr [f(ep”v) > ((+ 1) InB) + t)] <e . (6.15)

Since (6.15) is true for all # > 0, we have the required bound as a corollary. ]

Oracle Complexity

It is not obvious how to implement Algorithm 1 efficiently. Even before that we
need to decide on how we measure computational complexity. In this section, and
in the rest of the chapter, we will measure the complexity in terms of number of
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oracle calls to the gradients of individual loss function V£(6; d). This is consistent
with the standard optimization literature [Bub15].

Since the loss functions €(:; -) are convex in the first parameter, Step 2 of Algo-
rithm 1 results in sampling from a log-concave distribution. Classic results from
sampling theory [LV06] allows sampling efficiently from these distribution, albeit
the convergence is usually in the total-variation-distance (TVD). In order to guar-
antee e-differential privacy, it is necessary to have the sampling distribution to con-
verge to the true distribution induced by Step 2 of Algorithm 1 in the £+ -distance.
[BST14], which got improved by [MV21], provides algorithms with £ -distance
convergence and oracle complexity of O (Zpoly (p)).

Requirement of Convexity

While the utility analysis of Algorithm 1 heavily relies on convexity, the privacy
analysis does not. The privacy analysis only assumes that €(6;d) is L-Lipschitz
w.r.t. the €3-norm. As it will be more obvious in the later parts of this chapter,
such a property is rare in algorithms designed for DP optimization. However, the
general philosophy regarding the design of DP optimization algorithms that the
reader should keep in mind is that, it is always desirable that the privacy property
of an algorithm should rely on minimal set of assumptions, which in particular
should be enforceable/efficiently testable. It is okay to make stronger assumptions
for the corresponding utility analysis. Convexity, unfortunately, is not an efficiently
testable property in general.

Note on Optimality

The utility bound obtained in Theorem 6.5 is indeed optimal. One can use use
standard machinery of the so-called “packing argument” [HT10; BST14] to achieve
the lower bound.

6.2.2 Objective Perturbation for Private ERM

While Algorithm Aeyxp—samp is optimal for pure £-DP (i.e., with 6 = 0), any nat-
ural extension of Acxp—samp is not known to be optimal in the case of (&, 6)-DP.
In this section we will see an algorithm that is simultaneously optimal for both -
DP and (g, J)-DP. Additionally, this algorithm will be computationally efficient in
regards to oracle complexity. The algorithm is called objective perturbation (Algo-
rithm 2) [CMS11; KST12]. Along with the loss function £(6; -) being L-Lipschitz
w.r.t. {3-norm, it requires two additional properties: i) £(6; -) should be twice con-
tinuously differentiable, ii) Amax (Vezf(@; )) < Amax> and iii) rank (ngf(@; )) <r
. Here Amax(+) corresponds to the maximum eigenvalue of a positive semidefinite

(PSD) matrix.
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Algorithm 2 A —per: Objective Perturbation

Require: Data set of size 7: D, loss function: ¢, £3-Lipschitz constant: L, constraint
set: C, {5-regularization: A, noise multiplier: 4.
1. L(0;D) « X7, (0 d;).
2% 0PV argming.o LO; D) + 51013 + (6,0), where 6 ~ G(L - 1) and

__eel)
O e (E)

3. Output OP1 |

In Theorem 6.7 we provide the privacy guarantee for Algorithm 2. Notice that
the regularization parameter A has to be lower bounded to ensure DP. As it will
be clear later, this lower bound is much lower than that what one would set to
get an optimal excess empirical risk bound. In Theorem 6.7, we only provide the
privacy analysis for the setting where the constraint set C = R?. While the privacy
guarantee holds for any convex constraint set C C R?, the proof is much more
involved and requires measure theoretic arguments. We encourage curious readers
to look at [KST12] for more details.

The proof of Theorem 6.7 will provide a curious connection to exponential
mechanism, which was not known earlier, prior to this book chapter.

Theorem 6.7. Let the loss function €(0; d) be twice continuously differentiable for all
0 € C, and for all d € D. Furthermore, V0 € C,Nd € D : |VE(0;d)|, < L,
Amax (sz(ﬁ; d)) < Amax and rank (ng(@; a’)) < r. If we set the noise multiplier
A = 2/e, and the regularization parameter A > —m5_ then Algorithm 2

1—exp(—¢/2)’
(Algorithm Aobj—pert) satisfies &-differential privacy.

Proof for the special case when C = RP. Consider the regularized loss function
J@;D) = L(O; D) + % |17 ||%. Consider the following probability distribution:

(6.16)

e 1

[ —— - ||\VJO; D . .
1(®) o exp (=3 - IVT@:D)lz) - V76.:D)
Additionally, let 6p(0) = V.J (@; D). Since, J (6; D) is a strictly convex function,
the mapping is a bijection. Let vp(4) be the induced distribution on the random
variable 6p(6). By the Radon-Nikodym theorem [Bil08], we have the following:

det(V2T (65 D)) _

&
vp(b) o exp (_Z : ||17||2) e (V2T @0:D))

exp (=57 16l) . (6.17)

Notice that the induced distribution vp(4) is independent of the data set D. Hence,
from here on we will remove the subscript D in the rest of the proof, and refer the
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distribution as v (4). Going back to (6.16), we want to understand the differential
privacy property of up(6). For two neighboring data sets D and D', and at a given
0, we have the following:

up(0) _ v(bp(0)) _det (V27(0; D))
up @) ~ vy ©) dec (V2T 6:D))
A B

(6.18)

We can easily bound term A in (6.18) by the €-Lipschitz property of the loss
function €(+; -). By definition of 6p (), we have the following:

16p©0) — by ), = | VT 0: D) — VT 0: D), < L. (6.19)

Therefore, by triangle inequality, the term A in (6.18) is upper bounded by
exp (§). Next, we will bound term B in (6.18). For the purpose of brevity, let
= V27 (@; D) and W = V27 (0; D'). We prove the following claim.

det(W”) < A
det(W) — A—rldmax’

Claim 6.8. Under the assumptions of Theorem 6.7, we have

Proof. Since the rank of any V2¢(6; d) is upper bounded by 7, it follows that the

matrix £ = W’ — W has rank at most 7. Let 61 > 09 > ... > o, > A be the
eigenvalues of the matrix W, and ol >0,>...> 01; > A correspondingly for

W’. Recall that det(W) = "1 0;. Therefore, we have the following.

det (W) 1Y ol —oj ? lo! — ail
dec (W) =11, _H(l T, ) = H(l +T) (6.20)

=1

26! [Ticiijylog — ol
o keli
=1+Z|’ Z E” = Fo (621)
=1 elpli#i
7 A max 7 A max A
<1 R — 6.22
_+A+(A)+ ‘A—imax (6.22)

The inequality in (6.20) follows from the fact that each of the eigenvalues are
lower bounded by A. The first inequality in (6.22) follows from the fact that
Vi € [pl,l6] — 0/l < 7Amax. The last inequality in (6.22) follows from fact that
A > 7Amax. This completes the proof. O

Since by assumption A > %, term B in (6.18) is upper bounded by

exp (5). Hence, we have proved that the sampling distribution in (6.16) satisfies

e-differential privacy. In the rest of the proof we will show that the distribution of
OP™ in Algorithm Aobj—pert is identical to (6.16).
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Since we are operating the in the unconstrained space, i.e., C = R”, we have the
following:

b=—(VLO:; D) + AO) = — (VT B; D)). (6.23)

By using Radon-Nikodym theorem [Bil08], we have the following distribution on
epriv .

1

privy _ TS A
w07 =v) - S NI 6 D)

(6.24)

Here, v () is the is the pdf of the distribution on the random variable 4, which is
proportional to exp (—# - ||4]|,). This completes the proof. O

Analogous to Theorem 6.5, we provide the utility guarantee of Algorithm
Aobj—pere in Theorem 6.9.

Theorem 6.9. Recall all the parameter choices in Theorem 6.7 for Algorithm 2

, . ) 32-pL
(Algorithm  Aqbj—per). Additionally, assume m < \;”»Tﬁ, where

rank (V3€(6;d)) < r,V0 € C,d € D, and 0 € C. Then, under appropriate choice
of the regularization parameter A, the following is true:

E [L(GP”'V,D) _ E(@*;D)] _0 (PL |LC||2) |

Proof. Consider the regularized loss function J(0; D) = L(0; D) + % ||(9||%, and
the noisy regularized loss function jnoisy(ﬁ; D) = j ;D) + (b,0). Let the fol-
lowing be the minimizers for each of the losses: 0P = arg miny . JTnoisy (05 D),

0 = argminy_, J(0; D), and 0* =€ argmin,_. L(0; D).
By the strong convexity property of Jhoisy (05 D), the following is true:

—~ . A |~ . 2
Tncisy @ D) = Ty 0" 3 D) 4+ 5 |0 0°™ | (6.25)
R N . . A~ 2
& J@:D) +(6,0) 2 TO™ ;D) + (5,0°™ ) + “e -7 |’
(6.26)
9. D) — priv 7 _ ppriv é A __ ppriv 2
& (7@:D) = TO™™ D)) + (6.0 - 6°) = = [0 - 6P™ |

(6.27)
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. ) R . A 1~ 2
= 61l |2 - 0P 2 0—P™) 2 D |7 - 0P i
_ 20l
- A

(6.28)

= (|§_ gPrv (6.29)

2

In the above (6.28) follows from the fact that (j(a D) — J(OP"V ;D)) <0,
and the inequality in (6.29) follows via Cauchy-Schwartz. Using (6.28) we imme-
diately have the following inequality, which bounds the difference 7 (6P ; D) —
J @; D).

R . A 1~ 2
Tnaisy @ D) = Tooiey 0P D) + 5 |0 — 6P (6.30)

2

R N . . A fl~ 2
& J@:D) +(6.0) = TO°™ D) + (5,67 + = He _ gPriv

2
(6.31)
o JOPV;D)— T@; D) < (6,0 — 0PV He geriv [* . 632
priv 0. n priv 2 ||b||2
— J©O°V;D)— T@;D) < |16, - He —ov| < R (6.33)

Now, we finally bound £(@P" ; D) — £(0*; D) in terms of ||4||,. We have the
following:
)

(z(e* D)+ — He HZ)
A x| 2 riv
+5 (I3 - Hep

< J©O°":;D) - J (6" D)+ |}e > (6395

ﬁ(gpl’lv;D) _ ,C(Q*,D) — (ﬁ(epl’lv ,D) 4+ = ngnv

) (6.34)

< J(O";D) =~ J@: D)+ He B

20615 Ay L2
(2 L) 630

The first inequality in (6.36) follows from the fact that J(0; D) > J ((/9\, D),V0 e
C, and the second inequality follows from (6.33). Taking expectation on both sides
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o 2/ E[I13] .
of (6.36), and optimizing for A = —=z——, we have the following:
. . E[1615] A o2 _2E[0E15] Ao
E[£@°™;D) - £©"D)] < ooty s ——+ Sl

IA

ICIl, - /E [116113]- (6.37)

Given the distribution on 4 in Algorithm Aqpj—pere, it is not hard to observe that

1], ~ Gamma (p, ZS_L) Therefore, by standard properties of Gamma distribution,
2 272 272

we have E [||b||%] = 4f§ + 41;2L < S‘DSZL . Plugging in this bound in (6.37)

completes the proof. O

Requirement on Smoothness, and Bounded Rank Hessian, and
Convexity

For the privacy analysis in Theorem 6.7, we made these assumptions, beyond just
assuming that the loss function €(:; ) is £3-Lipschitz bounded. In the following,
we discuss the necessity of these assumptions.

Consider a simple problem where the data sample &; € R, and the loss function
£(0;d;) = |0 — d;], i.e., the ERM problem argming_p > 7, |0 — d;| is estimat-
ing the median of the data set D = {4, ..., d,}, with each 4; being unique. For
brevity, assume 7 is odd, so there is a unique median. Clearly, the function is non-
differentiable at@ € {4, ..., d,}, and hence non-smooth at those points. We focus
on the loss function £(8; D) at @ = dyeq. Notice that the slope of £(6; D) in the
vicinity of deq is either —1 or +1. Now, since |4| exponentially distributed (as
p = 1), we have Pr[|6] < 1/2] = 1 — exp(—¢/4). If the strong convexity term
A = 0in Algorithm Agbj—peres th_en clearly, with probability atleast 1 —exp(—&/4),
Algorithm Aqpj—pere outputs OP™' = ded. AS dmed is a data point in the data set
D, it is a direct violation of £-DP. One might argue that non-zero value of strong
convexity parameter A will improve the situation. To move the minimizer away
from dpeq, it is necessary that A > m to ensure that the absolute value of the
slope of the regularizer at dpeq is at least 1/2. Since, dined can be arbitrary close
to zero, A has to be potentially infinite, which in turn will destroy any utility of
the algorithm. This argument shows that smoothness is a necessary condition of
Algorithm Aqgp;—perc to ensure DP.

While convexity is a necessary condition for the proof of privacy in Algorithm
Aobj—peres it is possible that one may be able to design variants of Agpj—pere that
does not rely on convexity for privacy. Curiously, if one observes the sampling dis-
tribution of PV in (6.16), then it would be obvious that removing the scaling
term with det (sz 0; D)) with result in a sampling distribution that can proven
to ensure £-DP without relying on convexity, or even smoothness. (The proof will
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be a direct extension of the privacy theorem for Algorithm Acyp—samp> i.e., Theo-
rem 6.4.) Itis an active area of research to design variants of Objective perturbation
to be amenable to non-convex losses [NRVW20]. There is not much of an intuition
there whether the condition on the regularization parameter A should necessarily
depend on the rank of the Hessian (7). It may be a slack in the analysis of Theo-
rem 6.7.

Computational Efficiency

While Algorithm Agpj—pere is @ mathematically well-defined object, it is unclear
how to implement it in practice. In particular, for arbitrary convex losses, any
reasonable optimization procedure will not reach the true minimizer @°" with
finite oracle complexity. Given a pre-specified parameter y, there are optimiza-
tion methods [Bub15] that will be ensure that they will output a model of
s.t. ” anoisy(QT; D) H2 < vy with O (n/poly(y )) oracle complexity. (Here
Jnoisy (05 D) = L(0; D) + % ||9||% + (6,0).) In the unconstrained setting C = RR?,
because of A-strong convexity of Joisy, it implies ”QT — GPiv H2 = 0 (%)
Therefore, one can add an additional DP-friendly noise with standard deviation
O (£), to cover for |67 — 6PV | . For the constrained setting, one can first per-
form the above procedure on the unconstrained problem, and then project onto the
constraint set C. For a detailed discussion on this approach, see [lye+19; BETT19].

Excess Empirical Risk for Strongly Convex Functions

Theorem 6.9 is stated for just Lipschitz convex functions. However, the proof essen-
tially goes via bounding the excess empirical risk for the strongly convex objective
J@;D) = L(O;D) + % IIHII% (see (6.33)). Using this machinery, one can obtain

an excess empirical risk of O (izni 22 ) , if each of the individual loss function €(6; 4)

is assumed to be A-strongly convex. Notice that this bound is tight [BST14]. While
Algorithm Aqpj—perc requires assumptions like smoothness for the privacy proof, a

variant of the exponential mechanism Aexp—samp can also achieve a similar bound,
albeit a more complicated analysis. (See Section 4 of [BST14] for more details.)

Extension to (e,0)-DP Variant

We will discuss algorithms that are specifically designed to obtain strong pri-
vacy/utility trade-offs in the (g, J)-DP setting. But it is worth mentioning that
Algorithm Agpj—pere can be shown to provide strong privacy/utility trade-offs
in the (g,0)-DP setting too. The only change that is needed is the following:

&

2
Change the noise distribution of 4 to N (0, O (M) . ]Ip). Since Gaus-

sian distribution has a tighter concentration, the excess empirical risk becomes



Empirical Risk Minimization with (¢, §)-DP 217

o ( HClzv/pIn/0) "Spln(l/(;) . This bound is also known to be tight [BST14]. In Sec-

tion 6.3 we will study algorithms that achieve similar bounds, however, do not
require assumptions like smoothness, or bounded rank of the Hessian. Also, the
privacy guarantee of these algorithms will not depend on the convexity of the loss
function.

6.3 Empirical Risk Minimization with (¢, 0)-DP

In this section we will look at algorithms that achieve optimal privacy/utility trade-
offs under (¢, 9)-DP, while assuming the loss function €(0; &) being L-Lipschitz
in 0, w.r.t. £2-norm. As we discussed earlier Aqpj—pere achieves similar bounds, but
require additional assumptions like smoothness, and bounded rank of the Hessian.
Algorithmically, the main difference from Algorithms 1 or Algorithm 2 is that we
will not argue privacy for the final model @P"V . Rather, the privacy guarantee will
hold for the complete optimization path (i.e., the intermediate models that will get
generated. This eventually will imply the (g, d)-DP guarantee of the final model
6PV . Since we “privatize” the complete optimization path, as opposed to arguing
privacy for the final model @P"V | the resulting algorithms operate under weaker
privacy assumptions.

6.3.1 Differentially Private (Stochastic) Gradient Descent
(DP-SGD)

DP-SGD [SCS13; BST14; Aba+16] is currently the most widely-used differentially
private learning algorithm in practice, with at least two large-scale open source
implementations TensorFlow-Privacy [Aba+15], and Opacus [You+21]. Along with
its practical success, it also provides optimal privacy/utility trade-offs analytically.
While there are various variants of DP-SGD in the literature [SSTT21], the one
we will primarily focus on in this chapter is the full-gradient descent version. The
presentation of the algorithm (Algorithm 3) will be primarily based on [SSTT21].

There are a few distinctive properties of the algorithm. First, notice the term
clipping norm. Unlike Algorithms Aexp—samp and Aobj—pere above, Algorithm
App—sGp does not assume that the loss function €(6;d) is €2-Lipschitz. Rather
via the clipping norm bound, in Step 3, it enforces that the £3-norm of the gradi-
ent’ of any individual €(@; 4;) is bounded by L. Second, as we mentioned earlier,

ii.  All the results for Algorithm App_sgp holds if the gradient is replaced by subgradient. So, differentiability

is not a necessary condition.
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Algorithm 3 App_scp: Differentially private stochastic gradient descent (DP-
SGD)

Require: Data set D = {dy,- - ,d,}, loss function: £ : R” x D — R, clipping
norm: L, constraint set: C C R?, number of iterations: 7', noise multiplier: 4,

learning rate: 7.

1: 60 « 0.

2. fort=0,...,7 —1do

3; g = 2y clip(VE(bs; d;)), where clip(v) = v - min {1, ﬁ}

4: 0,41 <« Il¢ (0; /| (gt +N (0, 0'2))), where Il¢(v) = argming . [|v—
fllpand e =L - 4.

5: end for

6 return 0PV = L >T 6,

we will show that the entire optimization path {6y, ...,607} is (¢, )-DP. Third,
in Step 6 we output the average of all the models. One can provide similar util-
ity/privacy trade-off for the last iterate too, i.e., 87 [BST14]. We chose the aver-
age model purely for the simplicity of analysis. Fourth, unlike traditional SGD
(stochastic gradient descent) [Bub15], where each g; is computed on a minibatch
of examples from the training set D, in Algorithm App_sgp we use the complete
gradient. As we will discuss later, the privacy/utility trade-off that we will obtain
for Algorithm App_sGp can also be obtained via using a minibatch of size one in
each step ¢ € [7], drawn i.i.d. from D. For the purpose of brevity, we will provide
the main analysis in the context of full-batch gradient.

In the following, we first provide the privacy guarantee for Algorithm App_scp.

Theorem 6.10. Ifwe choose the noise multiplier A = —‘2T(lng(1/5)+£), then Algorithm
Apr—scp (Algorithm 3) satisfies (&, 0)-differential privacy.

Proof. Consider the estimation of any g, in Step 3 of Algorithm App_sGp, given
0;. Let D and D' be two neighboring data sets, and g, and g be the correspond-
ing gradient estimates at 6;. Due to the clip(-) function, we have the following:
le: — & ”2 < L. Therefore, we can think g; : # € [T] to be a set of 7" adaptively
chosen queries on the data set D, with each query having {;-sensitivity of L. By
standard composition property of Gaussian mechanism (described in Part I of the

2T (In(1/0)+¢
&

book), if we choose the noise scale to be A = ), then the set of

{61, . ..,0,} satisfies (¢, 0)-differential privacy. O

Next, we move on to prove the utility guarantee of Algorithm App_sgp. We
show the following:
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Theorem 6.11. Assume that |VE(O;d)|l, < L foralld € D and 0 € C, and
0 € C Under appropriate choice of the learning rate 1, and setting the number of steps

2T (n(1/9)+e)
&

T = % and the noise multiplier . = , we have the following:

E [z(ep”'v ,D) — L0 D)] —0 (%C”Z‘/p(ln(l 70) + e)) .

Proof- We prove the theorem via the standard template for analyzing SGD meth-
ods [Bub15]. Recall PV = % sz:1 0,, where {01, ...,607} are the models in
each iterate of DP-GD. By convexity, and the standard linearization trick in con-
vex optimization [Bub15], we have:

T
> (VL®Os D)0, — 6%). (6.38)

=1

L (QpriV;D) - L (9*;D) < %

Let 4, is the Gaussian noise vector added at time step # To bound the error in (6.38),
we will use a potential argument w.r.t. the potential function

2 ene]].

Recall the update step in Algorithm App_sGp: 6,41 < (0, — n(VL(O,; D) +
b;)). Since, by assumption the loss function £(6; &) is {2-Lipschitz bounded, clip(-)
does not have any effect. We get the following by simple algebraic manipulation:

YiOr1) = Epy,.p, | |Te O = n(VLO@: D)+ 0) = 0" 5] (639)

< Ep., |00 = 0%) = n(V LG D) + 8)[3] (6.40)
=Y¥.(0,) — 2’7Ebl,...,b, [(V[’(et; D)+ b,,0, — ‘9*>]

+ 1By, [IVLO: D) + b:13] (6.41)
< Wi (0) — 25Ey, .0, [(Vﬁ(igﬁ D), 0, — 9*>]
+ 0% (L + By, [16:113]) (6.42)

.....

+ P (4 p- A7), (6.43)

where (6.40) follows from the fact that £;-projection onto a convex constraint set
C always reduces the £5-distance, and (6.43) follows because b, ~ N'(0, L22%)?
and thus E,, [||/7r||%] =p- I%)2. Rearranging the terms in (6.43), we have the
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following,

2
B[(VL0D)0, = 0)] < 5 ($ma0) = W0 + - (2 4 7).

(6.44)

Summing up (6.44) for all # € [7T7], averaging over the 7 iterations, and combining
with (6.38), we get:

1 I?

E[£(0°™:D)| - £(0:D) < 7y PO+ T +p- 7).

where ¥(0) = |0 — 6*> (645

Setting # to minimize the RHS, we have

E[£(0°™;5D)| - £ (0":D) < LiCl, - ”ZJF—YM (6.46)

2 2p-(In(1/8
:L||C||2\/”7+ 2 (n(82/)+8), (6.47)

where the equality in (6.47) follows by plugging in 4 = —"ZT(IHS(WH) Now,

n’e?

setting 7" = 5> We have
. L|C 3p-(In(1/0
E[ﬁ (ﬁpr'V;D)] —E(H*;D) < I ||2\/P (In(1/ )+8). (6.48)
€
This completes the proof. O

Oracle Complexity

Notice, Algorithm App_scp reaches an average excess empirical risk of O (*g/—f) in

T = re? steps. For non-smooth, and non-strongly convex losses, this rate of con-
vergence is tight for SGD based methods (up to dependence on dimensionality),
ie., in @(l/az) steps, one can get to an error of a. This demonstrates an impor-
tant phenomenon. DP does not slow down the rate of convergence in comparison
to a non-private SGD method up to the error allowed under privacy constraints.
Furthermore, even if we set 77— 00, under appropriate choice of the learning rate
7, the excess empirical risk remains the same. This implies, Algorithm App_sGp

does not need the number of steps 7" to tuned for optimal privacy/utility trade-off
n282

aslongas 7" > . This property is not true in general for iterative DP optimiza-

tion methods.
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The oracle complexity of Algorithm App_scp (for achieving the excess empir-

ical risk in Theorem 6.11) is ”382. This because in each of the 7 steps, Algorithm
Appr—sGD performs 7 gradient evaluations.

Improving Oracle Complexity with Privacy Amplification by Sampling

One can improve the oracle complexity of Algorithm App_sgp via special tool in
the DP literature called, privacy amplification by sampling [Kas+08]. Informally,
privacy amplification by sampling says that if an algorithm A is ¢g < %—DP on
a data set D, then on a data set Dgamp, where each entry of D is sampled with
probability g, A(Damp) satisfies O(g - £9)-DP. One can use this tool to show that
essentially at the same level of noise as in Step 4 of Algorithm App—sGp, one can
use g; = n - clip(VE(;;d)) (in Step 3) with d sampled uniformly at random
from the data D, independently at each time step 7". Since, modulo clipping, the
new g; is an unbiased estimator of the gradient V.L(6,; D), the utility guarantee in
Theorem 6.11 remain unchanged. This reduces the oracle complexity by a factor
of 7 for Algorithm App_sgp. For a focused analysis of privacy amplification via
sampling, the reader is referred to Chapter 3.6.

Excess ERM Bound for Strongly Convex Losses

In Theorem 6.11 we provided the guarantee only for £-Lipschitz convex losses.
One can use the same Algorithm App_sGp, with appropriate learning rate 7,
to obtain optimal privacy/utility trade-off when the loss function €(0; &) satisfies
A-strong convexity, along with Z-Lipschitzness. The excess empirical risk bound

3
in that case is O (%) [BST14]. As we will discuss later, this bound is
tight.

Dimension Independent Excess ERM Bounds

In all the results we saw so far there is an explicit polynomial dependence of the
dimensionality

(p) on the error. For of generalized linear models (e.g., logistic regression), one
can completely avoid this dependence when C = R’ and achieve an excess empir-

ical risk of O ( 17 2/nIn01/0) 'gnln(l/é) . Algorithm App_sGp, with appropriate choice

of the learning rate # is capable of achieving this bound. (See [STT20] for more
details.)

6.3.2 Differentially Private Follow-the-regularized-leader
(DP-FTRL)

Till now we assumed that the complete data set D is at the disposal of the opti-
mization algorithm. However, there are problem settings where the data arrives in
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the form of a stream. Non-privately, the algorithms that are designed in that space
are typically called online convex optimization (OCO) algorithms [Sha+11]. More
formally, suppose we have a stream of data samples D = [4], . . ., d,] € D”, where
D is the domain of data samples, and a loss function ¢ : C x D — R, where C € R?
is the space of all models. We consider the setting of regret minimization.

Regret Minimization

At every time step ¢ € [z], while observing samples {1, . .., d;—1}, the algorithm
A outputs a model 8, € C which is used to predict on example 4, provided by
an adversary after observing {61, . ..,6;}. The performance of A is measured in
terms of regret against an arbitrary post-hoc comparator 6* € C, maximized over
the choice of [4), . . ., d,] by the adversary, where 4, is a function of {4}, .. ., dy—1}
and {64, ...,6,}):

=1 =1

Rp(A;0%) = [Z LOsdy) = D> L0 dt)} : (6.49)

We consider the algorithm A low-regret if R(A;0%) = o(n). To ensure a low-
regret algorithm, we will assume ||[V€(0;4)||, < L for any data sample 4, and any
models @ € C. The quantity Rp(A; ) is also called the adversarial regret [Haz19;
Sha+11]. One can also look at a related quantity stochastic regrer [HK14], where
the data samples in D are drawn i.i.d. from some distribution 7. In this chapter, we
will only focus on adversarial regret.

In (6.54), we show that the regret is an upper bound on the excess empirical risk
in (6.3). Hence, for the remainder of this section, we will only focus on bounding
R(A;0%). Although we have not discussed the DP-FTRL algorithm (ApTry), we
want to highlight a specific attribute of the algorithm Aptry, in order to connect
the regret to the excess empirical risk. At any time step #, to estimate 6,41, ApTRL
only uses DP estimates (via Gaussian mechanism) for a set of queries of the form

Zfin V(6;; d;), where 0 < 11,75 < 2.

Now, given the data set D, consider another data set D with 7 data samples
with each entry of D= {21, e ,;i\n} is sampled i.i.d. with replacement from D.
First notice that with probability at least 1 — d, no data sample in D appears more
that O (In(72/9)) number of times. This follows from the standard use of Chernoff
bound. Because of the way Aprr operates, this would increase the £2-sensitivity of
any query that AprRry, considers from L to L -In(7/d), with probability 1 — ¢. This
in-turn means if adding £(0, L24?) to each query that Aprrp (D) considers satis-
fies (&, 0)-DD, then adding J\,/; 0,0 (L2 In?(n/ 5)/12)) satisfies (&, 0)-DP for AFTRAL
when operating on data set D. This calculation says that if ApTrr, operates on D
instead of D, then the error due to noise will only go up by a factor of polylog (72/).
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Next we relate £(0; D) with L£(6; 5), to ensure that one can use D as a proxy for
the data set D. Let {01, . . ., 0,} be the models output by Aprry on data set D. We
have the following in (6.54).

IN

1 — ,
c(; ;et; D) = min £(0; D)

i (Z L, D)) — min £(05D) (6.50)
=1

1 .
= Z(; Zf(ﬁt;di)) - renel(r:lﬁ(e;D)

r=1
(6.51)

= ZE@ [¢0;d)] - gleigc(e;p) (6.52)

=1

=Ej 25(9,:;2:):| - 32? E3 [£6;D)]
L =1

(6.53)

<Ep ZZ(G,;E)—%gL(H;ﬁ)} (6.54)

L =1

<Es|Rp (AFTRU ar% ngin[, (9,5))] .
L €
(6.55)

Equation (6.50) follows from Jensen’s inequality, and the equality in (6.52) follows
from the fact that 6, is independent of ;Z\, By (6.54) it follows that the regret of
Aprre on data set D is an upper bound on the excess empirical risk of 9PV =
% > ", 0, on the data set D.

Notion of Privacy

Since we are in the add/remove model of differential privacy, in the streaming set-
ting removing one data sample can change time of arrival of all other data samples
appearing after it. To ensure that such a thing does not happen, we operate with a
notion of differential privacy, that preserves the length of the stream, even in the
add/remove variant.

Definition 6.12 (Differential privacy). Let D be the domain of data records, L ¢ D
be a special element, and let D=DuU {L} be the extended domain. A randomized
algorithm A D" =5 Sis (&, 0)-differentially private if for any data set D € D" and
any neighbor D' € D" (formed from D by replacing one record with L), and for any
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event S € S, we have

Pr[A(D) € S] < ¢ - Pe[A(D') € S) + 6, and
Pr[A(D) € S] < ¢ - Pr[A(D) € S] + 6,

where the probability is over the randomness of A.

In Algorithm Aprgry, (Differentially Private Follow-the-regularized-leader (DP-
FTRL)), we treat L specially, namely assuming it always produces a zero gradient.

Interlude on Estimating Prefix-sum with (e, 0)-DP

Before we present the description of Algorithm Aptry, we will take an interlude
to a seemingly unrelated problem of estimating prefix sums: Consider a sequence
of vectors X = {x1,...,x,}, with each x; € R? and ||x;||, < L.

The objective it design a differentially private algorithm that outputs an approx-
imation to {s1,...,s;}, where each 5, = Z;Zl x;. We allow x,41 to be adaptively
chosen based on the outputs {s1, . .., s:}. [DNPR10; CSS11] studies this problem
in the context of privacy under continual observation. Here, we provide the algorithm
from [DNPR10] based on a binary tree data structure.

A naive solution to the problem would be the following: ¥z € [], output s} g

5t + N(O) Lz/,{z), WhCI'C /,{ = w

sian mechanism described earlier in the book, this algorithm is (¢, d)-differentially

)

is Q (—Vnpl:(l/a)) Based on an algorithm by [DNPR10; CSS11], we provide
A/ 71n%(n)-In(1/6)
&

. By standard properties of Gaus-

riv
5; - Sf

. . . riv .
private. However, the error in each of the estimate 5, ie., IE[

an algorithm that reduces the error to Q . In the following we

describe the algorithm.

There are three main functions in the algorithm, namely, InitializeTree,
AddToTree, GetSum . At a high-level, InitializeTree initializes the tree data struc-
ture T with 287 [eaf nodes, AddToTree allows adding a new vector x; to 7, and
GetSum returns the prefixsum Y _; x; privately. It follows from [ST13a] that fora
sequence of (adaptively chosen) vectors {x;}”_, if we perform AddToTree (T, ¢, x;)
for each ¢ € [n], then we can write GetSum (7, #) = > _; x; + b, where 4, is nor-
mally distributed with mean zero, and V¢ € [n], E[||6:1l,] < LA/p[lg(n)]. Now,
since any data sample in the data set X affects only [Ig(7)] nodes in the binary tree

A/ 2[1g(m)1(n(1/6)+¢)
&

differentially private. The formal description of the algorithm is given below.

T, hence setting A = would ensure that the algorithm is (&, 6)-

1. InitializeTree (1, A2, L): Initialize a complete binary tree 7 with 2181 Jeaf
nodes, with each node being sampled i.i.d. from N'(0, L2272 - I,,).
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2. AddToTree (T, t,v): Add v to all the nodes along the path to the root of 7,
starting from #-th leaf node.
3. GetSum (T, ¢): Let [nodey, . .., nodey] be the list of nodes from the root of

T to the #-th leaf node, with node; being the root node and nodey, being
the leaf node.

(a) Initialize s <« 07 and convert ¢ to binary in / bit representation
(61, ..., by], with b being the most significant bit.

(b) Foreachj e [4],if b]- = 1, then add the value in left sibling of node; to
s. Here if node; is the left child, then it is treated as its own left sibling.

(c) Returns.

We have the following theorem to formally quantify the privacy/utility trade-off
for the tree aggregation algorithm.

Theorem 6.13 (Follows from [ST13a]). Ler X = {x1,...,x,} be a sequence of
adaptively chosen data vectors with¥u € [n), ||xill, < L,x; € RP. The tree aggregation
algorithm described above is (g, 0)-differentially prz'wzte with noise multiplier . =

A/ n .
21l ﬂ(ln(l/é)ﬂ . Furthermore, the outputs st that approximates s, = > '_, x;
has the fb//owzng property:

E[[s

Algorithmic Description of DP-FTRL (AgrrL)
The main idea of DP-FTRL [Kai+21b; ST13a; AS17] is based on three obser-

vations: i) For online convex optimization, to bound the regret, for a given loss

priv
t TS

| = 2pTiglon.

function €(0;d;) (i.e., the loss at time step #), it suffices for the algorithm to
operate on a linearization of the loss at ; (the model output at time step 7):
£(0; dy) = (Vot(0sd,),0 — 6,), ii) Under appropriate choice of 4, optimizing
for ;41 = argmingec > i, £(0;dy) + % 16113 over 8 € C gives a good model at
step # + 1, and iii) For all # € [#], one can privately keep track of 3%_, £(6; d;)
using the zree aggregation protocol [DNPR10; CSS11] described above.

In Theorem 6.14, we provide the privacy guarantee for Algorithm 4. The proof
is immediate from Theorem 6.13.

n
Theorem 6.14 (Privacy guarantee). If the noise multiplier A = ~ 2Mg()] (1 (1/5)+8)
then Algorithm 4 (Algorithm AwTRrL) guarantees (e, 0)-differential prlmcy

The theorem here gives a regret guarantee for Algorithm 4 against a fully
adaptive [Sha+11] adversary who chooses the loss function €(0;d,) based on
(61, ...,0,], but without knowing the internal randomness of the algorithm.
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Algorithm 4 Aprgy: Differentially Private Follow-The-Regularized-Leader (DP-
FTRL)

Require: Data set: D = {d},--- ,d,} arriving in a stream, in an arbitrary order;

constraint set: C, noise multiplier: A, regularization parameter: A, clipping
norm: L.
01 < argming . % ||9||:22 Output?;.
T « InitializeTree (1,02, L).
for r € [n] do

Let V, « dlip (Vol(0;;d,), L), where clip (v,L) = v - min{ ol 1},
taking Vy€(0; L) = 0.

T <« AddToTree (7,2, V,).

s; < GetSum (T, 1), i.e., estimate > _:_; V; via tree-aggregation protocol.

0,41 < argmingec(s;,0) + 2110]3. Output b, ;.

end for

Theorem 6.15 (Regret guarantee). Let {61, ...,0,} be the outputs of Algorithm
AprrL (Algorithm 4), and L be a bound on the €-Lipschitz constant of the loss func-

tions. Wp. at least 1 — f over the randomness of ApTRL, the following is true for any
0* e C.

_Zf(et,dt) - —23(9* “)
L ST ln(n/ﬂ P LA (ol - 1eni2)
5 ) 2] -

Setting A optimally and plugging in the noise multiplier A from Theorem 6.14 to ensure
(&, 0)-differential privacy, we have

Rp(Aptris0%) = O | L |67, /7 "

1+ /ﬁl/z(lnz(l/é) + &) In(1/8)

Proof. Recall that by Algorithm  Aprrr, 641 «— arg min,
t

A
Z(Vl',e) + 5 ||¢9||% + (b, 0), where the Gaussian noise 6, = s,f—Z;:l V;fors,
=1

pl’lV(e)
being the output of GetSum (7, #). By standard concentration of spherical Gaus-
sians, w.p. at least 1 — 8, V¢ € [], |b;]l, < LA/p[lg(n)] In(n/B). We will use this
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bound to control the error introduced due to privacy. Now, consider the optimizer
of the non-private objective:

t
~ A
Or41 < argmin E (V;,0) + 5 ||0||%, where V, = V{(0,; 4;).
feC =1

AL

That is, post-hoc we consider the hypothetical application of non-private FTRL to
the same sequence of /inearized loss functions ﬁ(g) = (V,,0) = (V€(b;; dy), 0)
seen in the private training run. In the following, we will first bound how much
the models output by Aptry, deviate from models output by the hypothetical non-
private FTRL discussed above. Then, we invoke standard regret bound for FTRL,
while accounting for the deviation of the models output by ApTry. By the same
calculation as in (6.29) in Section 6.2.2, we obtain

~ b
101 = 0111, < | g”z. (6.56)

We can now easily bound the regret. By standard linear approximation “trick”
from the online learning literature [Shal2; Haz19], we have the following. For

Vt = V0€(9t§ dr);

D Osd) =D 0O d) < D (Vi — 0%)
=1 =1

=1

=D (V0, =0, +8, -0

=1

=D (Vb =0+ D (V0 —6).  (657)
=1 =1

A B

One can bound the term A in (6.57) by Theorem 5.2 of [Haz19] and get A <
(% + % (||t9* ||% — 161 ||§)) As for term B, using (6.56) and the concentration

on b, mentioned earlier, we have, w.p. at least 1 — £,

B< Y IVila- 6 -6,

=1

Szl" ”gt_@t” < 2Uv]’ﬂg7ﬂ ln(n/ﬁ)
2 A
=1

(6.58)
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Combining (6.57) and (6.58), we immediately have the first part of the theorem.
To prove the second part, we just optimize for the regularization parameter A and
plug in the noise multiplier A from Theorem 6.14. O]

Translating Theorem 6.15 Into Excess Empirical Risk

As we saw in (6.54), one can interpret the regret guarantee as a bound on the excess
empirical risk. This essentially means the excess empirical risk one can obtain by

/4 12
using Algorithm Aptry is O (‘L\/g(l/é) - polylog (n)) While this bound is
strictly worse than the one we obtained for Algorithm App_sgp via Theorem 6.11,
the oracle complexity of ApTRry is better by a factor of 7. A natural question that

arises is whether, we can have Aprry achieve similar utility guarantee as App—sGp
under similar oracle complexity. This is still an open question for research.

Practical Extensions

One of the major advantages of DP-FTRL over DP-SGD is that it can operate
over a stream of data samples, while still providing strong privacy/utility trade-offs.
This makes it an attractive choice for settings like federated learning (FL), where
there isn't a single static data set in a centralized location. However, extending DP-
FTRL to settings require a much more involved privacy analysis as one user can
contribute multiple training examples, during the training process. See [Kai+21a]
for a detailed discussion.

6.4 DP Empirical Risk Minimization with ¢, /(. ,-geometry

The algorithms presented till now best work when the objective function is Lips-
chitz with respect to £3-norm. But in many machine learning tasks, especially those
with sparsity constraint, the objective function is often Lipschitz with respect to £; -
norm. For example, in the high-dimensional linear regression setting e.g. the classi-
cal LASSO algorithm [Tib96], we would like to compute arg minyg < | X6 —le%.
In the usual case of |x;;| = O(1), [y:| = OC(s), the loss function £(0; (x;,y;)) =
llyi — (xi,0) |I% is O(s)-Lipschitz with respect to £1-norm but is O(s,/p)-Lipschitz
with respect to {2-norm within the constraint set [|#]|; < s. Here x; correspond to
the i-th row of the design matrix X, and y; corresponds to the i-th coordinate of
the response vector .

Let us consider the data set D = {(x1,71),...,(xsy,)}, the loss function
LO;D) =7 (i — (x;,0))?, and the constraint set C to be [|@]; < s. Then
applying any of the algorithms mentioned earlier on the corresponding ERM prob-
lem would result in an excess empirical risk of 68,5 (szﬁ). For the interesting
high-dimensional parameter regime, where s < 7 < p, this bound is vacuous. We
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would ideally want an excess empirical risk of the form O, 5 (poly (s,In(p))). Here,
Og,5(+) hides the privacy parameters ¢ and 6.

In this section, we will show that in the high-dimensional setting it is more
effective to use the private version of the classical Frank-Wolfe algorithm [FW56].
In particular, we show that for LASSO, such algorithm achieves the nearly optimal
privacy risk of ©,,5(s* - polylog (p) - n'/?).

6.4.1 Frank-Wolfe Algorithm

We present the algorithm in this section as a purely optimization procedure that
minimizes a convex function f : C — R. The Frank-Wolfe algorithm [F\W56] can
be regarded as a “greedy” algorithm which moves towards the optimum solution in
the first order approximation (see Algorithm 5 for the description). How fast Frank-
Wolfe algorithm converges depends /s “curvature”, defined as follows according
to [Clal0; Jag13]. We remark thata y -smooth function on C has curvature constant

bounded by y ||C||%

Definition 6.16 (Curvature constant). Forf : C — R, define I'y as below.

Iy = sup 2 (Fs) — £ — 05— 61, VFO)) .

61,02,€C,y €(0,11,03=01+y (0—61) V

Remark 6.17. One can show ([Clal0; Jag13]) that for any g, r > 1 such that g~ +
=1, Uy is upper bounded by lllCH;, where A = maxgec,|oll,=1 V£ @) - vl

Remark 6.18. One useful bound is for the quadratic programming f(0) =
O0TXTXO + (6,0). In this case, by [Clal0], Tf < maxupexc la — b3 When
C is centrally symmetric, we have the bound Ty < 4 maxgec || X0 II%.

Algorithm 5 Frank-Wolfe algorithm

Require: CCR?, f:C—> R, u

1: Choose an arbitrary 0; from C;

2 forr=1t0 7 —1do
3 Compute 0, = arg ming (V£ (0,),0 — 0,);
6 Setb1 =0, + 1@ —6);
5
6

: end for
. return 07.

Define 8* = arg min, . f(0). The following theorem shows the convergence
of Frank-Wolfe algorithm.
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Theorem 6.19 ([Clal0; Jagl3]). If we set p = 1/T, then f(0r) — f(0*) =
Or/T).

While the Frank-Wolfe algorithm does not necessarily provide faster conver-
gence compared to the gradient-descent based method, it has two major advan-
tages. First, on Line 3, it reduces the problem to solving a minimization of linear
function. When C is defined by small number of vertices, e.g. when C is an £1-ball,
the minimization can be done by checking (V£'(0;), x) for each vertex x of C. This
can be done efficiently. Secondly, each step in Frank-Wolfe takes a convex combina-
tion of 6; and @, which is on the boundary of C. Hence each intermediate solution
is always inside C (sometimes called projection free), and the final outcome 07 is the
convex combination of up to 7" points on the boundary of C (or vertices of C when
C is a polytope). Such outcome might be desired, for example when C is a polytope,
as it corresponds to a sparse solution. Due to these reasons Frank-Wolfe algorithm
has found many applications in machine learning [SSZ10; HK12; Clal0]. As we
shall see below, these properties are also useful for obtaining low risk bounds for
their private version.

6.4.2 Private Frank-Wolfe Algorithm

There are different ways to make Algorithm 5 private, dependent on the geometry
of C. Here we focus on the important case where C is a polytope, corresponding to
the LASSO problem. In this case, we apply the exponential mechanism [MT07] to
achieve privacy. We now present a private version of the Frank-Wolfe algorithm. We
can achieve privacy by replacing Line 3 in Algorithm 5 with its private version in one
of two ways. In the first variant, we can apply exponential mechanism [MT07] to
guarantee privacy; and in the second variant, we can apply objective perturbation
(Algorithm Agpj—pere) or DP-SGD (Algorithm App—sgp) or DP-FTRL (Algo-
rithm AprRry). The first variant works especially well when C is a polytope defined
by polynomially many vertices. In this case, we show that the error depends on the
{1-Lipschitz constant, which can be much smaller than the £,-Lipschitz constant.
In particular, the private Frank-Wolfe algorithm is nearly optimal for the impor-
tant high-dimensional sparse linear regression (or compressive sensing) problem.
For the details on the second variant, see [TTZ15].

Algorithm 6 describes the private version of Frank-Wolfe algorithm for the poly-
tope case, i.e. when C is a convex hull of a finite set § of vertices (or corners). In
this case, we know that any linear function is minimized at one point of § per the
following basic fact.

Fact 6.20. Ler C C R? be the convex hull of a compact ser S C RP. For any vector
v e R, argmingec(6,v) NS # 0.
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Since 6,41 can be selected as one of |S]| vertices, by applying the exponential
mechanism [MT07], we obtain differentially private algorithm with risk logarith-
mically dependent on |S]. When |S] is polynomial in p, it leads to an error bound
with In p dependence. While the exponential mechanism can be applied to the gen-
eral C as well, its error would depend on the size of a cover of the boundary of C,
which can be exponential in p, leading to an error bound with polynomial depen-
dence on p.

Algorithm 6 ANoise—FW (polytope): Differentially Private Frank-Wolfe Algorithm
(Polytope Case)
Require: Data set: D = {d1,- - ,d,}, loss function: L(6; D) = Z?:l L; d))

(with €;-Lipschitz constant L; for ), privacy parameters: (g,0), convex set:

C = conv(S) with [|C||; denoting max,es ||s]|; and S being the set of corners.
1: Choose an arbitrary 6 from C;
2 forr=1t0o 7T —1do

3 Vs e S,a; < (s, VL(O,; D))+Lap (L v8Tln(l/()‘)),where Lap(4) ~

ne
ﬁ €:|x|/z'
0, < arg minsegs a;.
Oip1 < (1 — )0, + ub;, where yt = .
end for

Output PV =07

Theorem 6.21 (Privacy guarantee). Algorithm 6 (Algorithm ANoise—FW(polytope) ) is
(&, 0)-differentially private.

The proof of privacy follows from a straight forward use of exponential mech-
anism [MT07; BLST10] (the noisy maximum version from [BLST10], Theorem
5) and the advanced composition theorem discussed earlier in the book. In Theo-
rem 6.22 we prove the utility guarantee for the private Frank-Wolfe algorithm for
the convex polytope case. Define I'r = maxyep Cr(d) over all the possible data
sets in the domain.

Theorem 6.22 (Utility guarantee). Lez L1,S and ||C||; be defined as in Algorithms 6
(Algorithm ANoise—FW (polytope))- Let T'¢ be an upper bound on the curvature constant
(defined in Definition 6.16) for the loss function £(-; d) that holds for all d € D. In

T'02/3 (ng) /3

Licly then

Algorithm ANoise—FW (polytope)» if we set T =

priv e .
E[£@"";D)] min £(0: D)
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_ O(T£1/3 (L lClI)*3 1n(n|5|)\/1n(1/5>)

£2/3

Here the expectation is over the randomness of the algorithm.

Proof. For ease of notation we hide the dependence of £ on the data set D and
represent it simply as £(€). In order to prove the utility guarantee we first invoke

the utility guarantee of the non-private noisy Frank-Wolfe algorithm from [Jag13]
(Theorem 1).

Theorem 6.23 (Non-private utility guarantee [Jagl3]). Assume the conditions in
Theorem 6.22 and lety > 0 be fixed. Recall that u = 1/(T + 2) and let ¢1 € C.
Suppose that (s, - - -, sT) is a sequence of vectors from C, with ¢s1 = (1 — p)p,+ s
such that for all r € [T7],

1
(s0» VL(¢s)) < Izéic{l(f’ VL(¢r) + EV u(n-T).

Then,

2n- Ty
1 .
712 )

L(¢7) —min L) <

Since the convex set C is a polytope with corners in §, if 5, in Theorem 6.23
corresponds to 0, in Algorithm ANoise—FW (polytope)> and ¢ corresponds to 6y in
ANoise—FW (polytope)»> then using the tail properties of Laplace distribution and Fact
6.20 one can show that with probability at least 1 — /8, the term y in Theorem 6.23

Ly|ICll1o/87 In(1/6) In(1S| 7'/ B)

ue(nl'e)
6.23, we immediately get that with probability at least 1 — f,

is at most O

. Plugging in this bound in Theorem

r Li|IC 87 In(1/9) In(|S|T
,C(QT)—minE(G):O(—L+ lIClh VBT In(1/6) In(s| /c))_ 659
oeC T &
From, (6.59) we can conclude the following in expectation.
E |:£(€T) — mnin E(@):|
Ty Li]IC 87 In(1/0) In(TLy [IClly - |S
_ o(” ¢, LlCl VBT I(/8) In(TLy [Cl, - |)). 6.60)
T e
Setting 7" = lgfc(—ﬁlf))zz//j results in the claimed utility guarantee. O]
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6.4.3 Nearly Optimal Private LASSO

We now apply the private Frank-Wolfe algorithm ANoise—FW (polytope) to the impor-
tant case of the sparse linear regression (or LASSO) problem. We show that the pri-
vate Frank-Wolfe algorithm leads to a nearly tight O, 5('/3 - polylog (»)) bound.
Og,5(+) hides terms in the privacy parameters.

Problem Definition

Given a data set D = {(x1,91),- - , (xn, y»)} of n-samples from the domain D =
{(x,79) : x € R,y € [-1,1], lIxlloo < 1}, and the convex set C = 5‘117. Define the
squared loss,

1
LO:D) = 5 > ((xi,0) = 3i)” . (6.61)
i€[n]

The objective is to compute PV € C to minimize £(0; D) while preserving pri-
vacy with respect to add/removal of individual (x;, y;) pair. The non-private setting
of the above problem is a variant of the least squares problem with ¢ regulariza-
tion, which was started by the work of LASSO [Tib96; Tib+97] and intensively
studied in the past years [HTFO1; DJ04; CT05; Don06; CT07; BRT09; BM12;
RWY09; Zhal3]. One important reason for using {1 regularization is to induce
sparse solutions, i.e. § with small number of non-zero coordinates. This is espe-
cially interesting for the so called “high-dimensional” setting where p > 7. Indeed,
via a long line of work [D]04; CT05; Don06; Wai06; CT07; BRT09], it has been
shown that under suitable condition of X, using ¢ regularization can indeed pro-
duce a nearly optimal sparse solution, providing theoretical support to the empirical
success of LASSO.

Since the €; ball is the convex hull of 2p vertices, we can apply the private
Frank-Wolfe algorithm ANoise—FW (polytope)- For the above setting, it is easy to
check that the ¢;-Lipschitz constant is bounded by O(1). Further, by apply-
ing the bound on quadratic programming Remark 6.18, we have that C; <
dmaxgec, x| <1 (x,0)> = O(1) since C is the unit €1 ball, and |x;] < 1. Hence
I'r = O(1). Now applying Theorem 6.22, we have

Corollary 6.24. Ler D = {(x1,y1),- -+, (xn, yu)} of n samples from the domain
D = {(x,){) Cixlloe < 1, |yl < 1), and the convex set C equal to the €1-ball. The
output OP"Y of Algorithm ANoise—FW (polytope) e7sures the following.
| 3 a6
E [z(ep”v : D)] — min£(@;D) = O (L(”p/)) .
feC

£2/3
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Comparison to Algorithms for Private Sparse Support Selection

For a high-dimensional linear regression problem of the form y = (x,6*) + noise
with [|0*[lo = O(1), Algorithms in [KST12; ST13b] allow one to identify the
non-zero coordinates of ]6* exactly under (g, 5)-DP. It is not hard to observe that
this is a much tighter guarantee as opposed to Corollary 6.24. However, the algo-
rithms in [KST12; ST13b] operate under much stronger assumptions like restricted
strong convexity or mutual incoherence [Wai006]. These assumptions are known to be
necessary even for non-private support selection, and may be too hard to satisfy in
practice [Was12].

Note on the Lower Bound

As mentioned earlier, the bound obtained via Corollary 6.24 is essentially tight. The
proof of the lower bound follows the standard template of fingerprinting codes, use

to prove lower bounds for (g, 0)-DP [Vad17; TTZ15].

Oracle Complexity

Algorithm ANoise—FW (polytope) essentially makes O(7"- 1) oracle calls to obtain the
tight privacy/utility trade-off. Compared to non-private Frank-Wolfe, the oracle
complexity remain unchanged up to terms depending on the privacy parameters
(&,9), and additional poly-logarithmic factors. This is a common theme we saw
in all the algorithms in this chapter. Differential privacy tends not hurt the rate of
convergence. However, it only allows convergence to a specific error level allowed
by the privacy constraints.

6.5 Lower Bounds, and Algorithms not Considered

6.5.1 Lower Bounds on Private Constrained Optimization

In this section, we discuss at a high-level some of the standard lower bounding
techniques used for proving optimality of DP optimization algorithms. The lower
bounds for the algorithms considered in this chapter are in some form dependent
on the lower bound for estimating one-way marginals with DP (Theorem 6.25

below.)

Theorem 6.25 (Lower bounds for 1-way marginals).

1. e-differential private algorithms: Let n,p € N ande > 0. There is a number
M = Q (min (n,p/€)) such that for every e-differentially private algorithm

A, there is a dataset D = {d,, . ..,d,} C {—\/%5, \/%5} with H > di”z €
(M —1, M +1] such that, with probability at least 1 /2 (taken over the algorithm
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random coins), we have

”.A(D) —q(D) H2 = (mm (1 i)) ,

En

where (D) = ~ >, d;.

2. (e, 8)-differential private algorithms: Let n,p € N, & > 0, and 6 = o(2).
There is a number M = Q (min (n, ﬁ/a)) such that for every (g,0)-
differentially private algorithm A, there is a dataser D = {d,...,d,} C
(o 2V wish |, i, € M = 1, M+ 1) such thas, with probabit

ity at least 1/3 (taken over the algorithm random coins), we have

[ AWD) - 9D, =0 (mi“ (1’ Q)) ’

where (D) = % > d;

Now define a dataset D = {d),...,d,} with data points drawn from
{_«/Li” JL];}P, and any § € B, define £(0;D) = —(0, le d;). Cleatly, L is

linear and hence, Lipschitz and convex. Note that, whenever sznzl d; H2 > 0,

0* = ||Z j” is the minimizer of £(#; D) over B. Next, we show lower bounds
2

on the excess empirical risk incurred by any ¢ and (e, 9) differentially private algo-
rithm with output 0PV € B.

Theorem 6.26 (Lower bound for ¢-differentially private algorithms). Lez n,p €

N and ¢ > 0. For every e-differentially private algorithm (whose output is denoted
; V4

by OP"Y ), there is a dataset D = {di,...,d,} C {—\/L;: \/L];} such that, with

probability at least 1/2 (over the algorithm random coins), we must have

L(0; D) — L(0*; D) = Q (min (n,p/)),

where 0% = ||Z d ” is the minimizer of L(0; D) over B and L is defined above.
2

Proof. Let Abe an e-differentially private algorithm for minimizing £ and let 9P"
denote its output. First, observe that for any € B and dataset D, £(0; D) —
L(O*;D) = :lzl il, (1= (6,0%)). Hence, we have L(0; D) — L(0*; D) >
I, ]|, 110 — 0¥ 13- This s due to the fact that |0 — 6*[|3 = [10* [ 3+16113—
2(0,60%*) and the fact that 6*,0 € B.

Let M = Q (min (n,p/¢)) be as in Part 1 of Theorem 6.25. Suppose, for

V4
the sake of a contradiction, that for every dataset D C {—\/%5, \/%5} with
||Z:7:1 dl”z € [M — 1,M + 1], with probability more than 1/2, we have
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Hepriv — 6‘*”2 # Q(1). Let A be an &-DP algorithm that first runs A on
the data and then outputs %Igpriv‘ Note that this implies that for every data

sec D € {=L L with |, i, € (M = 1,M + 1], with probabilicy
more than 1/2, Hjl(D) —q(D) ”2 # Q (min (1, Lﬂ)) which contradicts Part 1

&
of Theorem 6.25. Thus, there must exist a dataset D C {—\/%5, \/L?}P with

|| > dZ”z =Q (min (n,p/e)) such that with probability at least 1/2, we have
Hepriv —0* Hz = Q (1). Therefore, from the observation we made in the previ-
ous paragraph, we have, with probability at least 1/2, L(OP"V ; D) — L(0*; D) =
Q (min (n,p/¢)) . O

The lower bound for the (g, 9)-DP case follows by the same argument as in
Theorem 6.26, but reducing the problem instance to Part 2 in Theorem 6.25.
The lower bound for the setting in Section 6.4 follows from a slightly complicated
variant of Theorem 6.25. We encourage the readers to read [TTZ15] for more
details.

6.5.2 Algorithms not Considered

In the exposition of this chapter, we left out quite a few important algorithms,
primarily for the ease of presentation. In this section, we highlight some of them,
and encourage interested readers to explore more.

Additional Assumptions on the Loss Function

In this chapter, we primarily focused on obtaining excess empirical risk bounds for
Lipschitz convex convex functions. For the ¢2-Lipschitz setting, if we additionally

allow the loss functions to be A-strongly convex, then the excess empirical risk for

L?p” log(n)
nAe?

with a first localization step to identify a small set where the true minimizer lies,

and then running Algorithm Acyp—samp on that set [BST14]. In the (&, d)-case, the

the pure ¢-case improves to O ( ) The algorithm is a two stage-algorithm,

2p. .
corresponding excess empirical risk becomes O (M) The algorithms
nle

that achieve this bound are mild variants of Algorithms App—sGp and Aopj—pert-
Assuming smoothness however, does not improve the excess empirical risk. How-
ever, it improves the rate of convergence/oracle complexity to achieve the same
error.

Algorithms for Optimal Population Risk

As mentioned in the beginning of the chapter that we would focus only on
excess empirical risk, and for estimating the excess true/population risk we would
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use (6.3). While this is a natural way to translate from excess empirical risk to
excess population risk, this translation does not result in optimal excess pop-
ulation risk. For £;-Lipschitz convex functions (with Lipschitz constant O(1),
and for a constraint set with ||C|l, = O(1)) the optimal population risk is

0] (( 7t —M) - polylog (n)), and for 1-strongly convex functions it is

0 (( + L 122(145)) - polylog (n)) Notice that in both these cases, the lower-order

term in 7 only depends on the privacy parameter, as opposed to the one obtained
via (6.3). The algorithms that achieve these bounds are variants of Algorithm
App-sGp or Algorithm Agpj—pere, with substantially more involved utility analysis,
using tools from algorithmic stability. For a detailed discussion on these techniques,
see [BEGT20]. When the geometry is {1 /€~ (as in Section 6.4), the correspond-

ing optimal excess population risk of O (\/ @ + M) is obtained a

(ne)?/3
variant of Algorithm ANoise—FW (polytope)- 1 his bound assumes all the assumptions
in Corollary 6.24. For a detailed exposition to this result see [AFKT21].

Other Algorithms not Discussed

For the purposes of brevity, we left out the discussion of a number of algorithms. In
particular, we did not mention any algorithm which are optimal under local differ-
ential privacy [STU17]. We also did not discuss algorithms like private cutting plane
methods [STU17], output perturbation [CMS11], bolt-on privacy [Wu+17], private
mirror descent [1'TZ14b], privacy amplification by iteration [FMTT18]. Many of
these algorithms have advantages over the algorithms mentioned in this chapter,
under specific problem settings. We encourage the readers to explore these algo-
rithms, and their impact on the broader space of private constrained optimization.

In this chapter, we focused only on convex loss functions. As mentioned ear-
lier algorithms like AprrL, ADP—5GD> and ANoise—FW (polytope) are applicable to
non-convex losses too, as their privacy do not depend on convexity. While there
are restricted utility analyses for non-convex losses [STT20; WCX19], it is still an
active area of research. Additionally, there are better algorithms known specific to
problems like linear regression [STU17; Shel9], or principal component analy-
sis [DTTZ14; LMV21]. We did not explore these problems in this chapter.
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Chapter 7

Private Deep Learning

By Nicolas Papernot

Because they learn features from data directly, rather than rely on human engineer-
ing, deep neural networks and the associated deep learning algorithms continue to
see increased adoption from machine learning practitioners. This creates new infor-
mation flows involving data analyzed in systems deploying deep learning in partic-
ular when this data is used to train the neural networks. This data is often about
individuals and can be sensitive in nature in application domains like healthcare or
language modeling. To prevent models from leaking private information included
in their training data, it is thus important to develop deep learning algorithms that
are respectful of their training data’s privacy.

In this chapter, we introduce two classes of approaches to train deep neural net-
works with differential privacy, an established framework to reason about the pri-
vacy of algorithms. The first is a variant of a popular learning algorithm—stochastic
gradient descent. The second does not require any modifications of the learning
algorithm and instead obtains privacy through postprocessing of the model’s out-
puts. We conclude with a discussion of practical aspects of deploying deep learning
with differential privacy as well as current research problems.

7.1 Introduction

The intuition behind deep learning is to learn hierarchical representations of
data [LBH15]. Deep learning algorithms rely on deep neural networks to model
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data, where a deep neural network is obtained by stacking multiple layers of
neurons—each layer representing one abstraction of the data. Classical approaches
to machine learning typically rely heavily on the features chosen to represent the
data at the input of the model in order to extract a mapping between the input fea-
tures and the output. For instance, the scale-invariant feature transform [Low99]
was used in several areas of computer vision to represent images at the input of
a model while encoding priors such as the fact that feature extraction should be
invariant to translation or rotation of the image. Instead, deep learning promises to
alleviate any human feature engineering and instead extract useful representations
directly from the data, in conjunction to learning the mapping between inputs and
outputs [LBH15; GBCB16]. These representations are learned by a deep neural
networK’s different layers. Intuitively, one expects representations to be increasingly
more abstract as one goes through the model’s hierarchy of layers: eventually, we'd
like the representation to be sufficiently abstract that it disentangles the different
factors of variation so that we can predict the desired output. For instance, in a
classification problem we would like the last representation output by a model to
linearly separate the different classes of the problem. Deep learning makes represen-
tation learning easier by sequentially composing representations: the model starts
by learning a first representation from its inputs, this first representation is then
itself used as an input to learn a second representation, and so on, until we obtain
the model’s last representation which is used to infer the model output.

Deep learning enabled many promising developments in the machine learn-
ing community. The first successes of deep learning saw applications to computer
vision, and in particular object recognition [KSH12]. Since then, these techniques
have been applied to other vision problems including in healthcare to diagnose cer-
tain conditions from xray images of human chests [Irv+19; CHBB20]. Another
domain is the one of language modeling, with the ability to translate between nat-
ural languages being a prominent application [BCB14].

Because of the sensitive nature of data analyzed in these applications, it is impor-
tant to reason about the privacy of deep learning algorithms. Take the example of
a machine learning model trained to predict whether a patient was readmitted to
a hospital shortly after being dismissed. Being part of the training set for such a
model is itself private information: individuals may wish to keep secret the fact
that they were hospitalized. In this chapter, we present research which demonstrates
that an adversary can use the model’s prediction to infer whether a particular patient
record’s was included to train the model (see Section 7.2.1 on membership infer-
ence). This jeopardizes the privacy of individuals who contributed their medical
records to the model’s training set and could decrease their willingness to consent
the sharing of their medical record in the future. In another example, imagine that
a machine learning model is trained to model the English language on a corpus of
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private correspondence. Such a model could for instance be used to predict the next
words being typed by a user on a smartphone keyboard. If a user types “My address
is”, we would like to ensure that the model does not complete the sentence with the
address of a different user. These two examples surface the need for an approach
to deep learning which provides strong guarantees of privacy for the training data.
Here, we focus on the framework of differential privacy to reason about such guar-
antees because it is the most established framework for this purpose. Differential
privacy allows us to quantify the degree of privacy protection provided by an algo-
rithm on the underlying (sensitive) data set it operates on. The reader is referred
to Chapter 1 for a review of the notion of differential privacy and its properties.
That said, differential privacy is not a silver bullet for all privacy-related questions.
We discuss these other aspects of privacy that fall outside the scope of differential
privacy in Section 7.6

Overview of the Chapter

In this chapter, we introduce two approaches for deep learning with differential
privacy: differentially private stochastic gradient descent (see Section 7.4) and the
private aggregation of teacher ensembles (see Section 7.5). Before we do so, we first
cover attacks against the privacy of training data used to train deep neural networks
(Section 7.2). For clarity of exposition, we focus on deep learning approaches for
classification in a supervised setting. In other words, the outputs of our models
are always chosen among a discrete set of classes (e.g., a set of objects for object
classification in computer vision).

7.2 Privacy Attacks against Deep Learning

It is often wrongly assumed that a model that generalizes well preserves privacy.
One of the reasons this is not true is that generalization guarantees are average-case
whereas privacy needs to be provided for everyone, thus it is a worst-case guar-
antee. The best way to illustrate this is with attacks that show how deep learning
algorithms can leak private information contained in their training set, especially
so when the dataset contains outlier that deviate from distributional assumptions
made about the data.

The canonical privacy attack against deep learning is membership inference (see
Chapter 5). In this attack, the goal of the adversary is simply to infer whether a given
data point was included in the model’s training set or not [SSSS17]. This may be
seen as a weak attack against the private data used to train the model—given that
it requires that the adversary already know the data point and its attributes prior to
the attack—but recall that certain applications of deep learning include healthcare.
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Imagine a model is trained on data obtained from patients who all had a certain
medical condition, e.g., cancer, to predict their reaction to certain drugs based on
morphological information. In this case, being part of the dataset is itself a sensitive
attribute which an individual may not wish to reveal.

Furthermore, the membership inference adversary is also very much in line
with the definition of differential privacy, which as we will see in greater detail
later in this chapter, asks that the output of a differentially private learning algo-
rithm not significantly change when a single training record is added, modified,
or deleted [DMNSO06]. This makes membership inference an interesting adversary
to have in mind if one wishes to evaluate the strength of the privacy guarantees
provided by an algorithm that claims to be privacy-preserving. Indeed, stronger
guarantees of differential privacy (as evidenced by analytically proving a smaller
upper bound on the privacy leakage ¢) imply a lower success rate of membership
inference. We will discuss work in this vein later in Section 7.7.2, after we have
introduced algorithms for deep learning with differential privacy in Sections 7.4
and 7.5.

More sophisticated attacks will seek to recover missing attributes of a data record
already partially known to the adversary. For instance, an adversary may already
know the name, age, and zip code for an individual but would like to recover
another attribute, e.g., the individual’s blood type, included in the record analyzed
by the machine learning model. Ultimately, an adversary would like to extract entire
training points from the deep learning model. We will detail how such an attack
was mounted on a language model.

7.21 Membership Inference

Membership inference attacks were covered in details in Chapter 5, we review them
here within the notation considered in this chapter for completeness.

In membership inference, the adversary is given the capability of querying the
model for predictions on any input of their choice. Shokri et al. introduce the first
approach for membership inference against deep learning [SSSS17]. Let us write x
the input which the adversary would like to know whether it was in the training set
or not to train a model 4. The authors propose that the adversary train a model to
solve the membership inference task. The adversary will train this second machine
learning model 7 to take in as its input the predictions A(x) of the first model,
that is the victim model, on the input x of interest to the adversary and output a
binary label m(A(x)) € {0, 1} indicating whether or not x was used to train 4. Note
that membership inference attacks were initially introduced with the assumption
that the adversary can not only observe the victim model’s predictions but also its
confidence on these predictions. Put another way, the victim prediction A(x) is a
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confidence vector indicating the likelihood that the input x belongs to each of the
classes of the task.

Of course, the adversary is unable to access the data used to train 4. As a conse-
quence, they cannot directly collect a set of prediction vectors on inputs in and out
of the victim model’s training set to train the binary membership inference classi-
fier m from this set. Instead, the adversary will first seek to produce a collection of
shadow models /4; whose training set is known to the adversary. In Shokri et al., the
authors train shadow models from the same distribution than the one used to sam-
ple training data for the victim model.' However, it was later shown that this data
only needs be from the same domain as the victim model’s training data [Sal+18].
These shadow models 4; can then be used to train the membership inference clas-
sifier 7 because the adversary has access to their training set and can thus collect
a dataset of prediction vectors /;(x) for inputs x which are both 7z and our of the
dataset used to train 4;.

Why is training the membership inference classifier 7 possible? Intuitively, this
is because the confidence scores output by the shadow models—and later the victim
model—vary from training to non-training points. In fact, this difference can be
so important that Shalem et al. [Sal+18] show that simply thresholding the confi-
dence score for the label predicted by the victim model is sufficient for the adversary
to have better than random chance at inferring membership: the adversary simply
predicts that a point was in the training set when the prediction is associated with
a high confidence score, and conversely points with low confidence predictions are
predicted to be outside the training set. In the limit, the adversary could further
simplify the attack to predict that a point is a member of the training set if and
only if it is correctly classified [YGF]18]. Put another way, the membership infer-
ence classifier 72 of Shokri et al. can be though of as calibrating this confidence
threshold automatically by observing a collection of predictions made on points in
and out of the training set. Training a membership inference classifier also has the
added benefit that this classifier can learn from any privacy leakage induced by the
confidence scores associated with the other classes of the problem which do not end
up being predicted—as opposed to the approach of Shalem et al., which focuses on
the label receiving the largest score.

More recently, Choquette-Choo et al. [CTCP20] innovate over the initial
work of Shokri et al. to propose an attack strategy that does nor require that
the adversary have access to the confidence scores output by a model. To obtain
additional private leakage to what was obtained previously by simply guess-
ing that correctly-classified inputs were members of the training data (see supra

i.  This is simulated in their experiments by splitting the training set in multiple disjoint sets.
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on [YGF]18]), Choquette-Choo et al. make multiple queries to the victim model
to infer membership inference of a single input. These queries are crafted to approx-
imate the confidence of the victim model; the adversary compares the perturbation
magnitude a point can sustain before it is classified by the victim model with a dif-
ferent label. The larger that perturbation, the more confident the victim model is in
predicting on this input. In turn, the more likely this input is to be a member of the
training set. Perturbations introduced to measure this proxy of confidence can vary
from domain to domain. The authors first consider data augmentations typically
used to regularize training in the machine learning literature, such as translations
and rotations in the image domain. When little is known about the domain, the
adversary may proceed by inserting isotropic Gaussian noise to inputs but also per-
turbations computed through gradient descent to approximate as closely as possible
the distance to the victim model’s decision boundary—as would be done to find an
adversarial example.” Intuitively, this attack exploits the fact that training points are
further away from the victim model’s decision boundaries. While attacks described
above exploited confidence scores to measure this distance in the output domain of
the victim model, Choquette-Choo et al. thus measured this distance directly in the
input domain by comparing the victim model’s predicted class on multiple inputs
between the point of interest (for membership inference) and the model’s decision
boundary. Thus, the resulting strategy is a label-only membership inference attack,
but it comes at the expense of (possibly significantly) higher query complexity.
We refer the reader to Chapter 5 for a more in-depth discussion of membership
inference attacks, including refinements over these initial attack methodologies.

7.2.2 Attribute Inference and Training Data Extraction

Membership inference is not equally successful on all training points. Certain
points may be more susceptible to membership inference because they are outlier to
the training distribution; Yeom et al. analyze the connection between membership
inference and overfitting [YGF]18]. They report that overfitting is sufficient but
not necessary for membership inference, as we will discuss in more details later in
Section 7.2.3. This difference in the worst-case and average-case perspectives can
lead to further privacy leakage where signal from the model can be exploited not

ii.  Adversarial examples are inputs crafted by an adversary to force a model to misclassify. Most algorithms
craft adversarial examples by performing a form of gradient descent from an originally correctly classified
input towards one of the model’s decision boundaries surrounding it [Big+13; Sze+13]. When instead the
adversary operates without access to the model, in a black-box setting, this requires that the adversary either
obtain a copy of the victim model [Pap+17], playing a similar role to the shadow models of Shokri et al. in
the context of membership inference, or that the adversary make multiple queries to perform zero-order
optimization [Che+17] and recover gradients through finite differences.
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only to perform membership inference, but also to recover information about the
training data which was initially unknown to the adversary: e.g., missing attributes
of a training point or even the training point itself altogether. Next, we describe one
approach for each of these two adversarial goals. Both approaches have in common
that they reduce the problem or recovering information unknown to the adversary
to the problem of membership inference.

Attribute Inference

Whereas membership inference assumes the adversary already has access to the data
point they are interested in testing the membership of, attribute inference instead
assumes the adversary only has partial access to this data point. The adversary desires
to recover missing attributed from this data point.

For instance, Yeom et al. mention the problem of an adversary with partial access
to a medical record who wishes to recover some of the missing attributes of this
patient’s record [YGF]18]. The authors introduce an approach which reduces the
problem of attribute inference to membership inference. The adversary randomly
guesses a value for the missing attribute and performs membership inference on the
resulting data point. If the point is accepted as a member of the training set, the
adversary assumes that their random guess for the value of the missing attribute was
correct. Otherwise, the adversary makes a new guess and repeats the membership
inference test. Yeom et al. note that the adversary will be further advantaged should
they have any knowledge of the distribution of attribute values which would help
them improve their guessing strategy. This observation is also exploited by the work
we describe next below.

Extracting Training Data

Indeed, Carlini et al. [Car+20] further extend Yeom et al’s attack strategy to
perform training data extraction from a large language model known as GPT-
2 [Rad+19]. The attack strategy is also an extension of the membership inference
attacks described previously; it further assumes that the adversary has access to a
generative model, that is a model which can be used to sample data points from
the underlying data distribution. Carlini et al. use the victim model itself since it
is a generative language model. The attack strategy is as follows: the adversary first
randomly generates a large pool of data points from the input domain of the victim
model, then these inputs are ranked by decreasing likelihood with or without the
help of the language model, finally membership inference is done on inputs ranked
highest with the victim model this time. Similar to Yeom et al., the crux of the
attack is thus for the adversary to sample points—using the language model—that
are more likely to be training points, which then reduces training data extraction
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to the problem of membership inference. Generating such points may require sig-
nificant adversarial knowledge. Here, this is evidenced by the adversary’s access to
the victim model itself and to knowledge about its training data collection process.
Nevertheless, the authors show how this simple attack strategy is able to extract
personal information about one individual from GPT-2’s training set, which is a
large corpus of data crawled from the Internet.

7.2.3 Take-aways from the Attacks

Research on attacks is motivated by the need to inform defenses. The different
attacks we presented above all point to an intricate relationship between overfitting
and privacy leakage.

Membership Inference and Overfitting

Recall that membership inference is not equally successful on all training points.
Does that mean that overfitting is necessary to obtain a membership inference
signal? Although the initial work of Shokri et al suggested that this was the
case [SSSS17], later the analysis of Yeom et al. shows that overfitting is sufficient but
not necessary [YGE]J18]. Yeom et al. obtain this result by formalizing the gain an
adversary obtains from membership inference on stable classifiers which provably
do not overfit. We note however that this adversary remains largely an analytical
tool and that instantiating it in practice may not always be possible because it is
assumed that the adversary colludes with the learning algorithm to obtain a model
on which membership inference is successful despite the lack of overfitting. It is also
possible for overfitting to facilitate white-box membership inference, that is attacks
that inspect a model’s parameters. For instance, Leino and Fredrikson [LF20] lever-
age the idiosyncratic use of features by a model to improve membership inference
success. Taking a step back, these results imply that points who are outlier to the
training data distribution but are still included in the training set are more suscepti-
ble to membership inference—because the model will have overfitted to memorize
the correct prediction for these outliers [Lon+18]—but that no point is safe from
the privacy leakage associated with membership inference.

The Need for Differential Privacy

Perhaps the single most important take-away from these attacks on the privacy
of training data in deep learning, and in particular from results on membership
inference, is that simple defense mechanisms such as obfuscating the model’s confi-
dence [SSSS17] or regularizing training through an € objective penalty [SSSS17;
NSH18; Jia+19] or dropout [Jia+19] are not sufficient to prevent leakage of pri-
vate information. Furthermore, attacks vary greatly in the assumptions they make
about the adversary’s knowledge and capabilities, suggesting that it is difficult for
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the defender to foresee the (auxiliary) knowledge which an adversary will exploit to
leak private information from the model [NS08]. Results we have presented thus
far hence point to the need for a worst-case framework to reason about the privacy
of training algorithm. This is precisely what differential privacy promises. Thus, we
next turn to two approaches which can train deep neural networks while provid-
ing differential privacy guarantees that bound how much private information leaks
from the training data.

7.3 How to Obtain Differential Privacy in Deep Learning?

Training deep neural networks with differential privacy is challenging because the
loss function minimized during learning is non-convex. This rules out approaches
like objective perturbation [CMS11; KST12] introduced in the convex setting.
The two approaches to deep learning with differential privacy we present in this
Chapter follow the same design principle.” First, the learning procedure is approx-
imated by a sequential composition of computations whose sensitivity is known.
Second, noise is added to these computations. Finally, the total privacy loss of the
resulting learning procedure is analyzed to determine the differential privacy guar-
antees it provides. While we present the two approaches in the context of training
deep neural networks, they can also be used for convex learners and can sometimes
outperform approaches tailored to the convex setting [Iye+19].

As discussed in Section 1.4.1 of Chapter 1, an essential step to design a differen-
tially private algorithm is to estimate its sensitivity to neighboring input datasets.
This is a prerequisite to calibrate noise which is added to the algorithm’s com-
putations. Measuring sensitivity of learning algorithms used to train deep neural
networks is not an easy task given that the model’s architecture yields a non-convex
optimization problem to set the model’s parameter values.

In the following two Sections, we describe two approaches which differ in the
way that they control the sensitivity of the learning algorithm. The first approach
named DP-SGD (see Section 7.4) proposes to modify the model updates computed
by stochastic gradient descent, in order to achieve a differentially private stochas-
tic gradient descent. At a high level, modifications are two-fold: the gradients are
first clipped to control sensitivity, and then they are noised to obtain differential
privacy. The second approach named PATE (see Section 7.5 ) instead proposes
to have an ensemble of models trained without privacy predict with differential

iii. Note that the first approach injects noise within the algorithm’s computations while the second approach
injects noise to the algorithm’s outputs. Differential privacy can also be obtained by injecting noise to the
algorithm’s inputs, but this class of approaches is out of scope here because it is not specific to deep learning.
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privacy by having these models predict in aggregate rather than revealing their indi-
vidual predictions. Because each model only contributes part of the final prediction,
the sensitivity of the inference procedure can be controlled and differential privacy
obtained.

In the remainder of this Section, we establish terminology and concepts which
will be instrumental in understanding the privacy analysis of both DP-SGD in
Section 7.4 and PATE in Section 7.5. These concepts allow us to reason about the
privacy loss of each computation performed by the learning algorithm, as well as
accounting required throughout learning to derive privacy guarantees post hoc.

7.31 Reasoning about the Privacy Loss

When developing the analysis of randomized algorithms to prove that they are dif-
ferentially private, it can be useful to observe that it is equivalent to show that a ran-
domized algorithm is differentially private and that a tail bound can be established
on the randomized algorithm’s privacy loss. Here, the privacy loss of a randomized
algorithm M is a random variable defined as:

Definition 7.1 (Privacy Loss). Letd,d’ € D" be neighboring datasets. For an aux-
iliary input aux and outcome o € R, we define the privacy loss of the randomized
mechanism M at o to be:

PriM (aux, d) = o]
PriM(aux,d") = o)

c(o, M, aux,d,d") = log

In the context of deep learning, where the randomized algorithm is the training
procedure, this allows us to reason about the privacy of one access to the training
data. To capture multiple accesses to the training data (e.g., each step of a stochastic
gradient descent), it is necessary to compose the privacy loss incurred at each data
access. Coming back to the attacks we described in Section 7.2, this is intuitive
because a model trained for longer is given more opportunities to memorize private
information contained in its training set. Unfortunately, directly composing tail
bounds on the privacy loss can significantly loosen the overall bound thus resulting
in meaningless guarantees of differential privacy for learning. Thus, several modern
approaches including Abadi et al. [Aba+16] propose to instead analyze the moments
of the privacy loss random variable.

7.3.2 The Moments Accountant

Key to the privacy analysis of both DP-SGD and PATE (which we will present in

Sections 7.4 and 7.5 respectively) is the moments accountant, a stronger accounting
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method to accumulate the privacy loss expended by the learning algorithm each
time it accesses the training data. Different from tail bounds on the privacy loss,
bounds on the log moments of the privacy loss compose /inearly. Reasoning over
moments of the privacy loss random variable enables the moments accountant to
yield a much tighter analysis of the privacy guarantees of learning algorithms which
are composed of a sequence of differentially private mechanism applications.

Abadi et al. define the 1% moment as the log of moment generating function
evaluated at the value 4.

Definition 7.2 (1* moment). The A* moment for the privacy loss of the randomized
mechanism M is:

o (A aux,d,d") = log E o M (atix, ) lexp (A - (0, M, aux, d, a))).

Because a data-independent differential privacy guarantee should hold for all
possible pairs of neighboring datasets, the analyses of DP-SGD and PATE look at
bounding all possible 2 moments for a given mechanism M, regardless of the
auxiliary input aux or the pair of datasets o, d’. This yields the following variable
a of interest:

am(A) = max ay(A,aux,d,d). (7.1)
aux,d,d'

Abadi et al. prove two properties of @ which are instrumental in the moments
accountant ability to offer a tighter privacy analysis of DP-SGD and PATE. First,
they show that the log moments of the privacy loss random variable composes lin-
early. This is useful to analyze randomized algorithms like DP-SGD and PATE
which—as we will explain later—can be viewed as a sequential application of 4
differentially private mechanisms M;. In the differential privacy literature, such a
sequential application is referred to as adaptive composition: the auxiliary input
aux of the #” mechanism My, is the output of all the previous mechanisms.

Theorem 7.3 (Composability of a). ] If a mechﬂnism M consists of a sequence of
adaptive mechanisms My, Mo, ..., My, where M; : l_[]’;% R; x D — R, then for
any A:

k
oam(4) < ZaMi(i)- (7.2)

=1
We will later see how in the case of both DP-SGD and PATE, this compos-
ability property is used to bound the moment of the total privacy loss incurred
by the learning algorithm across all of its accesses to the training data. Once this
accounting is complete, a value of ¢ for the differential privacy is derived from the

bound on a through an application of the following tail bound.
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Theorem 7.4 (Tail bound on a). ]| For any &, the mechanism M is (g,0)-
differentially private for:

d = min exp(apr (1) — Ae). (7.3)

7.4 Differentially Private Stochastic Gradient Descent
(DP-SGD)

The work of Abadi et al. [Aba+16] on DP-SGD builds on a line of work [SCS13;
BST14], which was itself initiated by the pioneering work of Chaudhuri et
al. [CMS11]. One of its key innovations is the introduction of the novel analy-
sis technique known as the moments accountant (see Section 7.3) to improve the
privacy guarantee which one can prove after training a deep neural network with
DP-SGD. We first introduce DP-SGD in its most modern form, and then outline
a sketch for the analysis of its privacy guarantees in Section 7.4.2.

7.41 The DP-SGD Algorithm

Let us first describe a typical non-private stochastic gradient descent. To begin, one
samples a minibatches of training data, that is randomly draw a small number" of
training examples (X, ¥) from the training set where X are the inputs and Y the
labels associated with these examples. One then computes the loss /(8, X, Y) of the
model 4, averaged over all examples contained in the minibatch. The loss measures
the error between the model’s predictions and the labels we expected it to produce.
A common choice for multi-class classification problems is the cross-entropy, which
computes for a single training example (x;, y;):

10, %, y) = — Z yij log hj(x;),
j

where ;j indexes the classes of the classification problem, and 7 indexes the differ-
ent examples included in the minibatch such that (X, Y) = {(x;, y:)}i. Next, one
computes the gradient of the average loss across the minibatch with respect to the
model’s parameters. Such a gradient can be computed because deep neural networks

iv.  This number of training examples included in a minibatch, i.e., its size, is chosen first and foremost to
accommodate the hardware computing gradient descent. For instance, if the machine is equipped with an
accelerator for matrix algebra, e.g., a GPU, it is generally-speaking beneficial to use the largest minibatch
size which will fit in the accelerator’s memory. However, other factors may be relevant in the choice of
minimatch size and may commend a smaller size; smaller minibatches were for example observed to introduce
a regularization effect in learning although this effect is not consistently obtained [Sha+18]. Thus, in practice
one treats the minibatch size as a hyperparameter of stochastic gradient descent.
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are differentiable, and this computation is made more efficient by the backpropa-
gation algorithm [RHW86]. This gradient is multiplied by a constant o called the
learning rate before it is subtracted to the current model parameter € to obtain a
step of gradient descent:

6% Zi /(9> xz',)/i)
00

0 «—0—a , (7.4)
where /V is the size of the minibatch. The learning rate is a hyperparameter con-
trolling the size of each step of gradient descent. To bootstrap this procedure, one
initializes the model parameters § to a random value. The steps described above are
then applies repeatedly until the deep neural network’s parameters are deemed to
have converged. Ideally, one would like the model to converge to the global mini-
mum of the loss function it is trained to minimize. However, deep neural networks
being non-convex learners, one must be satisfied with one of the local minima that
approximates the global minimal loss value. In practice, the stopping criterion is
typically decided by evaluating the performance of the model on a holdout set of
data known as the validation set. This validation accuracy should generally increase
as steps of gradient descent are taken. Once this validation accuracy plateaus or
starts to decrease (indicating overfitting [Zha+16]), gradient descent is interrupted.

The modifications made by Abadi et al. [Aba+16] to obtain a differentially pri-
vate stochastic gradient descent algorithm are three fold. First, all operations within
the minibatch are performed on a per-example basis. This means that the loss is
no longer averaged across examples included in the minibatch. Instead, the loss
1(0, x;, ;) of each training example (x;,;) is computed individually. The same
holds for gradients of the loss with respect to the model parameters:

o 01(0, xi, i)
§="%0

The second key modification made is to clip each of these per example gradients to
have a maximum ¢, norm C:

C
g ¢ g -min (1, ) (7.5)
llgill2

Intuitively, this bounds the influence of each training example on learning, and

more important this bound is known to be C. We can thus derive the sensitiv-
ity of the learning algorithm from the value C of this bound. This is essential to
the third, and last, modification introduced to obtain differential privacy: Gaus-
sian noise whose standard deviation is calibrated to be linearly proportional to C



258 Private Deep Learning

is added to each of these clipped gradients.” The rest of the procedure is unmod-
ified: the average of noisy clipped gradients is multiplied by the learning rate and
subtracted to the model parameters to update the model. Abadi et al. thus obtain
the following gradient descent step:

1 8/(0,)61',_)/1‘) .
0 FQ—GNZ(THUH(I

i

, ¢ )+N(O,02C2)), (7.6)
llgill2

where o is a hyperparameter of the differentially private stochastic gradient descent.
Generally speaking, the larger the value of ¢ s, the tighter the resulting differential
privacy guarantee is (i.e., one can prove a smaller bound on the privacy loss ¢).

7.4.2 Privacy Analysis of DP-SGD

The analysis of DP-SGD relies on composition theorems to accumulate the pri-
vacy budget spent by gradient descent across multiple steps; each step is accounted
for and further increases the privacy cost of learning. In addition to the applica-
tion of advanced composition theorems to compute the overall privacy budget,
one can also refine the analysis of DP-SGD by reasoning about its guarantees with
definitions like zero-concentrated differential privacy [BS16] or Renyi differential
privacy [Mir17]. For simplicity, we expose here the analysis provided by Abadi et
al. [Aba+10]. It derives the differential privacy guarantees obtained by training with
DP-SGD from an application of the moments accountant.

We begin by analyzing the A” moment for the privacy loss of an individual step
of gradient descent. Recall that each step of DP-SGD noises the clipped gradient
computed over a minibatch / of examples chosen independently at random with
probability 4. Thus a step of DP-SGD can be written as M(d) = >, f (xi, y:) +
N(0,0?%) where f (i, ;) computes the clipped gradient for example (x;, y;) and &
here incorporates the clipping norm C for simplicity of presentation. The authors
show that under certain conditions (see the paper), the following upper bound

holds:

2L+ 1)

A—go? T OCH/)

apm(d) <

v.  Note that adding noise to gradients is commonly done in deep learning to regularize learning [Nee+15].
Here, it is however crucial to first clip gradients before they are noised, and then to calibrate the standard
deviation of noise added to the clipping bound. Otherwise, one would be unable to prove that the resulting
procedure is differentially private.
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They then leverage the composability of a sequence of adaptive mechanisms (the
individual steps of gradient descent) to obtain the % moment a (1) for the pri-
vacy loss of the complete gradient descent. If we denote by 7 the total number of
steps of gradient descent completed, the following is derived by an application of
Equation 7.2:

qulz

a() < = 5.

Through an application of the tail bound on the moments for the privacy loss (see
Equation 7.3) gives the main result of Abadi et al., which is that DP-SGD is (&, 0)-
differentially private for any ¢ < ¢14*7 and & > 0 if we choose:

- Czq,/ T'log(1/9)

&

, (7.7)

for some constants ¢; and ¢;.

In practice, it is interesting to note that interpreting this analysis and the guar-
antees it provides can be non-trivial. First, the analysis assumes that each mini-
batch is obtained by independently uniformly sampling training examples. Instead,
many practical implementation of stochastic gradient descent only analyze permu-
tations of the training set at each epoch so they must be carefully extended to obtain
an valid implementation of DP-SGD. Second, the analysis leverages randomness
in the sampling of each minibatch to guarantee differential privacy. This result is
known as privacy amplification by subsampling in the literature [BBG18]. How-
ever, this requires that the randomness is of cryptographic strength, which again is
not always the case in all practical implementations. We come back to additional
practical considerations for implementing DP-SGD in Section 7.6.

7.5 Private Aggregation of Teacher Ensembles (PATE)

DP-SGD obtains differential privacy by modifying the learning procedure itself to
bound its sensitivity and randomize it accordingly. This means that any deviations
from the learning procedure captured by the existing theoretical analysis requires
new efforts to bound the privacy leakage. This may limit the ability of DP-SGD
to new developments in the machine learning community (although it has proven
itself remarkably amenable to a wide range of learning tasks beyond classification
and variants of SGD like the widely-used Adam [KB14] optimizer). A good exam-

ple is the one of batch normalization, now a prevalent technique in modern deep
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learning [IS15], thanks to its ability to regularize the norm of internal model acti-
vations which can help prevent overfitting and improve convergence of the opti-
mization procedure. However, batch normalization involves the computation of
statistics across all examples included in a minibatch. This means that it cannot be
used in conjunction with DP-SGD because privacy guarantees rely on the gradient
computation being performed on a per-example basis. This motivates the need for
another privacy-preserving approach to deep learning which does not limit how the
model is trained.

Papernot et al. [Pap+16; Pap+17] introduce such an approach with the private
aggregation of teacher ensembles (PATE). Rather than modify the learning algo-
rithm used to train a model, PATE introduces changes to how data is fed to the
learning procedure and how model predictions are revealed.

751 The PATE Approach

In PATE, one starts by splitting the training set whose privacy needs to be protected
in k partitions. These are partitions in the mathematical sense, so one point from
the original training set is included in exactly one of the partitions (which are non-
overlapping and do not repeat any of the points). From each of these partitions,
one trains a machine learning model. There are no restrictions on how each of the
models are trained. This means we can for instance use techniques such as batch
normalization, whose privacy would be difficult to analyze if we wanted to take an
approach in the vein of DP-SGD. In PATE, each model could even be trained with
different techniques (e.g., deep learning, decision tree, etc.). Because one trains a
model on each of the £ partitions, we obtain an ensemble of 4 models trained
independently but all solving the same task. We give the name of zeacher to each
of these # models. Next, PATE deploys this ensemble of teachers to predict on test
inputs while bounding leakage of private information from the training data.
PATE obtains privacy by having these teachers predict collectively and revealing
their aggregate prediction rather than their individual predictions. Specifically, each
teacher is given the input” x that we would like to predict on and commits a vote
for one of the labels of the problem. One then builds a histogram of these votes,
where each bar 7;(x) of the histogram corresponds to a label ; of the problem and
indicates how many teachers voted for this label ;. The label predicted by PATE is
the one which received the most number of votes, i.e., the argmax of this histogram:

arg max 72; (x).
J

vi.  To avoid ambiguity, let us stress that all teachers simultaneously predict on the same input here.
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Such a mechanism is common in machine learning, even when one does not seek to
provide guarantee, because bagging predictors is an instance of ensemble learning
which commonly improves generalization [Bre96].

Intuitively, it can be seen that when most teachers agree on the label to be pre-
dicted, revealing the most frequent label does not leak much private information
in the sense that this prediction was made independently by many teachers. Given
that each of these teachers learned from a different set of data, a single training
record contained in the original training set (prior to partitioning) could have only
influenced one of the teachers, and as a consequence had a negligible impact on
the computation of the most frequent label. That said, this voting mechanism is
not sufficient to obtain differential privacy because there still exists certain edge
cases where a single training point can change the outcome of voting. To see why,
observe that if we have an ensemble of # teachers such that 4 is an odd integer and
that 7,(x) = /e;zl + 1 teachers voted for label 2 while the remaining 7,(x) = /‘;—1
teachers voted for another label 4 when they are presented with a test input, then
a single teacher changing its prediction from label « to & can result in the voting
mechanism outputting & rather than « as would have been the case initially.

This shows that in the worst case one teacher alone is able to change the out-
come of the voting mechanism. Because each teacher is trained without any form of
privacy, we thus have to assume that changing one of the training examples (in the
original set before it is partitioned) can change the predictions of the teacher trained
on the partition containing this example. Put altogether, this implies that the sen-
sitivity of the mechanism is such that each training record can in the worst case
affect at most 2 of histogram bars by 4/ — 1 votes. This allows us to calibrate the
noise that we need to add to the histogram before we obtain a differentially private
prediction. In fact, privately releasing the argmax of a histogram is a well-known
problem in the differential privacy literature and the properties of such histogram
queries are well understood [DR+14]. Specifically, the resulting voting mechanism
for PATE computes the following:

2
arg max {n](x) + Lap (—) } , (7.8)
J 4
where Lap(b) is the Laplacian distribution with location 0 and scale 4.

7.5.2 Privacy Analysis of PATE

A first privacy analysis of the variant of PATE we presented in Section 7.5.1 can
be derived from the differential privacy of the Laplace mechanism for histogram
queries. Indeed, consider a single prediction made by PATE. This prediction is a his-
togram query, which is known to be (y , d)-differentially private [DR+14]. Next, we
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turn to the analysis of a sequence of 7" predictions made by PATE. Given that each
of these predictions is differentially private, we can compose their privacy guarantee
to obtain the privacy guarantee achieved overall when making the 7" predictions. If
we naively compose, this results in the 7" predictions being (7'y , 7'0)-differentially
private. This however yields poor utility when computing Equation 7.8 for most
practical values of y and 7. Thus, we turn to the moments accountant we intro-
duced in Section 7.3.2.

Applying the Moments Accountant

Recall that the moments accountant instead proposes to reason in the log space of
the moment generating function of the privacy loss. For PATE with the Laplace
mechanism, we have that the privacy loss is equal to the noise parameter of the
Laplace distribution itself [DR+14]: c(o, M, aux,d,d’) = y . From Equation 7.1,
we then have that:

oam(A, aux, d, d") = log E o p(auv,a) lexp(Ay )] = Ay

We compute these for several integer values of 1 > 1. We can then use the
tail bound from Definition 7.4 to derive the (g, d)-differential privacy guarantee
achieved:

_ miny o (A) — logé‘ (7.9)
A

Still, this may result in poor utility for practical values of y and 7". There are several

ways one can improve the utility-privacy trade-off of PATE. Of course, one can

obtain better bounds on the log moments of the privacy loss. For instance, Bun and

Steinke [BS16] allow us to show that we also have aa( (1) < %y 2)(A+1). We can

thus retain the best of the two bounds for each of our log moment computations:

1
ar(A) = min{24y, Eyzl(/l + 1}

Data-dependent Analysis

Up to now, our analysis of PATE has been data-independent; that is, our privacy
analysis does not depend on the particular dataset which the learning algorithm
takes as an input. This is made clear by the maximum operator over aux,d,d’
when computing a ¢ in Equation 7.1. However, in many cases the teachers in
the ensemble exhibit a strong consensus on the label they predict: that is one of
the labels is assigned most of the votes in the histogram computing by the voting
mechanism in PATE. When this is the case, the privacy cost is much smaller than
what is suggested by the data-independent analysis.
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To obtain such a data-dependent privacy analysis of PATE, Papernot et
al. [Pap+16] prove a bound of the log moment of the privacy loss which depends
on the probability ¢ that the noisy argmax mechanism will output the wrong label
after noising the votes originally cast by teachers:

A
1 —
dd _ _ q !
aM—log((l q)(l—qu) +q€ ). (7.10)

The probability ¢ can be derived from the votes cast by teachers as follows:

24+ %(n]* — n])
< . (7.11)
1 % 4exp(%(nj* — nj))

The rest of the privacy analysis is identical to its data-independent counterpart.

In practice, the data-dependent analysis may not always be superior to the data-
independent analysis. This is however not a drawback given that we can combine
the two effectively at the level of the log moment computation. Indeed, one can
compute a4 as follows:

1
am(d) = min{2/1y,§y2/1(/1+ 1), a%4}. (7.12)

To summarize, the combined data-independent and data-dependent analysis is
as follows:

1. Compute the probability ¢ that the noisy argmax will output a prediction
that is not the most frequent vote cast by teachers.

2. Compute the three bounds (two data-independent, and one data-dependent
based on the value of ¢) on the log moments of the privacy loss.

3. Retain the minimum bound as in Equation 7.12 for each moment.

4. Derive the (¢, d)-differential privacy guarantee from the tail bound property
of the log moment, as in Equation 7.9.

With data-dependent analysis, we are able to prove a tighter bound on the pri-
vacy loss and thus the same mechanism (with constant utility) became “more”
private. This however should be interpreted carefully because the guarantee now
depends on the dataset which the algorithm is operating on (rather than holding
for any possible dataset) and releasing the value of ¢ now leaks private information.
Thus, it is possible to noise the value of data-dependent & estimates to prevent any
additional private information leakage (see Papernot et al. [Pap+16] for a detailed
discussion and an example approach for doing so based on the smooth analysis of
Nissim et al. [NRS07]).
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Training a Student Model

Even with the data-dependent analysis, the privacy budget increases every time a
query is answered by PATE. That is, the privacy leakage induced by responding to
each query is bounded but non-zero. Thus, the mechanism will either be able to
answer a small number of queries only or provide little utility (because the noise
injected will have to be larger to decrease the per-query cost of a larger number of
queries to be answered). To alleviate this limitation, the privacy-preserving labels
predicted by the teacher ensemble can be use to train a student model. This student
model can query teachers with unlabeled public data. The student will then learn
from the labels predicted by the teachers. Once the student is trained, the total
privacy budget expended is fixed and the teachers can be discarded. The student
can then answer as many queries as it wants, this will not impact the bound. To
further improve the utility-privacy tradeoff, the student can also be trained with a
semi-supervised learning approach [Sal+16; Ber+19].

7.6 Practical Considerations for Private Deep Learning

Having introduced two approaches to deep learning with differential privacy, DP-
SGD and PATE, we now outline a few practical considerations and observations
stemming from experience implementing both of these approaches.

7.6.1 Tuning Hyperparameters and the Utility-Privacy Tradeoff

The first obstacle is the accuracy of privacy-preserving models. Datasets are often
sampled from a distribution with heavy tails (see Chapter 10). For instance, in a
medical application, there are typically (and fortunately) fewer patients with a given
medical condition than patients without that condition. This means that there are
fewer training examples for patients with each medical condition to learn from.
Because differential privacy prevents us from learning patterns which are not found
generally across the training data, it limits our ability to learn from these patients
for which we have very few examples of [SPGG21]. More generally, there is often
a trade-off between the accuracy of a model and the strength of the differential
privacy guarantee it was trained with: the smaller the privacy budget is, the larger
the impact on accuracy typically is. That said, this tension is not always inevitable
and there are instances where privacy and accuracy are synergistic because differen-
tial privacy implies generalization (but not vice versa) [Dwo+15]. When there is a
tradeoft, it can be partially mitigated by carefully setting the hyperparameters that
control both approaches.

As far as DP-SGD is concerned, clipping and noising are common regular-
izer in machine learning so the fact that DP-SGD may be potentially harmful to
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performance can be counter-intuitive. That said, there are key differences in how
clipping and noising are used to obtain DP-SGD. First, clipping is typically done on
the average gradient computed over an entire minibatch. Instead, DP-SGD applies
clipping on a per-example basis. Work has began understanding the effect this has
on learning [STT20], but it remains an open problem to mitigate its impact on
the accuracy [Pap+20] of training. Similarly, the impact of noising on DP-SGD
remains to be understood. Another important hyperparameter in DP-SGD is the
size of the minibatch. Practical experience shows that larger minibatches often yield
better tradeoffs between utility and privacy [De+22]. That said, possible values for
the size of the minibatch are often limited by hardware constraining the compu-
tational feasibility of calculating gradients for a large number of training examples
simultaneously. Finally, given that the privacy guarantee of DP-SGD is propor-
tional to the number 7" of gradient descent steps (recall Equation 7.7), it is impor-
tant to tune this number and adjust accordingly the learning rate to compensate
for a smaller number of steps being taken.

In the case of PATE, the key hyperparameter to be tuned is the number of teach-
ers k to use. Increasing the number of teachers generally improves the privacy guar-
antee. Because more votes are being aggregated, it is easier to introduce more noise
in the aggregation without affecting the outcome of the aggregation (i.e., degrad-
ing utility). However, increasing the number of teachers generally has diminishing
returns beyond a certain point because each teacher receive so little data to learn
from that it becomes a weak learner. Thus, there is often in practice an optimal
number of teachers to be picked by training teachers with a partition of data whose
size varies.

7.6.2 System Perspective on Privacy

Abadi et al. [Aba+17] remark that the privacy of training data may depend on other
stages of the data life cycle. Here, we have not discussed techniques for sanitizing
the data. These often take the form of removing data attributes which may iden-
tify an individual, a class of technique known as data anonymization. We chose
not to discuss these approaches because their limitations are well-understood in
the privacy community. Fundamentally, anonymization assumes the data owner
can anticipate which information the adversary will have access to so that they can
deduce with attributes may identify an individual. In other words, anonymization is
highly context-dependent and does not provide nearly as strong guarantees as those
expressed in the framework of differential privacy. Anonymization may however be
beneficial at the data collection stage in certain settings, in particular to minimize
the amount of data that is retained about an individual. Indeed, this may be ben-
eficial in settings where proper access control is not enforced when accessing the
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training data or its byproducts like machine learning models. We discuss this further
in Section 7.6.4. Finally, Abadi et al. note the importance of mechanisms for data
deletion and data retention policies. This has been put forward in several legislative
frameworks, most prominently in the European Union’s General Data Protection
Regulation [Man13]. Deleting training data raises the question of what should be
done to machine learning models trained on this data. Indeed, even if these models
were trained with differential privacy, they would still be influenced by the training
data which was deleted (although if the model was trained with differential pri-
vacy, this influence would be bounded). Consequently, research has began towards
enabling machine unlearning, that is the process of deleting any influence a train-
ing point may have had on the machine learning model’s parameters. Research on
machine unlearning initially focused on learning algorithms which can be expressed
in the statistical query learning framework [CY15]. However, this approach does
not apply to deep learning because deep neural networks are trained using adaptive
statistical query algorithms, which make queries that depend on all queries previ-
ously made. Instead, work by Bourtoule et al. [Bou+21] proposes an approach for
machine unlearning that is applicable to any model trained with stochastic gradient
descent—thus including deep learning.

7.6.3 Public Data

It is interesting to note that the utility of both DP-SGD and PATE can be improved
with the availability of public data. We already covered in Section 7.5 how public
data is required to train a student model in PATE. Without such public data, the
privacy budget of PATE would be unbounded over time (i.e., it would increase
each time the teachers answer an additional query). This would of course lead to
a disadvantageous tradeoff between utility and privacy. Instead, with public data
it is easier to improve this tradeoff because the student can learn with very little
supervision from the teachers. The less supervision required, the stronger the pri-
vacy guarantee achieved. Here, it is interesting to note that any progress made in the
machine learning community towards learning with less supervision can be directly
applied to improve the utility-privacy tradeoff in PATE, as demonstrated with the
invention of MixMatch [Ber+19].

Models trained with DP-SGD can also be improved with public data: for
instance, models can be pre-trained or fine-tuned with public data. Pre-training
is now a common practice in machine learning with privacy [LTLH21; De+22].
Fine-tuning is an alternative to pre-training. Intuitively, fine-tuning has the advan-
tage that the private model was already trained so one can exploit this information
to select the public data which will most help alleviate the deficiencies of the private
model [Zha+19].
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We will come back to the issue of data complexity in Section 7.7.1, where we will
see that the benefits of public data are a symptom for a more fundamental question
in private deep learning around the (im)possibility of learning features from limited
data with privacy.

7.6.4 Confidentiality vs. Privacy

In computer security, confidentiality is achieved when information is only accessible
to parties who are authorized to access it [Bis02]. In the context of data involved
in deep learning algorithms, this means that the training and test data should only
be visible to authorized users. This is a guarantee which is orthogonal to the one
of differential privacy, where we instead want to prevent inferences about the data
(even inferences that can be made without direct access to the data).

To provide confidentiality, one must apply cryptographic primitives so as to
encrypt the data and require a key to decrypt the corresponding plaintext. To
enable applications of deep learning to encrypted data, some proposed homo-
morphic machine learning techniques [Gil+16]. These are however difficult to
scale to deep neural networks because of the non-linear activation functions they
include [TB18]. These techniques can be leveraged to train the model without
decrypting data (i.e., perform gradient descent over encrypted data). Cryptography
can also be used to make predictions over encrypted test inputs. This is useful when
one wants to offload compute associated with the model (e.g. to a cloud provider)
without revealing the test inputs (e.g., patient records collected by a hospital).

It is important to note that confidentiality does not imply privacy, or vice versa.
This confusion arises frequently, in particular in the context of distributed learning.
For instance, federated learning [Kon+16] is an approach for distributed learning
with confidentiality but it does not provide any privacy guarantee (in the sense
of differential privacy) unless it is combined with an optimizer like DP-SGD. If
DP-SGD is not employed, federated learning may leak private information more
so than a centralized learning algorithm because it exposes the intermediate model
updates [MSDS19; Boe+23b; Boe+23a]. To obtain both confidentiality and pri-
vacy, one can also combine cryptographic primitives with the PATE approach from
Section 7.5. This yields a form of collaborative learning where the different teachers
can be distributed [Cho+21].

7.7 Research Issues

In the rest of this chapter, we present some of the questions currently being inves-
tigated by the research community. This is done to give the reader a sense of the
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limitations of current approaches, at a more abstract level than the practical con-
siderations of Section 7.6. The list of questions covered here is by no means meant
to be comprehensive.

7.71 Is Representation Learning possible with Privacy?

Representation learning is fundamental to deep learning. In essence, the intuition
behind training neural networks with multiple hidden layers is precisely to have
each of these layers extract a representation of the data. The last layer of a deep
neural network can be thought as a linear model taking in as its input a repre-
sentation whose features were learned by composing all of the previous layers of
the deep neural network. This alleviates the need for human feature engineering,
as demonstrated by the successful application of deep learning to raw images or
audio. That said, the trade-off empirically observed between model utility and pri-
vacy raises the question of whether current approaches to deep learning can indeed
learn representations while satisfying the constraints of differential privacy.

A Feature Perspective

Put another way, is the deep learning promise of not having to human engineer fea-
tures compatible with the constrains of privacy. Indeed, Tramer and Boneh [TB20]
remark that private deep learning often falls short, in terms of prediction accuracy,
to shallow models trained without privacy. Building on this observation, they com-
pare the performance of private deep learning with private shallow learning com-
bined with human-engineered features. They for instance find that it is possible
to simultaneously outperform the accuracy and privacy of private deep learning on
CIFARI10 by training a linear model whose features are human engineered. In their
experiment, they extract these features with a scaterring network [OM15] which
is a non-learned feature extractor. They find that one of the roadblocks preventing
DP-SGD from achieving representation learning that outperforms shallow learn-
ing from human-engineered features is that the privacy guarantees require that each
training point be only involved in a small number of updates. This is a roadblock
to deep learning of representations with differential privacy, because deep learning
often involves long training procedures taking multiple passes through the dataset
(i.e., epochs) to uncover the features which project data on a representation that

vii

mostly™ linearly separates the data. Tramer and Boneh then outline the increased

data complexity of private deep learning, surfacing the need for larger datasets to

vii.  Not all datasets will be linearly separable, and here we are referring to the split in deep neural network
architectures described above: the last layer can be interpreted as a linear model taking in as input the features
learned by the rest of the architecture.
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enable representation learning with privacy. The reader may recall our related dis-
cussion in Section 7.6 on public data. This observation is also consistent with a
prior successful application of DP-SGD to language modeling in a setting where
the data collected spans billions of users [MRTZ17]. Alternatively, Tramér and
Boneh propose to tackle this increased data complexity through transfer learning,
as previously studied in the non-private setting [KSL19].

An Architecture Perspective

Having discussed the role that features play in private deep learning, it is natural to
consider next the role played by the model’s architecture. Deep neural networks are
often the fruit of an extensive empirical architectural design phase, combined with
the necessary hyperparameter tuning. This is done empirically and involves a large
number of runs. It is thus tempting to reuse existing architectures known to perform
well and train them, with privacy this time, on datasets that are sensitive. This
avoids the cost of hyperparameter tuning with privacy guarantees, which would
involve composing the cost of the training run associated with each hyperparameter
value that was considered [PS21]. However, Papernot et al. [Pap+20] show how
reusing hyperparameter values that were optimal for the non-private setting to now
train with a private optimizer can lead to suboptimal architectural choices because
the deep neural network is designed for optimal convergence with a non-private
optimizer like SGD rather than with a private optimizer such as DP-SGD.

7.7.2 Is the Analysis of DP-SGD (or PATE) Tight?

In the following, we focus on DP-SGD for clarity of exposition, but the discussion
is also relevant to PATE. Because the framework of differential privacy involves a
rather strict definition of what it means for an algorithm to be private, and in par-
ticular that this definition is worst-case, it is legitimate to ask whether the guarantees
obtained by training with DP-SGD are sufficiently strong, even if the bound on
the privacy cost ¢ is too large to be meaningful in terms to probabilities. Indeed, in
theory any value of ¢ above 1 is not meaningful because the value of ¢ is used to
create an interval between two probabilities (which naturally take values between 0
and 1). This is an important issue in practice because practitioners are faced with
the fact that they need to calibrate the standard deviation of Gaussian noise added
to gradient descent in DP-SGD with the desired strength of differential privacy
guarantee. Recall that increasing the linear factor o generally leads to smaller val-
ues of €. While it is easy to say that a model is more private than another model by
comparing the values of & we are able to prove (assuming both models are trained
using an algorithm whose privacy analysis is tight), it is more difficult to provide an
absolute threshold after which we consider an algorithm to be “private”. This is of
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course an important issue which merits attention from legislative bodies interested
in creating new privacy regulations based on the framework of differential privacy.

There are two ways in which one could improve the trade-off between utility and
differential privacy in the context of deep learning. First, one could realize that the
privacy analysis of DP-SGD is loose, leading to an overestimate of the worst-case
privacy leakage. This would mean that efforts towards improving our theoretical
understanding of DP-SGD could lead to tighter analysis of its privacy guarantees,
and as a by-product to improved trade-offs between utility and differential pri-
vacy. Such refined analysis could also require that one make additional assumptions
restraining the adversary’s capabilities. Second, it is possible that we could invent
novel algorithms for learning with differential privacy that afford between utility-
privacy trade-offs. These algorithms could be improved variants of DP-SGD or
completely new approaches for learning with differential privacy.

It is thus tempting to evaluate the performance of differentially private models in
the face of adversaries mounting attacks such as the ones presented in Section 7.2.
This would help assess how “far” the analytical guarantees one can prove are from
the empirical guarantees of privacy. One should of course be careful about making
such an evaluation because the conclusion one makes are very different from the
conclusions derived from the analysis of differential privacy guarantees. Put sim-
ply, differential privacy guarantees provide an upper bound on the privacy leakage,
whereas mounting an attack provides a lower bound on this privacy leakage. Indeed,
the adversary is only able to demonstrate that they can extract at least as much pri-
vate information as they could under that specific attack and threat model. Nothing
prevents a more sophisticated adversary from extracting more private information
if they are able to gain additional knowledge in the future or discover a new attack
strategy. Instead, the guarantees provided by a specific analysis technique for dif-
ferential privacy hold regardless of the knowledge and capabilities available to the
adversary as long as these comply with the definition of differential privacy. Fur-
thermore, this also means that in practice while the analytical bound obtained is
fixed given a specific analysis technique, the results of an empirical evaluation of
the success of a privacy attack or of the model utility may vary greatly. As a con-
sequence, one should take great care when comparing the privacy-utility tradeoff
obtained through analytical guarantees and the privacy-utility tradeoff measured
through an empirical evaluation of attack success [EMRS19].

With all of these caveats stated clearly, let us now turn our attention to stud-
ies that have recently evaluated the robustness of models trained with differential
privacy in the face of attacks targeting the privacy of training data. While these
attacks cannot replace the analytical bounds discussed above, they can nevertheless
inform theoretical research on these bounds. Jagielski et al. [JUO20] take a first
step towards such an evaluation by instantiating a poisoning adversary to audit the
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guarantees provided by DP-SGD. They observe that if a model is ¢-differentially

private, an adversary should have bounded success of at most % in telling whether
a model was trained on a dataset D or a second dataset D U S where S is a set of
k poisoning points. To help the adversary succeed as closely as possible as tolerated
by the differential privacy guarantee, Jagielski et al. propose a novel attack which
minimizes the variance of model parameters when crafting poisoning points.
Building on these results, Nasr et al. [Nas+21] introduce a spectrum of adver-
saries ranging from the black-box adversary of Jagielski et al. to a more sophisticated
(and perhaps unrealistic) adversaries. This enables Nasr et al. to obtain stronger
lower bounds on the privacy leakage. This also has the added benefit of singling
out the adversarial capabilities needed to match the maximal privacy leakage toler-

ated by the analytical upper bound on privacy.

7.7.3 Connection Between Privacy and Robustness

Because differential privacy is a worst-case guarantee that implies a form of gener-
alization, it is natural to ask whether learning with differential privacy also nurtures
a form of robustness. Machine learning algorithms are indeed known to be vulner-
able to both training and test time manipulation of data, the former being referred
to as a poisoning [BNL12] attack while the latter is known as an adversarial exam-
ple [Big+13; Sze+13]. We should be careful when drawing connections between
privacy and robustness because results from the differential privacy literature show
improvement in average-case generalization whereas robustness requires worst-case
guarantees: an adversary will always choose the attack that is the most effective.

We have already outlined the connection between differentially private learning
and poisoning in Section 7.7.2. This connection has led Ma et al. to study how
differential privacy can be used to defend against poisoning attacks against ridge
and logistic regressions [MZH19].

Now take the case of adversarial examples. They are crafted by exploiting the
excessive sensitivity of machine learning models to input-domain perturbations.
Such perturbations can be found by gradient descent, using the same techniques
and tools than those required to train the model (e.g., backpropagation for gradient
descent). Song et al. have first noted that improving robustness of models to adver-
sarial examples may lead to additional leakage of private information [SSM19].
This can be understood intuitively with the example of adversarial training, a com-
mon technique to improve a model’s robustness to adversarial examples: it encour-
ages the model to be a more constant predictor around its training inputs. This
means in turn that a membership inference attack is easier to mount because train-
ing points are characterized by smoother regions of the loss surface. Research has
also investigated whether techniques from the adversarial example literature can
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be leveraged to contain privacy leakage from a model [NSH18; Jia+19], but these
generally provide empirical guarantees which do not have the properties that make

differential privacy attractive (e.g., it is agnostic to adversarial knowledge or capa-
bilities).

7.8 Concluding Remarks

In this Chapter, we first motivated the need for privacy-preserving approaches to
deep learning. In addition to needs for privacy inherent to fostering user trust and
complying with regulation in place, attacks leaking private information from the
training data of machine learning models demonstrate that learning algorithms
retain information specific to individual training points. We then presented two
approaches for privacy-preserving deep learning, DP-SGD and PATE. While DP-
SGD is currently the de facto approach for private deep learning, PATE has poten-
tial to shine when it comes to training large model architectures or when predicting
in distributed settings from a collection of models. In the rest of the Chapter, we
presented challenges that practitioners will likely face but also more fundamental
questions that researchers are currently tackling to improve our understanding of
how to learn with privacy. While deep learning has enabled key innovations in the
past years, deep learning with privacy is still in its infancy. Addressing its current
limitations will be key to enable responsible applications of artificial intelligence
in areas like healthcare where the potential benefits to society are immense but the
risks are commensurately important. Achieving privacy-preserving deep learning
by design, rather than attempting to retrofit existing algorithms with privacy con-
siderations is perhaps one of the most promising avenues for future work in this
area.
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Chapter 8

Private Federated Learning

By Kallista Bonawitz, Peter Kairouz, Brendan McMahan
and Daniel Ramage

8.1 Introduction

Machine learning and data science are key tools in science, public policy, and the
design of products and services thanks to the increasing affordability of collect-
ing, storing, and processing large quantities of data. But centralized collection can
expose individuals to privacy risks and organizations to legal risks if data is not prop-
erly managed. Starting with early work in 2016 [McM+17; MR17], an expanding
community of researchers has explored how data ownership and provenance can be
made first-class concepts in systems for learning and analytics in areas now known as
FL (federated learning) and FA (federated analytics). With this expanding commu-
nity, interest has broadened from the initial work on federations of mobile devices to
include FL across organizational silos, IoT (Internet of Things) devices, and more.
In light of this, Kairouz et al. [Kai+19] proposed a broader definition that empha-
sized data locality. Since this definition was proposed, the field has continued to
mature, revealing new challenges related to scalability, verifiability, and operational
complexity. These challenges, particularly in the age of very large foundation mod-
els, have motivated a renewed focus on the core privacy properties of a system rather
than the specific location of computation. To better capture these evolving princi-
ples and aspirations, a new definition has been proposed in [Dal+24]:
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Federated learning (FL) is a machine learning setting where multiple entities
(clients) collaborate in solving a machine learning problem, under the coordination of
a service provider. A complete FL system should enable clients to maintain full control
over their data, the set of workloads allowed to access their data, and the anonymiza-
tion properties of those workloads. FL systems should provide appropriate transparency
and control to the users whose data is managed by FL clients.

This updated perspective emphasizes that claims about a system’s privacy require
a nuanced description of how it addresses a multifaceted set of principles, a topic
we will explore throughout this chapter.

An approach very similar in both philosophy and implementation, recently
termed federated analytics [RM20], can be taken to allow data scientists to gen-
erate analytical insight from the combined information in decentralized datasets.
While the focus here is on FL, much of the discussion on technology and privacy
applies equally well to FA use cases.

Overview of the Chapter

This chapter provides a brief introduction to key concepts in federated learning and
analytics with an emphasis on how privacy technologies may be combined in real-
world systems and how their use charts a path toward societal benefit from aggregate
statistics in new domains and with minimized risk to the individuals and the orga-
nizations who are custodians of the data. After defining FL and contrasting it with
traditional centralized learning, we will discuss privacy in federated technologies,
examining data minimization techniques (Section 8.2) and data anonymization
methods using differential privacy (Section 8.3). We will also track the practical
evolution of these technologies, highlighting key production deployments. Finally,
the chapter discusses Federated Analytics, which broadens FL for performing data
science tasks on decentralized data (Section 8.4), and concludes by examining the
open challenges and future directions for the field.

8.11 Privacy Principals for Federated Learning and Analytics

To ground a more detailed discussion of FL, let us begin by clarifying the rele-
vant notions of privacy. Privacy is an inherently multifaceted concept, even when
restricted to the realm of the products and services offered by a technology com-
pany, which is the focus here. Four key components of privacy are highlighted in
this context: (1) transparency and consent, (2) data minimization, (3) anonymiza-
tion of released aggregates, and (4) verifiability.

Transparency and consent are foundational to privacy: they are how users of the
product/service both understand and approve of the ways in which their data will
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be used. Privacy technology cannot replace transparency and consent, but data-
stewardship approaches based on strong privacy technologies make it easier for all
parties involved to reason about which types of data usage might be possible (and
which are ruled out by design), thereby enabling clearer privacy statements that are
simpler to understand, verify, and enforce.

The role of privacy technology becomes more clear when considering specific
goals that can be advanced by computation on privacy-sensitive user data; for exam-
ple, improving a mobile keyboard suggestions based on user input to the virtual
keyboard. How can the keyboard be improved in as minimally invasive a manner
as possible? The computation goals are primarily the training of ML (machine-
learning) models (federated learning) and the calculation of metrics or other aggre-
gate statistics on user data (federated analytics). As we will see, both analytics and
(perhaps less obviously) machine learning can be accomplished via appropriately
chosen aggregations over (possibly preprocessed) user data. In this context, special-
izations of three of the above-mentioned broad privacy principles apply:

o The principle of data minimization, as applied to aggregations, includes the
objective to collect only the data needed for the specific computation (focused
collection), to limit access to data at all stages, to process individuals’ data as
early as possible (early aggregation), and to discard both collected and pro-
cessed data as soon as possible (minimal retention). That is, data minimiza-
tion implies restricting access to all data to the smallest set of people possible,
often accomplished via security mechanisms, such as encryption at rest and
on the wire, access-control lists, and also more nascent technologies such as
secure multiparty computation and trusted execution environments, to be
discussed later.

o The principle of data anonymization captures the objective that the final
released output of the computation does not reveal anything unique to an
individual. When this principle is specialized to anonymous aggregation, the
goal is that data contributed by any individual user to the computation has
only a small (limited, measured, and/or mitigated) influence on the final
aggregate output. For example, aggregate statistics including model parame-
ters, when released to an engineer—or beyond—should not vary significantly
based on whether any particular user’s data was included in the aggregation.
The XKCD comic shown in Figure 8.1 illustrates a humorous example where
this principle is not respected, but this memorization phenomenon has been
shown to be a real issue for modern deep networks [Car+19; Car+20].

o The principle of verifiability asserts that privacy claims should be verifiable,
ideally by users, external auditors, and the service provider itself. Mecha-
nisms supporting verification can include open sourcing relevant code and
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LONG UVE THE REVOLUTION.
OUR NEXT MEETING WILL BE
AT

AHA, FOUND THEM!

)

WHEN YOU TRAIN PREDICTIVE MODELS
ON INPUT FROM YOUR USERS, IT CAN
LEAK INFORMATION IN UNEXPECTED UAYS.

Figure 8.1. Randall Munroe humorously captured the risks of allowing one user’s data too
much influence on the final model in xkcd.com/2169/.

systems designs, public ledgers, trusted execution environment hardware,
secure multi-party computation protocols, and alike.

The practical application of these privacy principles in production systems has
evolved significantly since the inception of FL. Table 8.1 summarizes this progres-
sion, contrasting how core privacy guarantees were implemented in early FL sys-
tems (circa 2017-2020) with more recent practices (2021-2024), and it outlines an
emerging state for the field, which we will discuss more in Section 8.3.2. The table
illustrates a clear trajectory towards stronger, more comprehensive, and externally
verifiable privacy protections.

By design, FL structurally embodies data minimization. Figure 8.2 compares
the federated approach to more standard centralized techniques. Critically, the
federated approach is architecturally designed to prevent the service provider
from accessing raw, unaggregated client data. In its classic implementation, this is
achieved by making data collection and aggregation inseparable: purpose-specific
transformations of client data are computed on-device and sent only for the pur-
pose of immediate aggregation. In newer paradigms that use confidential comput-
ing, this same principle is upheld through cryptography, where encrypted client
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Table 8.1. A summary of how different privacy principles are addressed under the FL
2017-2020 practice, the FL 2021-2024 practice, and an updated 2025+ goal-state based
on the new FL definition we propose. Adapted from [Dal+24].

Privacy Principles

FL 2017-2020

FL 2021-2024

FL 2025-2

Data minimization

Data remain on
devices; focused
updates and immediate
aggregation for model

Trusted and cryptographic
aggregation methods can
additionally guarantee
unaggregated updates

Secured data on device or cloud
with access verifiably limited to
specific workloads and
immediately revocable (or within

training. invisible to the service a short TTL).
provider.
Data No formal Distributed DP can Achieve the utility of current
anonymization anonymization, but provide acceptable utility ~ Central DP approaches, while

messages are collected
for the purpose of
immediate
aggregation.

for some tasks, and
protection from an
honest-but-curious service
provider; central DP can
provide better utility, and
strong DP protection for
the model released to end
users but assumes a trusted
aggregator.

also offering strong protection
against even a malicious service
provider; users can verify that
only anonymized results are
released, and can enforce their
privacy preferences.

Transparency and
control

Users can choose
whether to participate
in training, and
potentially inspect the
on-device binaries and
network usage.

Users can additionally
inspect the source code of
some FL instances such as
Private Compute

Core [Mar+22], while
others remain closed
source and proprietary.

Users can view a
human-readable summary of the
purpose and (privacy) properties
of any computation their data
participated in, and those
properties can be verified. Users
can make fine-grained choices
about which FL workloads to
run, or delegate that power to an
organization of their choice.

Verifiability and
auditability

Where code is
open-sourced, it can be
inspected; verifying the
identity of the code
running on devices is

possible but difficult.

Same as FL 2017-2020

Client and server-side code
verify each others’ integrity via
remote attestation. Clients can
verify the data minimization and
anonymization properties of
server-side computation. Clients
and servers verify each others’
authenticity via (ideally
independent) Public Key
Infrastructure (PKI).

contributions are processed only within a verifiable, trusted execution environment.

In either architecture, analysts have no access to per-client messages. Federated

learning and federated analytics are instances of a general federated computation

schema that embodies these data-minimization practices. This contrasts sharply

with the typical approach of centralized processing, which replaces on-device pre-

processing and aggregation with bulk data collection, with the primary minimiza-

tion happening on the server only after the raw data has been logged.
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The ML and analytics goals considered here are compatible with the objective of
anonymous aggregation. With ML, the goal is to train a model that generalizes well
to all users, without overfitting or memorizing the specifics of any individual’s data.
Similarly, with statistical queries, the goal is to estimate population-level statistics
that are not significantly influenced by any single contribution. However, achieving
this is a non-trivial challenge, as modern deep learning models have been shown to
be prone to memorizing rare or unique training examples, necessitating the use of
explicit privacy-enhancing technologies.

The federated paradigm strengthens its guarantees by combining its architectural
design with other techniques—particularly differential privacy (DP) and empirical
privacy auditing, which are treated in more depth later—to ensure released aggre-
gates are formally anonymous. This creates a system with built-in, technologically
enforced protections. This situation contrasts sharply with the privacy relationship
you might have with a bank or health-care provider, where the data anonymization
principle may not apply. In those interactions, trust in the provider to use sensitive
data only for its intended purpose remains the fundamental tenet.

A third foundational principle, which has grown in importance as FL has
matured, is verifiability. While data minimization and anonymization provide
strong theoretical protections, they historically required users to trust that the
service provider was correctly implementing the protocols. Verifiability addresses
this trust gap by enabling users and external auditors to cryptographically confirm
that the system is performing computations as promised. This principle became
central as technologies like trusted execution environments made it practical to
remotely attest to the code running on a server, ensuring that only approved,
privacy-preserving operations are ever performed on client data. This shifts the
model from simply trusting the provider’s policies to relying on verifiable, mathe-
matical guarantees.

8.1.2 Federated Learning Settings and Applications

As indicated earlier, the defining characteristics of FL include keeping raw data
decentralized and learning via aggregation. This assumption of locally generated
data—often heterogeneous in distribution and quantity—distinguishes FL from
more typical data center-based distributed learning settings, where data can be
arbitrarily distributed and shuffled, and any worker node in the computation can
access any of the data.

The role of a central orchestrator is practically useful and often necessary, as in
the case of mobile devices that lack fixed IP addresses and require a central server to
mediate device-to-device communication. It further constrains the space of relevant
algorithms, and helps to distinguish FL from more general forms of decentralized
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Figure 8.2. Federated learning and federated analytics are instances of a general feder-
ated computation schema that embodies data minimization practices. The more typical
approach of centralized processing replaces on-device preprocessing and aggregation
with data collection, with the primary minimization happening on the server during the
processing of the logged data.

learning, including peer-to-peer approaches. From the basic definition, two FL set-
tings have received particular attention:

¢ Cross-device FL, where the clients are large numbers of mobile or IoT devices.
¢ Cross-silo FL, where the clients are a typically smaller number of organiza-
tions, institutions, or other data silos.

Table 8.2, adapted from Kairouz et al. [Kai+19], summarizes the key characteristics
of the FL settings, highlights some of the key differences between the cross-device
and cross-silo settings, as well as contrasting with data center distributed learning.

Cross-device FL is now used by both Google [Bon+19] and Apple [Pau+21] for
Android and iOS phones, respectively, for many applications such as mobile key-
board prediction; cross-device FA is being explored for problems such as health
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Table 8.2. Typical characteristics of federated learning settings in

Private Federated Learning

single-data center distributed learning. Adapted from [Kai+19].

contrast to traditional

Data-center Cross-Silo Cross-Device
Distributed Learning Federated Learning Federated Learning

Setting Training a model on a Training a model on The clients are a very
large but “flat” dataset. siloed data. Clients are large number of mobile
Clients are compute different organizations or JoT devices.
nodes in a single cluster (e.g., medical or financial)
or data center. or data centers in

different geographical
regions.

Data Distribution | Data is centrally stored, Data is generated locally and remains decentralized.
so it can be shuffled and | Each client stores its own data and cannot read the
balanced across clients. data of other clients. Data is not independently or
Any client can read any identically distributed.
part of the dataset.

Orchestration Centrally orchestrated. A central orchestration server/service organizes the

training, but never sees raw data.

Distribution Scale | Typically 1 — 1000 Typically 2 — 100 clients. | Up to 10 clients.
clients.

Clients are reliable and almost always available to Clients are often
participate in computations. Clients may be directly
addressed, and can maintain state across computa-

tion rounds.

Client Properties
unavailable and can only
be accessed by random
sampling from available
devices. For large
populations a single client
will typically only
participate once in a
given computation.

research (e.g., Google Health Studies). Since these early systems were described,
the deployment of FL in production has accelerated significantly. At Google, FL
powers numerous features in the Gboard mobile keyboard, including next-word
prediction, smart compose, and emoji suggestions [Har+18; Xu+23]. Further appli-
cations include keyword spotting for virtual assistants [Har+22], smart text selec-
tion in Android [HK23], and smart reply in Android Messages [Goo20b]. Apple
uses federated learning for features like scene identification in Photos [App23] and
understanding aggregate trends for Apple Intelligence [App25], while Meta has
developed systems for applications such as Ad prediction [Hub+22; Sto+22].
Cross-silo FL has received considerable attention as well. Health and medical
applications are a primary motivation, with significant investments from Nvidia,
IBM, and Intel, as well as numerous startups. Another application that is on the
rise is finance, with investments from WeBank, Credit Suisse, Intel, and others.
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8.1.3 Algorithms for Cross-device Federated Learning

Modern ML approaches, particularly deep learning, are generally data hun-
gry and compute intensive, and so the feasibility of the federated training of
production-quality models was far from a foregone conclusion. Much of our
early work, particularly [McM+17] focused on establishing a proof of concept.
This work introduced the federated averaging algorithm, which continues to see
widespread use, though many variations and improvements have been subsequently
proposed.

The core idea builds on the classic SGD (stochastic gradient descent) algorithm,
which is widely used for the training of ML models in more traditional settings. The
model is given as a function from training examples to predictions, parameterized
by a vector of model weights, and a loss function that measures the error between
the prediction and the true output (label). SGD proceeds by sampling a batch of
training examples (typically from 10s to 1000s), computing the average gradient of
the loss function with respect to the model weights, and then adjusting the model
weights in the opposite direction of the gradient. By appropriately tuning the size of
the steps taken on each iteration, SGD can be shown to have desirable convergence
properties, even for nonconvex functions.

The simplest extension of SGD to the federated setting would be to broadcast
the current model weights to a random set of clients, have them each compute the
gradient of the loss on their local data, average these gradients across clients at the
server, and then update the global model weights. SGD, however, often requires
10° or more iterations to produce a high-accuracy model. Back-of-the-envelope
calculations suggest a single iteration might take minutes in the federated setting,
implying federated training might take between a month and a year—outside the
realm of practicality.

The key idea of federated averaging is intuitive: Decrease communication and
startup costs by taking multiple steps of SGD locally on each device, and then aver-
age the resulting models (or model updates) less frequently. If models are averaged
after each local step, this reduces to SGD (and is probably too slow); if models are
averaged too infrequently, they might diverge and averaging could produce a worse
model. Is there a sweet spot in between? Empirically, the 2017 paper [McM+17]
showed that the answer is yes, demonstrating that moderate-sized language models
(e.g., for next-word prediction) and image-classification models could be trained in
fewer than 1,000 communication rounds. This reduces the expected training time
to a few days—still much slower than would be possible with a high-performance
compute cluster on centralized data, but within the realm of feasibility for real-
world production use.
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This algorithm also demonstrates the key privacy point mentioned earlier—that
model training can be reduced to the (repeated) application of a federated aggrega-
tion (the averaging of model gradients or updates), as in Figure 8.2.

In practice, FedAvg and its variants fit into a generalized two-stage optimization
framework where clients perform local updates using a client optimizer, and the
server applies the aggregated update using a server optimizer. This flexible structure
allows FL systems to incorporate advances from centralized training. For example,
adaptive optimizers like Adam or Yogi can be used on the server to significantly
improve performance, particularly for language tasks. This framework is also com-
patible with the integration of privacy technologies like differential privacy, as we
will see in Section 8.3.

8.1.4 Workflows and Systems for Cross-device Federated
Learning

Having a feasible algorithm for FL is a necessary starting point, but making cross-
device FL a productive approach for ML-driven product teams requires much more.
Based on Google’s experience deploying cross-device FL across multiple Google
products, the typical workflow often includes the following steps:

1. Identifying a problem well suited for FL. Typically this means a moder-
ately sized (1-50 MB) on-device model is desired; training data potentially
available on-device is richer or more representative than data available in the
data center; there are privacy or other reasons to prefer not to centralize the
data; and the feedback signal (labels) necessary to train the model are read-
ily available on-device (for example, a model for next-word prediction can
naturally be trained based on what users type if they ignore predicted next
words; an image-classification model would be harder to train unless inter-
action with the app naturally led to labeled images).

2. Model development and evaluation. As with any ML task, choosing the
right model architecture and hyperparameters (learning rates, batch sizes,
regularization) is critical to success in FL. The challenge can be bigger in the
federated setting, which introduces a number of new hyperparameters (e.g.,
number of clients participating in each round, how many local steps to take
before averaging). Often the starting point is to do coarse model selection
and tuning using a simulation of FL based on proxy data available in the
data center. Final tuning and evaluation must be conducted using federated
training on real devices, however, as the differences in data distribution, real-
world device fleet characteristics, and many other factors are impossible to
capture fully in simulation. Evaluation must also be conducted in a federated
manner: independent from the training process, the candidate global model
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is sent to (held-out) devices so that accuracy metrics can be computed on
these devices’ local datasets and aggregated by the server (both simple averages
and histograms over per-client performance are important). Taken together,
these needs give rise to two key infrastructure requirements: (1) providing
high-performance FL simulation infrastructure that allows a smooth transi-
tion to running on real devices; (2) a cross-device infrastructure that makes
it easy to manage multiple simultaneous training and evaluation tasks.

3. Deployment. Once a high-quality candidate model is selected in step 2, the
deployment of that model (e.g., making user-visible next-word predictions
in a mobile keyboard) typically follows the same procedures that are used for
a data center-trained model: additional validation and testing (potentially
including manual quality assurance), live A/B testing to compare to the pre-
vious production model, and a staged rollout to the full device fleet (poten-
tially several-orders-of-magnitude more devices than actually participated in
the training of the model).

It is worth emphasizing that all the work in step 2 has no impact on the user
experience of the devices participating in training and evaluation; models being
trained with FL do not make predictions visible to the user unless they go through
the deployment step. Ensuring this processing does not otherwise negatively impact
the device is a key infrastructure challenge. For example, heavyweight computation
might execute only when the devices are idle, plugged in, and on an unmetered
Wi-Fi network.

Figure 8.3 illustrates the model development and deployment workflows. Build-
ing a scalable infrastructure and compelling developer APIs for these workflows is
a significant challenge. A paper by Bonawitz et al. [Bon+19] provides an overview
of Google’s production system as of 2019. Since then, other large-scale systems
have been described by companies like Apple [Pau+21] and Meta [Hub+22], and a
new system for “confidential federated computations” was recently introduced by
Google [Eic+24; Dal+24]. These systems face common challenges related to scale,
client heterogeneity, and availability, but they have adopted different strategies to
manage them. For instance, while Google’s early system was designed around syn-
chronous rounds (with over-selection of clients to mitigate dropouts), Meta’s system
uses an asynchronous approach to improve robustness and efficiency.

8.1.5 Privacy for Federated Technologies

FL provides a variety of privacy advantages out of the box. In the spirit of data min-
imization, the raw data stays on the device, updates sent to the server are focused for
a particular purpose, ephemeral, and aggregated as soon as possible. In particular,
no non-aggregated data is persisted on the server; end-to-end encryption protects
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Figure 8.3. Components and phases of a cross-device FL system.

data in transit, and both the decryption keys and decrypted values are held only
ephemerally in RAM. ML engineers and analysts interacting with the system can
access only aggregated data. The fundamental role of aggregates in the federated
approach makes it natural to limit the influence of any individual client on the
output, but algorithms need to be carefully designed if the goal is to provide more
formal guarantees such as differential privacy.

Researchers at Google and beyond are strengthening the privacy guarantees that
an FL system can make. While the basic FL approach has proven feasible and gained
substantial adoption, its combination with other techniques described in this sec-
tion is still far from “on by default for most uses of FL.” Even as the state of the
art advances, inherent tensions with other objectives (including fairness, accuracy,
development velocity, and computational cost) will likely prevent a one-size-fits-
all approach to data minimization and anonymization. Thus, practitioners bene-
fit from continued advancement of research ideas and software implementations
for composable privacy enhancing techniques. Ultimately, decisions about privacy
technology deployment are made by product or service teams in consultation with
domain-specific privacy, policy, and legal experts. As privacy technologists, our obli-
gation is two-fold: to enable products to offer more privacy through usable FL
systems and, perhaps more importantly, to help policy experts strengthen privacy
definitions and requirements over time.

In analyzing the privacy properties of a federated system, it is useful to consider
access points and threat models. Building on Figure 8.3, one can ask what private
information might an actor learn with access to various parts of the system. With
access to the physical device or network? With root or physical access to the servers
providing the FL service? To the models and metrics released to the ML engineer?

To the final deployed model?
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Figure 8.4. Threat models for an end-to-end federated learning system. The goal of
the system is to release some models and metrics to the model engineer, and eventu-
ally deploy a model to production. Thus, anonymous aggregation is essential for these
released outputs of the computation. Data minimization approaches can address poten-
tial threats to the device, network, and server, e.g. improving security and minimizing the
retention of data and intermediate results.

The number of potentially-malicious parties varies dramatically as information
flows through this system. A very small number of parties should have physical or
root access to the coordinating server, for example, but nearly anyone might be able
to access the final model shipped out to a large fleet of smartphones.

Privacy claims must therefore be assessed for a complete end-to-end system. A
guarantee that the final deployed model has not memorized user data may not
matter if suitable security precautions are not taken to protect the raw data on device
or an intermediate computation state in transit. Other techniques can provide even
stronger guarantees.

Figure 8.4 shows threat models for an end-to-end FL system and the role of data
minimization and anonymous aggregation. Data minimization addresses potential
threats to the device, network, and server by, e.g., improving security and minimiz-
ing the retention of data and intermediate results. When models and metrics are
released to the model engineer or deployed to production, anonymous aggregation
protects individuals’ data from parties with access to these released outputs.

8.2 Data Minimization for Federated Aggregation

At several points in a federated computation, the participants expect one another
to take the appropriate actions, and only those actions. For example, the server
expects the clients to execute their preprocessing step accurately; the clients expect
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the server to keep their individual updates a secret until they have been aggregated;
both the clients and the server expect that neither the data analyst nor the deployed
ML model user will be able to extract an individual’s data; and so on.

Privacy-preserving technologies support the structural enforcement of these
interparty expectations, preventing participants from deviating even if they hap-
pen to be malicious or compromised. In fact, FL systems can be viewed as a kind
of privacy-preserving technology in themselves, structurally preventing the server
from accessing anything about a client’s data that was not included in the update
submitted by that client.

Take, for example, the aggregation phase of FL. An idealized system might imag-
ine a completely trusted third party who aggregates the clients’ updates and reveals
only the final aggregate to the server. In reality, no such mutually trusted third
party typically exists to play this role, but various technologies allow an FL system
to simulate such a third party under a wide range of conditions.

For example, a server could run the aggregation procedure within a secure
enclave—a specially constructed piece of hardware that can not only prove to the
clients what code it is running, but also ensure that no one (not even the hardware’s
owner) can observe or tamper with the execution of that code. Currently, however,
the availability of secure enclaves is limited, both in the cloud and on consumer
devices, and available enclaves may implement only some of the desired enclave
properties (secure measurement, confidentiality, and integrity [Sub+17]). More-
over, even when available and full-featured, secure enclaves may come with addi-
tional limitations, including very limited memory or speed; vulnerability to data
exposure via side channels (e.g., cache-timing attacks); difficult-to-verify correct-
ness (because of proprietary implementation details); dependence on manufacturer-
provided attestation services (and key secrecy); etc.

Distributed cryptographic protocols for secure multiparty computation can be
used collaboratively to simulate a trusted third party without the need for special-
ized hardware, so long as a sufficiently large number of the participants behave hon-
estly. While secure multiparty computation for arbitrary functions remains com-
putationally prohibitive in most cases, specialized secure aggregation algorithms
for vector summation in the federated setting have been developed that provably
preserve privacy even against an adversary that observes the server and controls a
significant fraction of the clients, while maintaining robustness against clients drop-
ping out of the computation [Bon+17]. Such algorithms are both:

¢ Communication efficient - O(log 7 4 /) communication per client, where 7
is the number of users and / is the vector length, with small constants yielding
less than twice the communication of aggregation in the clear for a wide range
of practical settings; and
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e Computation efficient - O(log(27) + /logn) computation per client
[Bel+20].

Cryptographic secure aggregation protocols have been deployed in commer-
cial federated computing systems for years [Bon+19; RM20]. The development of
highly efficient algorithms [Bel+20] has been critical for this, enabling the aggrega-
tion of updates for models with millions of parameters from thousands of clients
per round. This technology is now used in production to train Gboard language
models and Android smart selection models [Xu+23; Zha+23; HK23].

Beyond private aggregation, privacy-preserving technologies can be used to
secure other parts of an FL system. For example, either secure enclaves or cryp-
tographic techniques (e.g., zero knowledge proofs) can ensure that the server may
trust that clients have preprocessed faithfully. Even the model broadcast stage can
benefit: For many learning tasks, an individual client may have data relevant to
only a small portion of the model; in this case, the client can privately retrieve just
that segment of the model for training, again using either secure enclaves or cryp-
tographic techniques (e.g., private information retrieval) to ensure that the server
learns nothing about the segment of the model for which the client has relevant
training data.

8.3 Data Anonymization for Federated Aggregation

While secure enclaves and private aggregation techniques can strengthen data mini-
mization, they are not designed specifically to produce anonymous aggregates—for
example, limiting the influence of a user on the model being trained. Indeed, a
growing body of research suggests that the learned model can (in some cases) leak
sensitive information [Car+19; Car+20].

The gold-standard approach to data anonymization is DP (differential privacy)
[DMNSO06]. For a generic procedure that aggregates records in a database, DP
requires bounding any record’s contribution to the aggregate and then adding an
appropriately scaled random perturbation. For example, as discussed in Section 7.4
of Chapter 7, in DP-SGD (differentially private stochastic gradient descent) you
clip the €3 norm of the gradients, aggregate the clipped gradients, and add Gaussian
noise in each training round [SCS13; BST14; Aba+16].

Differentially private algorithms are necessarily randomized, and hence you can
consider the distribution of models produced by an algorithm on a particular
dataset. Intuitively, differential privacy says this distribution over models is sim-
ilar when the algorithm is run on input datasets that differ by a single record.
Formally, DP is commonly quantified by privacy loss parameters (&, d), where a
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smaller (g, J) pair corresponds to increased privacy. A randomized algorithm A is
(&, 0)-differentially private if for all possible outputs (e.g., models) 72, and for all
datasets D and D' that differ in at most one record:

Pr(A(D) = m) < ¢Pr (A(D') = m) + 6. (8.1)

This goes beyond simply bounding the sensitivity of the model to each record by
adding noise proportional to any record’s influence, therefore ensuring sufficient
randomness to mask any one record’s contribution to the output. For a review of
Differential Privacy and its properties, please see Chapter 1.

8.3.1 Privacy Units

In the context of cross-device FL, a record is typically defined as all the training
examples of a single user/client [MRTZ18]. This notion of DP is referred to as
user-level DP and is stronger than example-level DP where a record corresponds
to a single training example, because in general one user may contribute many
training examples. Even in centralized settings, FL algorithms are well suited for
training with user-level DP guarantees, because they compute a single update to
the model from all of a user’s data, making it much easier to bound each user’s total
influence on the model update (and hence final model).

In the context of cross-silo FL, the unit of privacy can take on a different mean-
ing. For example, it is possible to define a record as all the examples on a data silo
if the participating institutions want to ensure that an adversary who has access
to the model iterates or final model cannot determine whether or not a particular
institution’s dataset was used in the training of that model. User-level DP can still
be meaningful in cross-silo settings where each silo holds data for multiple users.
Enforcing user-level privacy, however, may be more challenging if multiple institu-
tions have records from the same user.

8.3.2 The Differentially Private Federated Averaging
(DP-FedAvg) Algorithm

The easiest way to train federated models with user-level DP is to extend the Fed-
erated Averaging (FedAvg) algorithm in the following ways:

¢ When on-device training is completed, the model update is clipped to bound
the {3 sensitivity of the update.

® Once the server has aggregated all the clipped model updates, it adds Gaussian
noise.
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Algorithm 7 A Single Round of Differentially Private Federated Averaging (DP-
FedAvg)

1: Parameters: Model update x; for each client 7; 5 clip norm ¢ > 0; Target

noise variance 62 > 0

2: function ClientProcedure(x;, c)

3 return x; = min(1, ¢/||x;|2) - x; > Clip model update locally
4: end function

5. function ServerProcedure(Xy, - - - , Xy, 02)

6: return x = % > %+ N(0,6°%1 ) > Add Gaussian noise on the server

7. end function

This is shown in Algorithm 7. We note that Algorithm 7 uses a fixed > clip
norm of ¢. Observe that for a fixed target ¢, o (the noise’s standard deviation) has
to scale linearly with ¢. On the one hand, choosing a small ¢ implies a smaller &
but leads to (potentially) higher bias as it may lead to more frequently clipping of
model updates. On the other hand, choosing a large ¢ implies a larger ¢, increasing
the variance of per-round gradient estimate. Thus, there is no good a priori setting
of the clipping norm across tasks and learning settings: the model update norm
distribution depends on the model architecture and loss, the amount of data on
each device, the client learning rate, and possibly various other parameters.

To resolve this issue, [ATMR21] proposes a method wherein instead of a fixed
clipping norm, one clips to a value at a specified quantile of the model update norm
distribution, where the value at the quantile is itself estimated online, with differen-
tial privacy. The method tracks the quantile closely, uses a negligible amount of pri-
vacy budget, is compatible with other federated learning technologies such as com-
pression and secure aggregation, and has a straightforward joint DP analysis with
DP-FedAvg. Experiments demonstrate that adaptive clipping to the median update
norm works well across a range of realistic federated learning tasks, sometimes out-
performing even the best fixed clip chosen in hindsight, and without the need to

tune any clipping hyperparameter. The implementation details can be found in
Algorithm 1 of [ATMR21].

8.3.3 Formal Privacy Guarantees for Cross-Device FL

While it is easy to add DP to the FedAvg algorithm, providing a formal (¢, d) is
more complex and requires mathematical care. Providing formal (g, J) guarantees
in the context of cross-device FL systems can be particularly challenging because the
set of all eligible users is dynamic and not known in advance, and the participating
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users may drop out at any point in the protocol [Bon+19; Bal+20]. To address
this challenge, Kairouz et al. [Kai+21] propose a concrete approach to overcome
these challenges based on the DP-FTRL (“DP-Follow-The-Regularized-Leader”)
algorithm, described in detail in Section 6.3.2. This method was recently used to
train and launch a federated language model with a rigorous DP guarantee [MT21].
In fact, this approach, assuming an honest server for noise addition, has been used
to train and launch over thirty Gboard language models with meaningful, formal
(¢,6)-DP guarantees, with ¢ values in the range of [0.994, 13.69] for § = 10710
[Xu+23].

The primary difference between DP-FTRL and DP-SGD methods is that DP-
FTRL uses correlated noise instead of independent noise in each training round.
For an in-depth treatment of this topic, we direct the review to the comprehensive
monograph by Pillutla et al. [Pil+25].

8.3.4 Distributing Trust in Differentially Private Federated
Learning

Over the past decade, an extensive set of techniques has been developed for dif-
ferentially private data analysis, particularly for the central or trusted-aggregator
setting, where the raw (or minimized) data is collected by a trusted service provider
that implements the DP algorithm. Another area of significant interest is the local
model of DP [Kas+08], where the data is perturbed on the client side before it is
collected by a service provider (see also Chapter 2 of this book for an extensive dis-
cussion about Local DP). Local DP avoids the need for a fully trusted aggregator,
but it is now well established that local DP leads to a steep hit in accuracy.

To recover the utility of central DP without having to rely on a fully trusted
central server, a set of approaches, often referred to as distributed DD, can be used
[Bit+17; KLS21; AKL21]. The goal is to render the output differentially private
before it becomes visible (in plaintext) to the server. Under distributed DB clients
first compute minimal application-specific reports, perturb these slightly with ran-
dom noise, and then execute a private aggregation protocol. The server then has
access only to the output of the private aggregation protocol. The noise added
by individual clients is typically insufficient for a meaningful local DP guarantee
on its own. After private aggregation, however, the output of the private aggrega-
tion protocol provides a stronger DP guarantee based on the total sum of noise
added across all clients. This applies even to someone with access to the server
under the security assumptions necessary for the private aggregation protocol. This
approach has been used in production to train smart text selection models in
Android [HK23], although achieving strong formal DP guarantees can be chal-
lenging in practice due to difficulties with techniques like privacy amplification via
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sampling in large-scale cross-device federated systems. A very nascent line of work
explores how to physically distribute DP-FTRL based algorithms across partici-
pating devices (see [Bal+24]), but more work is needed to make these approaches
feasible in practice at scale.

For the sake of completeness, we briefly summarize a distributed DP via secure
aggregation protocol based on the distributed discrete Gaussian mechanism in
Algorithm 8. The implementation details can be found in [KLS21].

Algorithm 8 A single round of the Distributed Discrete Gaussian Mechanism

Parameters: Model update x; € R for each client 7 ¢y clip norm ¢ > 0;
Target noise variance 62 > 0; Secure Aggregation’s modulus A € N; A random
rotation matrix Urprace; A large scaling parameter s

function ClientProcedure(x;, ¢, M, 62, Usorate, 5)
Clip and scale x; so that [|x/|[, <s-¢

Randomly rotate vector: x! = Uyprare * X'

1

Stochastically round x’ to obtain x" € 74

Compute Z; = " +Nz/(0, 0?) mod M, where N7 is the discrete Gaussian
noise

return Z; € Z%

end function
S=2>,Z mod M: the output of the Secure Aggregation protocol

function ServerProcedure(S, Usytates 5)
return (1/5) UrT

otate > Unscale and unrotate the output of Secure

Aggregation
end function

Significant practical challenges arise when physically distributing the DP mech-
anism and employing private aggregation to limit an honest-but-curious server’s
view to a DP aggregate in each round. First, the required multi-round cryptographic
communications are computationally intensive and introduce high network over-
head, which can account for the vast majority of training time. Further, these sys-
tems are fragile and highly susceptible to client dropouts, a common occurrence
in real-world federated settings. When a client drops out, its noise contribution is
lost, which can compromise the formal DP guarantee by making the final aggregate
less noisy than required by the privacy budget. Second, the approach presented in
Algorithm 8 distributes DP mechanisms that add independent Gaussian noise in
every round (e.g DP-FedAvg), but it is not capable of distributing DP mechanisms
that add correlated Gaussian noise across training rounds (e.g. DP-FTRL), which
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is necessary for achieving formal DP guarantees in the context of cross-device FL.
Third, this approach is susceptible to Sibyl attacks since a malicious could (in the-
ory) control all but one of the devices participating in a training round, reducing
the privacy guarantee substantially.

To address these challenges, a new approach, called Confidential Federated
Computations (CFC), was recently introduced [Eic+24; VR25]. CFC leverages
hardware-based Trusted Execution Environments (TEEs), which create a secure,
isolated enclave on the server where data can be processed in a confidential and
tamper-proof manner, inaccessible even to the server operator. This architecture
makes it possible to deploy high-utility DP algorithms that use correlated noise
across training rounds without the need for a trusted server, closing the utility gap
while providing strong, verifiable privacy.

The framework’s verifiability is built on a “chain of trust” that begins on the
user’s device. Before uploading, data is encrypted and cryptographically bound to
a specific, publicly auditable “Access Policy” that dictates exactly which computa-
tions are permitted to process it. A TEE-hosted service called the “Ledger” acts as
a keymaster, only releasing decryption keys to other TEEs that use cryptographic
attestation to prove they are running an authorized, open-source computation from
the policy.

A primary early application of this system is Confidential Federated Analyt-
ics, which was deployed to improve Google Keyboard (Gboard). In particular, it
was used to discover new, frequently typed out-of-vocabulary Indonesian words.
In the past, this task relied on locally DP protocols like TrieHH [Zhu+20], which
struggled to detect rare words or work well in low-volume languages due to high
noise. With CFC, user devices submit encrypted local data to a server-side TEE
that runs a verified DP histogram algorithm, enabling Google to extract useful
aggregate insights with far lower noise and tighter privacy guarantees (¢ = In 3 per
week, per device). The system successfully uncovered 3,600 missing words in just
two days, showcasing both improved utility and user trust through verifiability and
hardware-enforced privacy. The application of CFC in the context of training a
model on federated data is widely believed to be possible but has not happened yet.

8.3.5 Complementary Privacy Auditing Empirical Techniques

For an algorithm to provide a formal user-level DP guarantee, it must not only
bound the sensitivity of the model to each user’s data, but also add noise propor-
tional to that sensitivity. While the addition of sufficient random noise is required
to ensure a small enough ¢ for the DP definition itself to offer a strong guarantee,
empirically it has been observed that limiting sensitivity even with small amounts of
noise (or no noise at all) can significantly reduce memorization [Ram+20]. This gap
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is to be expected, as DP assumes a “worst-case adversary” with infinite computation
and access to arbitrary side information. These assumptions are often unrealistic in
practice. Thus, there are substantial advantages to training using a DP algorithm
that limits each user’s influence, even if the explicit random noise introduced into
the training process is not enough to ensure a small & formally. Nevertheless, design-
ing practical FL and FA algorithms that achieve small & guarantees is an important
area of ongoing research.

Model auditing techniques can be used to further quantify the advantages of
training with DP [Car+19; Car+20; Ram+20]. These techniques are empirical in
nature and can be applied during or after training. They broadly include techniques
that quantify how much a model overlearns (or memorizes) unique or rare training
examples and techniques that quantify to what extent it is possible to infer whether
or not a user’s examples were used during training. These auditing techniques are
useful even when a large ¢ is used, as they can quantify the gap between DP’s worst-
case adversaries and realistic ones with limited computational power and side infor-
mation. They can also serve as a complementary technology for pressure-testing DP
implementations: unlike the formal mathematical statements of DD, these auditing
techniques are applied to complete end-to-end systems, potentially catching soft-
ware bugs or mis-chosen parameters.

Some additional discussion regarding auditing the information leakage of a sys-
tem is presented in Chapter 16.

8.4 Federated Analytics

The focus of this chapter so far has primarily been on FL. Beyond learning ML
models, data analysts are often interested in applying data science methods to the
analysis of raw data that is stored locally on users” devices. For example, analysts may
be interested in learning aggregate model metrics, popular trends and activities, or
geospatial location heatmaps. All of this can be done using FA [RM20]. Similar
to FL, FA works by running local computations over each device’s data and mak-
ing only the aggregated results available to product engineers. Unlike FL, however,
FA aims to support basic data science needs, such as counts, averages, histograms,
quantiles, and other SQL-like queries. Two prominent examples of FA in practice
are: (1) its use in Google Health Studies to power privacy-preserving health research
[Goo20a], and (2) its use for environmental studies to provide cities with critical
information about transportation-related greenhouse gas emissions, derived from
aggregated and anonymized Google Maps Timeline [Bia+24].

Consider an application where an analyst wants to use FA to learn the 10 most
frequently played songs in a music library shared by many users. The federated and



302 Private Federated Learning

privacy techniques discussed above can be used to perform this task. For example,
clients can encode which songs they have listened to into a binary vector of length
equal to the size of the library and use distributed DP to ensure that the server sees
only a differentially private sum of these vectors, giving a DP histogram of how
many users have played each song. As this example illustrates, however, FA tasks
can differ from FL ones in several ways:

1. FA algorithms are often noninteractive and involve rounds with a large
number of clients. In other words, unlike FL applications, there are no
diminishing returns from having more clients in a round. Therefore, apply-
ing DP is less challenging in FA since each round can contain a large number
of clients, and fewer rounds are needed.

2. There is no need for the same clients to participate again in later rounds.
In fact, clients that participate again may bias the results of the algorithm.
Therefore an FA task is best served by an infrastructure that limits the number
of times any individual can participate.

3. FA tasks are typically sparse, making efficient private sparse aggregation a par-
ticularly important topic; many open research questions exist in this space.

It is worth noting that while limiting client participation and sparse aggregation are
particularly relevant to FA, they have applications for FL problems as well.

8.5 Concluding Remarks

We are optimistic that FL will continue to expand, both as a research field and as
a set of practical tools and software systems that allow applications by more people
to more types of data and problem domains.

Despite this progress, significant challenges remain. The first is scaling to
the enormous size of modern foundation models, whose multi-billion parameter
counts are orders of magnitude larger than what current cross-device FL systems
can handle due to on-device compute, memory, and network constraints. Second,
providing strong, externally verifiable privacy guarantees for server-side computa-
tions remains a difficult open problem, particularly in defending against a malicious
service provider. Finally, the operational complexity of coordinating training across
millions of heterogeneous and unreliable devices creates persistent system-level hur-
dles that can hinder broader adoption.

A promising path forward, which embodies the updated, property-centric defini-
tion of FL, involves leveraging confidential cloud computing. Recent proposals out-
line a paradigm of Confidential Federated Computations [Eic+24], where clients
encrypt their data before upload. This data can then only be processed inside a
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server-side Trusted Execution Environment (TEE) running a verifiably open-source
workload. A trusted ledger service ensures that decryption keys are only released to
approved, privacy-preserving workloads (e.g., a workload that provably implements
a DP aggregation algorithm). This approach could resolve the scalability bottleneck
by moving heavy computation off-device, enabling federated training of large mod-
els, while simultaneously strengthening privacy by providing verifiable, end-to-end
guarantees about how data is processed, regardless of its location. This evolution
represents an exciting next chapter for the field, aiming to achieve stronger privacy
with greater flexibility and scale.

For those interested in learning more about active research directions, the recent
vision paper “Federated Learning in Practice: Reflections and Projections” discusses
the evolution of FL, latest advances and deployments, lingering and emerging chal-
lenges, and the future of federated technologies [Dal+24]. The relatively established
monograph “Advances and Open Problems in Federated Learning” provides a broad
survey, with coverage of important topics not covered in this chapter, including
personalization, robustness, fairness, and systems challenges [Kai+19]. If you are
interested in a more hands-on introduction to FL, such as trying out algorithms in
a simulation environment on either your own data or standard data sets, the Google
Parfait GitHub library is a great place to start. It contains many examples that can
be executed and modified on the fly in the browser using Google Colab.
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9.1 Introduction

Medical data analysis is crucial to advancing our understanding of human health
and biology. Analyzing electronic health records (EHR) has helped provide insights
into disease trajectories [Raj+18], lab and test efficacy [Gha+17], racial dis-
parities [CSG19], and hospital operations [Wan+19]. Medical image analysis
for x-rays, magnetic resonance images (MRlIs), computed tomography (CTs),
positron emission tomography (PET) have provided improved understanding of
disease [SLMG20] and potential improvements to screening protocols to help
detect disease earlier [TBL17]. Finally, analyzing omics data such as genomics, pro-
teomics, and metabolomics have given us a much deeper of understanding of the
biological mechanisms that underly disease progression [Mob+18], disease inheri-
tance, and drug efficacy [Hon+18].

Medical data is incredibly personal and sensitive thus it requires strong privacy
protections. Regulations around the world help govern the mechanisms used to
protect the privacy of medical data. These regulations set the different levels of
privacy required depending on who is accessing the data and the purpose of the data
access. The current standard practice amongst most regulations is anonymization.
However, this mechanism for protecting data privacy is not robust to a number of
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attacks such as reconstruction attacks, differential attacks, and linkage attacks. The
reader is referred to Chapters 1 and 5 for more details on privacy issues arising in
statistical data release and machine learning systems, respectively.

In this chapter, we discuss regulations that govern the privacy of medical data
for a variety of countries around the world and examples of medical data privacy
breaches. We discuss why differential privacy is a promising framework for the next
gold standard in medical data privacy. Finally, we discuss conducting both statisti-
cal analyses and machine learning on medical data with guarantees of differential
privacy.

We survey a number of different case studies for different important statisti-
cal tasks in medicine. These include survival analysis, cohort identification, vari-
ant lookup, and genome-wide association studies. We present custom differentially
private algorithms developed by researchers for these tasks, some of which provide
optimal privacy-utility tradeoffs.

For machine learning, we present case studies of prediction and data synthesis
across across different data modalities including electronic health records, medi-
cal images, and genomics data. We discuss some studies that show extreme loss of
utility when incorporating differential privacy and others that have found minimal
loss in utility. We contrast these studies to show some of the fundamental technical
challenges that need work to help move differentially private machine learning to
deployment in medicine. Given the global scale of medical research and the siloed
nature of medical data we discuss applications of differentially private federated
learning to medical data. It is clear that as research progresses, DP distributed learn-
ing will help learn higher utility models by allowing hospitals around the world to
privately collaborate on model training.

Finally, we discuss the current challenges of applying differential privacy to med-
ical data analysis and future opportunities for advancing applications of differen-
tial privacy in medical data analysis. This discussion will focus on methodological,
ethical and interdisciplinary directions that could be explored to help differential
privacy become the next standard practice for privacy in medical data analysis.

9.2 Data Privacy in Medicine

Medical data captures a historical view of chronic disease status, past procedures,
lab values, imaging, genetics, and much more. Breaches of privacy in medicine can
negatively impact an individual’s dignity and cause them harm. An example is if a
patient seeking mental health care or with positive HIV status experiences a privacy
breach. They may face judgement and stigma from friends and family members. To
prevent these harms, there are laws and regulations around the world that govern
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how medical data privacy is protected. In contrast, there is a burgeoning need for
medical data to be made publicly available to improve health research and general
clinical knowledge. In many settings, the lack of such publicly available data for
legitimate academic use can slow progress. We offer DP as a technical framework
with many strong use cases in medical data and discuss when it is most appropriate
given these contrasting needs.

9.2.1 Medical Data Privacy Laws Around the World

In the U.S., the Health Insurance Portability and Accountability Act (HIPAA)
[Act96] governs individual rights for medical data privacy. The medical data that is
protected under this law includes: information in electronic health records (EHRs),
conversations between doctors and nurses often held in clinical notes, information
about you that your health insurer stores, and billing information from interactions
with the healthcare system [Offa]. There are different levels of access to medical data
each with their own levels of privacy protections. Patients, healthcare providers, and
any authorized family members or friends have full access to individual medical
data. When this data is used for research or public health purposes it typically goes
through a process called anonymization. This process removes certain pieces of data
and adds noise to others to de-identify the data. We will discuss these two terms and
the pitfalls of this process later on.

In Canada, since the healthcare system is managed provincially many provinces
have their own variant of the Personal Information Protection and Electronic Doc-
uments Act (PIPEDA) which governs the privacy laws for medical data [Offb].
Broadly, the medical data protected under these laws includes: all information col-
lected during interactions with the healthcare system (i.e. information inputted by
doctors and nurses) and information collected by health insurance companies (e.g.
prescriptions for medications). Similar to the U.S. there are varying levels of access
and privacy protections.

In Europe, the General Data Protection Regulation (GDPR) governs the medi-
cal data privacy laws [Com18]. The medical data that is protected under the law is
more broad than the previous regulations discussed: it covers all data generated from
interactions with the healthcare system, data collected from wearable devices, data
collected by health insurers, and health data that might be inferred from app usage.
The levels of access and necessary permissions also differ from the previous regula-
tions. Oftentimes, explicit consent is required for the processing of medical data.

In Asia, the regulations protecting medical data privacy differ between countries.
China recently passed a set of regulations called the Personal Information Protection
Law (PIPL) [Hor21] which took effect November 1, 2021. Similar to GDPR, these

regulations protect medical data such as: data collected during interactions with
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the healthcare system, data collected from wearables, and data collected from apps
that can be used to infer health. Additionally, explicit consent is required to process
health data. India does not currently have any explicit regulations which protect the
privacy of medical data but is covered under the regulations for sensitive data from
the Information Technology (Reasonable Security Practices and Procedures and
Sensitive Personal Data or Information) Rules 2011 [GKN21]. The data protected
by these laws is similar to GDPR. Explicit consent is not required for the analysis
of health data according to these regulations.

Similar to Asia, the regulations protecting medical data privacy vary widely
between countries in Africa. This ranges from no explicit data privacy laws to hav-
ing similar laws to GDPR [Uni]. For example, in South Africa, the National Health
Act governs the medical data privacy laws. These regulations protect medical data
including: data collected from your doctors and nurses during your interactions
and conversations between your health care providers. Processing of this data is
governed by the Protection of Personal Information Act (POPIA) which states that
only healthcare institutions, social services, insurance companies, schools, and any-
one authorized by the individual whose healthcare is being processed.

As we can see, the regulations governing medical data privacy are similar in many
ways around the world but there are differences. The kind of data covered and
the levels of access allowed for secondary analysis of medical data (e.g. research
purposes) are not the same across the regulations discussed. One common protec-
tion across many of these regulations is the use of anonymization to protect indi-
vidual privacy for secondary analyses of medical data. The regulations above and
anonymization are often considered strong methods for protecting patient privacy
especially for public data releases. Next, we will discuss instances of medical data
privacy breaches that have occurred despite the use of anonymization.

9.2.2 Medical Data Privacy Breaches

Despite the protections in place from the regulations discussed, medical data pri-
vacy breaches have and continue to happen. First, we discuss how often breaches
occur and common reasons for these breaches. We end with examples of medical
data privacy breaches in the research literature but also real-world data breaches.
These breaches often correspond to a failure of anonymization. These breaches span
public releases of medical data, medical data stored by hospitals, and more recently
medical data collected by wearables and smart devices. In the U.S. from 2009-2020
as documented in the HIPAA Journals, there have been over 2705 privacy breaches
of 500 records or more [Ald21]. This has resulted in the exposure of 268 189 693
medical records in the U.S. which equates to 81.72% of the population over 11
years. The common sources of the largest breaches during this time period included:
hacking, loss, theft, and unauthorized access / disclosure. A combination of security
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issues and privacy issues resulted in these breaches. They are evidence that we can
help prevent some of them with stronger privacy protections but breaches due to
security failing cannot be prevented with improved privacy protections.

A seminal example of such a breach in the research is that of Latanya Sweeney.
Sweeney’s research on re-identifying anonymized health data demonstrated that
using only sex, zip code, and birth date that a large percentage of individuals are
uniquely identifiable [Swe]. Sweeney demonstrated this using auxiliary data in what
is known as a linkage attack. The study was able to uniquely link individuals in the
Illinois Health Care Cost Containment Council data and the 1990 US Census
using sex, zip code, and birth date with 87% accuracy. This study is a seminal
example of the pitfalls of using anonymization for protecting medical data. See also
Section 1.2 in Chapter 1 for additional discussion on why data anonymization fails
to protect privacy.

In 2010, researchers showed that even genomic data could be re-identified
using a combination of diagnostic codes, ethnicity, year of birth, and gender. The
researchers in this study started from an anonymized sample of 1 174 793 patients
from the Vanderbilt University Medical Center. In addition to this sample, they
had a subset of 2762 of these patients who had been chosen for a genome wide
association study (GWAS) on heart health. Their linkage attack leverages the fact
that many of the people in the EHR are most likely to be candidates for the GWAS
since most healthy individuals would not be in the EHR data.

In 2019, The Australian Department of Health released anonymized health data
from 10% of the population (approx. 2.9 million people) which was re-identified
six weeks later [CRT17]. To anonymize the data before release, an encrypted ID was
used to represent each patient and all dates including date of birth were random-
ized to a day in a two week window. The researchers show that the anonymization
and randomization procedures were not as protective of data privacy as originally
thought. First, this was demonstrated using publicly available one-off information
about individuals such as birth date, gender, and childbirth histories for women.
Second, they demonstrate the efficacy of these attacks if there is access to a much
larger dataset similar to Sweeney.

While the breaches we've presented so far have primarily been on statistical
databases, similar attacks have been successful on machine learning models trained
using medical data. Researchers have used membership inference attacks on large
language models such as BERT [DCLT18] finetuned with clinical notes to identify
whether a specific patient was in the training data [JRY21]. They show that these
large clinical language models were susceptible to leaking up to 7% of the original
training data. While this percentage is low, training data extraction is still a nascent
field of research. So we can expect that these attacks will likely improve and more
data will be leaked without protections.
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All of these breaches are concerned with anonymized datasets that have been
publicly released thus the intention of the users is not understood. For research
purposes, the intent of researchers are well understood and defined. Still the appro-
priate security measures (such as trusted computing environments) are required to
prevent any adversarial users from gaining unauthorized access to these systems. In
these specific settings, the risk of breaches with anonymized data and access defined
by the law is often lower. This is because it is assumed that researchers are not adver-
sarial users who will attempt to re-identify individuals and the computing systems
are secured. Once the data is meant to be made publicly available then DP is crucial
to protecting patient privacy.

9.2.3 Differential Privacy as the New Gold Standard

The breaches and attacks presented are clear examples for why stronger privacy
protections are needed for medical data analysis. Differential privacy is a prime
candidate as the new gold standard because it is a framework for measuring and
bounding the privacy leakage of running an algorithm on data without making
assumptions about how an adversarial user tries to gain access and what the access
already knows about the users in the data. In the rest of the chapter, we will present a
series of case studies on analyzing medical data with differential privacy and training
models with differential privacy for medical machine learning tasks.

9.3 Statistical Analysis

Statistical analysis of medical data is the cornerstone of the secondary use of med-
ical data. These analyses have far reaching impacts including: improving hospital
operations, treatment recommendations, understanding of chronic diseases, policy
recommendations, and understanding of global pandemics. The most commonly
analyzed sources of medical data include: electronic health records, randomized
control trials, and genomics. There are different types of statistical analyses per-
formed on these types of data as well. We will survey different types of differentially
private statistical analyses on these types of data. Some of these algorithms will be
extensions of those presented in previous chapters.

9.31 Electronic Health Records

Cohort Identification

Identifying cohorts of patients for clinical trials is an important use of electronic
health record data. Most studies require a minimum number of patients to be
enrolled. This starts with researchers identifying the total number of individuals
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eligible for the study. This question is a counting query. As discussed previously in
Chapter 4, there have been many methods developed over time for privately answer-
ing counting queries. Methods that have been developed specifically for cohort
identification typically allow analysts to leverage domain knowledge to improve the
utility of the algorithms. This was first done using the exponential mechanism with
a utility function defined by a set of user-defined parameters such as the expected
upper and lower bounds for the counts [VSB12].

Their method was improved upon using a truncated geometric mechanism and
post-processing to achieve optimal privacy-utility tradeoffs [CSKB20]. The mech-
anism differs from the original exponential mechanism in the noise distribution
that is used and that it is optimal for asymmetric utility functions. First, the ana-
lyst defines the count query ¢ : RY — {0, 1} (e.g. “How many individuals have
Type 1 Diabetes?") and the associated privacy budget ¢. Additionally, the analyst
has a prior belief 7 (¢) (typically based on knowledge of disease prevalence) over the
true count. Both the count query and the privacy budget are sent to a trusted data
curator. Next, the data curator computes the true count ¢ for the query posed by
the analyst. After this, noise z is sampled from a truncated geometric distribution,

defined as

1—a
all

1+a 9.1)
z = min{max(0, y), n},

PriY =yl =

where a = %), and is added to the true count. This produces the noised count ¢
(i.e. ¢ = ¢ + 2). The accuracy of the mechanism is evaluated using a loss function
£(c, ¢) that evaluates the error between the true count and the noisy count, A post-
processing step is applied to ¢ to maximize the utility of the final noised count.
This was inspired by the user-specific post-processing step in [GRS12]. This step
consists of minimizing the expected loss under the posterior belief of the true count
¢ conditioned on the noisy count ¢. The conditional output distribution is defined
as q7GMm (2lx; a, m) n is the size of the database. The posterior belief over the true
count ¢ is then expressed as:

q(cle;w, a, n) o w(c)qrem(cle; o, n). 9.2)

Finally, a post-processing map of ¢ is defined by 7" : [#] — [n]:

T(c|m,¢, a,n) = argmin Z g(cles, o, n)(c, c). (9.3)
y x

This optimization problem is solved using the fast Fourier transform based con-
volution algorithms where the loss function is the difference between the true and
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noised count expressed as €(c, ¢) = (¢ — ). This algorithm allows analysts to incor-
porate their beliefs about the true counts using knowledge of prevalence in general
populations which is important for maximizing the utility in cohort identification.
For example, if the query is about individuals with a rare disease then the analyst
can reasonably believe the counts to be quite low. Knowing that the counts are
low improves the utility by choosing a prior which places high probability on low
counts. Thus ensuring that the noised counts do not diverge too far away from
lower counts after the post-processing step.

This algorithm was evaluated on identifying a cohort for a study conducted on
the effectiveness of genetic risk score in improving health outcomes associated with
coronary heart disease (CHD) [Kul+16]. The study was looking to recruit partic-
ipants in the Mayo Clinic Biobank with the following criteria: "age 45-65 years,
non-Hispanic White ethnicity, no itory of atherosclerotic cardiovascular disease,
not on statins, at intermediate risk for CHD (10 year CHD risk 5%-20%), and
residents of Olmsted County Minnesota.” 2026 subjects in the Biobank were eli-
gible for the study, from which 216 subjects were enrolled. Focusing on queries of
similar size, the authors of the above counting query algorithm aimed to estimate
the number of eligible subjects in the Biobank. They demonstrate that for large
counts (¢ = 2000) such as the query in [Kul+16] their algorithm returns 1998 at
& = 0.05 which is highly accurate. For smaller counts (¢ = 100) which require
more noise to maintain the same level of privacy (¢ = 0.05) the counts are still
quite accurate at 88. These results show the efficacy of custom private counting
query algorithms for cohort identification.

Survival Analysis

Survival analysis is concerned with predicting the time until death or an event of
interest in a variety of situations in medicine (e.g. time to death after an organ trans-
plant). Researchers developed a differentially private version of the nonparametric
Kaplan-Meier survival model [BJO20] that provides minimal drops in utility. Sur-
vival analyses use event data up to time # to estimate the survival probability at
time 7. The algorithm they developed was inspired by work on continual release in
differential privacy. They consider an event stream S = (e1, ey, ..., ¢;) where each
event is defined as ¢; = (¢;, u;, #;) where ¢; defines whether censoring occurred, #;
defines whether an event is uncensored, 7; denotes the patients remaining at time #
and ¢ is the time. To start we describe the K-M survival model without differential
privacy and describe the changes made by the researchers to guarantee differential
privacy. The Kaplan-Meier model uses the estimator defined as

so=JJa- Z—) (9.4)

i:t;<t
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This estimator determines the probability of survival up to time z. Typically, the
notion of adjacent data in DP is defined as two databases differing in one example.
This notion does not apply directly to survival analyses. Thus, the study defines a
new notion of neighboring streams as follows for DP survival analyses:

Definition 9.1. Two streams S; and S, are neighboring if at most one time t; € {1...t}
we find |c; — ci| + |u; — u] < 1.

The original definition of differential privacy is then used based on this definition
of neighboring streams. The differentially private algorithm is composed of three
parts: data partitioning, the survival curve computation, and post-processing. For
data partitioning, the original stream S is separated into different groups that are
made up of multiple events. This is necessary to organize the events by each of the
individuals instead of treating each event as a separate piece of data. Each event ¢;
in § is processed individually into a group until ® — 1 events are processed. Both
the number of events and the threshold 6 are perturbed with noise to protect the
privacy of the counts and size of each partition. A privacy budget of ¢ is allocated
to this procedure. These steps are required to ensure the proceeding steps in survival
analysis are differentially private.

As described in Equation 9.4 the survival probability at each time is computed
using the number of uncensored #; and censored ¢; events in a partition. The algo-
rithm computes both of these quantities in a differentially private manner to com-
pute S(#). This is done using the binary tree mechanism for aggregating counts
in an online fashion [CSS11; DNPR10]. This ensures that the noise added to the
inputs only grows logarithmically instead of linearly. The new estimator is defined
in Equation 9.5:

U — Ci—1

) 9.5)

S =S(E—1)- N= -
N — w1 — i1
where #; and ¢; are the total number of uncensored and censored events up to
partition 7.

Finally, the post-processing step occurs as the addition of noise might violate
some of the required properties of survival curves. The values of the curve must
be monotonically decreasing as # — oo and S(¢) € [0, 1]. First, another survival
curve which respects these constraints s* (¢) is computed that best matches the orig-
inal differentially private curve s(¢). This is formulated as an optimization problem
similar to previous work [HRMS09; BB72] and solved as an isotonic regression
problem. A privacy budget of &, is allocated for this computation. This method
was tested on time to death of breast cancer patients in the Surveillance Epidemi-
ology and End Results (SEER) dataset [HRE99]. The mean absolute error for the
algorithm with a privacy budget of ¢ = 1 is no greater than 0.1 when the size of the
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dataset is 10000. They also demonstrate using the Komolgorov-Smirnov test that
the differentially private curves are not statistically different. Again, by developing a
custom DP algorithm based on the needs of survival analysis of medical data there
isn’t too much loss in utility.

9.3.2 Clinical Trials

Randomized control trials are the gold standard for testing new medications, vac-
cines, treatments and confirming findings in previous studies. After these trials are
conducted, meta-analyses are conducted to determine actionable changes for prac-
tice and policy. Thus, there has been an effort to make the data from clinical trials
more transparent. Currently, ClinicalTrials.gov [TWZ09; HC15] is the largest reg-
istry in the world containing data from more than 393 097 studies. At the core of
analyzing this data is hypothesis testing. Scientists are interested in understanding
for example whether a new cancer treatment A performs better than the existing
cancer treatment B. One question that is often answered using clinical trials is an
association between a disease and a drug [DDB11]. Many of these studies use con-
tingency tables to represent the results of the trial, lending them to use the perform-
ing Pearson’s 2 test to test independence. A concern with conducting these tests is
the power of the test, partly determined by the sample size. Thus an important task
for clinical trials is determining the necessary sample size for a specific amount of
statistical power and confidence. An algorithm for determining the sample size with
differential privacy was developed [VS09]. This algorithm is one of the only ones
inspired by statistical tasks for analyzing clinical trial data. This is an important area
of research in differentially private statistics and medical data.

Determining Sample Size

We start with the problem of proving that a drug is effective for treating a disease.
Typically a certain confidence is required (e.g. & = 0.05) for FDA approval. We
setup a simple example from the study for when the outcome is binary (e.g. suc-
cess or failure of a drug dosage in lowering blood pressure) [VS09]. We define our
null hypothesis and alternative hypothesis below. For notation, the true sample size
calculated without privacy is IV while the sample size calculated with differential
privacy is N.

Consider a sample x1, x2, ..., x;y ~ Bernoulli(p) and the test statistic of interest
be the mean i = % Zfil x;. Our hypothesis test is formulated as follows:

Hy:u=po vs. Hy:pu=puo+9,

where in our example /i represents the proportion of people who responded to the
drug treatment. To guarantee differential privacy, the study uses the the addition
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of Laplace noise Z ~ L(;/—jg) The sampling distribution of & with this noise addi-
tion under the null hypothesis is approximated by A (0, %z + Z). Under the the
alternate hypothesis it is approximated by N (o + J, ‘7—1\? +2).0%=p(1 - i)
where 4 = uo + g To calculate the true sample size NV for confidence 1 — @ and
power 1 — f the following equation must be solved:

o2 2 o2 2
Mo + z1-4 N + S22 = o + z1-p N + Wa 9.6)

which results in the following expression for the non-private sample size:

2.2
_(@m_g+z-p)0
= 5 )
Using these two results, they derive the the expression for the private sample size

N is:

9.7)

1 - 892
2

N =N - (% + (9.8)
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Finally, to compute the exact sample size correction factor (i.e. the factor to multiply
the true sample size to get the private sample size) numerical methods are used.
Instead of noise from a Laplace distribution, the Normal Laplace is used such that:

X ~ NL(uo, %rr N, eN', 1) and Xo ~ NL(1t0 + 6, %, ¢N', eV, 1). The exact

> N7
private sample size V' is calculated by using a unique root-finder for the equation
F)?ll (1-%) = F;ZI (1—4). The exact sample correction factor is found by X = %

The authors evaluate the algorithm on synthetic tasks and for the Pearson y? test
of independence, demonstrating promising utility with the DP estimator. Further
research should explore the utility of this method on real clinical trial data and the
implications of using such a differentially private sample size calculation on the
efficacy of trials.

9.3.3 Genomics

As biotechnology for genomic analysis has advanced, the utility of data analysis on
genetic data has become incredibly apparent. Analysis of genomic data is broadly
concerned with understanding the information contained in DNA and making pre-
dictions based on this data. Genomic data is important in advancing understanding
of human disease and the underlying biological processes of these diseases. Given
that genomic data is so unique to each individual any analysis of such data must
provide strong privacy protections. Recent studies have shown the susceptibility
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of anonymized genomics data to reidentification [BHO20; AAC21; Goo09], sug-
gesting a need for strong privacy protections. As discussed previously, the broad
protections DP provides against any type of adversarial entity and auxiliary infor-
mation make it well-suited for genomic data privacy. We present two examples of
differentially private algorithms for the analysis of genomic data in two settings:
looking up variants and genome-wide association studies.

Variant Lookup

In biomedicine, beacons are web services that scientists query for information about
specific alleles. The development of beacons has been championed by The Beacon
Project, an initiative from the Global Alliance for Genomics and health. Their goal
is to enable better genomic and clinical data sharing. The queries posed by users
of Beacons can be formulated as membership queries (discussed in Chapter 5).
In this setting, scientists are interested in understanding if a variant of interest is
included in a database. Both the exponential and the Laplace mechanism would
suffice for these queries, but a mechanism with optimal privacy-utility tradeoffs
based on the truncated geometric mechanism was developed [CSKB20]. We revisit
the algorithm and problem setup described in Section 9.3.1. In this setting ¢ €
{0, 1} represents the true membership answer and ¢ represents the membership
answer returned from the truncated geometric mechanism. The user’s prior belief
over c is defined as 7 (¢).
The loss function in this setting is defined in Equation 9.9:

{(c,0) ifc=0,

R . 9.9)
{(c,1) ife>0

{(c,c) = [

The post-processing step is formulated as the exact same optimization problem
defined in Equation 9.3 which we restate below:

Tz, €, a,n) = argmian(cIE; 7, a, n)l(cc). (9.10)
J x

This optimization problem is also solved using fast Fourier transform based con-
volution algorithms since ¢ and ¢ are discrete and the loss function for cohort iden-
tification is typically €(c,¢) = (¢ — ¢). The authors evaluated this algorithm on
identifying the top variants of autism spectrum disorder (ASD) studied by [Vel+19]
in the ClinVar database [Lan+20]. The mechanism was able to correctly answer 11
out of 17 membership queries at ¢ = 0.2. This is compared to the Laplace mech-
anism which produces comparable results and the exponential mechanism which
produces much worse results. As expected, when the number of occurrences of the
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variant in the clinical database is larger the mechanism has a higher probability of
answering correctly.

Genome-Wide Association Studies

Genome-wide association studies (GWAS) are used by scientists to capture associa-
tions between specific genetic markers and particular diseases [Uff+21]. These stud-
ies involve scanning the genomes of many different people to find genetic markers
that are predictive of the presence of a disease. These findings are crucial to inform
new prevention and treatment strategies. The cornerstone of these studies is per-
forming statistical tests to measure the importance of a genetic marker for the pres-
ence of a disease. One of the challenges in performing differentially private GWAS
is that the genome is extremely high dimensional. Thus the loss in utility incurred
is high [USF13]. A promising algorithm called the neighbor method [JS13] was
improved giving the current state of the art algorithm in identifying the top-£ most
significant genetic markers [SB16].

In GWAS, an allelic test statistic is used to test for associations between a genetic
marker and disease status. Going forward we will refer to the genetic marker as
a single nucleotide polymorphism (SNP). SNPs represent a variation at a single
position in a DNA sequence for an individual. First, access to a case control cohort
is assumed. For a given SNP, 59, 51 and s, are defined to be the number of individuals
with 0, 1, or 2 copies of the minor allele in the control. We define 7y, 71 and 7, to
be the same counts in the case cohort. Finally, 79, 71 and 7, are the same quantities
over the entire study population. R, IV, § are the total number of case, study, and
control participants. The allele test statistic used [SB10] is defined as:

2N (xS — yR)?
RS(x+y)2N —x—y)’

Y(x,y) = (9.11)
where x = 279 + 7 and y = 250 + 51.

The original neighbor method starts with a user defined threshold y and selects
all the SNPs where the allelic test statistic is higher than the threshold. To opera-
tionalize this, a notion of a neighbor distance is needed. For picking top # SNPs,
the distance is defined as minimum number of individuals whose genotypes have
to have be different for the SNP to be determined as significant. The algorithm
uses this distance as presented in Algorithm 2. This distance works well for SNPs
because it closely resembles the allele test statistic defined above. The major draw-
back of the original neighbor method is that the distance chosen sometimes gives
different orderings than if we were to use the allelic test statistic.

To improve upon this issue, Next, we describe the improved neighbor method
for picking the top # SNPs. The method starts with a user defined threshold y .
Significant SNPs are those with an allelic test statistic greater than this threshold
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(i.e. Y(D); > y where Y(D); represents the allelic test statistic for the 7th SNP in
the study cohort D). Next a neighbor distance is defined as the minimum number
of individuals whose genomes need to change in the database for SNP 7 to become
significant. This translates to minimum Hamming distance. The neighbor method
leverages the intuition that the test statistic and the neighbor distance are closely
related. If the SNP has a strong association with the disease than it will take many
more changes to make the allele not insignificant. We present the modified neighbor
algorithm in Algorithm 1.

Algorithm 1 Neighbor Method for Picking Top # SNPs [SB10]

Require: Study D, number of SNPs to return 4, privacy budgets €1 and ¢
Ensure: List of # SNPs that is €1 + &7 differentially private

Let y be the mean score of the kth and % + 1th highest scoring SNP.

Let ) privare be a private estimate of y using the Laplacian mechanism and privacy

budget €,
Return list of SNPs from subroutine Algorithm 2 with privacy budget &, and
threshold value y,riyaze

Algorithm 1 runs in constant time the details of which can be found in [SB16].
The last step of the algorithm is to return the allelic test estimates for the chosen
top # SNPs. Instead of using output perturbation, the authors use input pertur-
bation before computing the test statistic which guarantees differential privacy via
post-processing. The only difference in Equation 9.11 is that noise sampled from
Lap(%) is added to both x and y. This algorithm is evaluated on a rheumatoid
arthritis dataset, NARAC-1 [Ple+07]. The dataset contains 893 cases and 1244
controls, with a total of 62 441 SNPs. The method performs significantly better
than the traditional Laplacian mechanism in terms of accuracy (i.e. percentage of
SNPs correctly identified). When # = 3,6 = 0.5 the accuracy of the method is
80%. For a larger number of SNPs (i.e. # = 15), the method achieves 80% accuracy
ate = 5.0.

In this section, we presented custom differentially private algorithms for com-
mon types of statistical analyses in medicine. This included: cohort identification,
survival analyses, determining sample size for clinical trials, variant lookup, and
performing genome-wide association studies. We discuss how the utility of stan-
dard differentially private algorithms can be improved significantly by incorporat-
ing medical domain knowledge into the algorithm design. This is a common theme
throughout applying differential privacy to medical data analysis. An important and
upcoming area of research is developing differentially private algorithms to analyze
data generated from wearable devices. Analyzing this type of data is becoming an
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important part of understanding human health with lots of opportunities for inter-
esting DP algorithm development beyond what has initially been done [KJY18;
Lin+16; Wu+20; Ren+16; Sal+16; UM19].

Algorithm 2 Subroutine for Picking Top £ SNPs [JS13]
Require: Study D, number of SNPs to return £, privacy budgets ¢, threshold y

Ensure: List of # SNPs that is ¢ differentially private
fori=0, ..., mdo
if Y(D); > y then
d; = minpy (1D = D) : Y(D'); < y,1D/| = |DI})
else
di=1—miny({|D—=D'| : Y(D'); > y,|D'| = |DI})
end if
end for
7i = exp(53d); forall 7
Without replacement, choose # SNPs where Pr(SNP;) o y;
Return the list of chosen SNPs

Many of the problems we discussed in this section are focused on membership
in a database or counting the number of events in a database. Recently, there has
been surging interest in developing diagnostic and prognostic models for differ-
ent diseases or adverse events. This is motivated by the broad use of electronic
health records and rapid success in developing high performing machine learning
models for different modalities (i.e. time series, images, and natural language). The
algorithms presented above are not designed for making predictions about disease
presence or risk of developing a disease from labs, vitals, images, and clinical notes.
Thus, we need to use more complex algorithms from machine learning to support
creating models for diagnosis and risk prediction. In the next section, we discuss
the application of DP to machine learning for medical data.

9.4 Machine Learning

Machine learning has demonstrated great potential to learn clinically relevant pat-
terns from medical data across a wide variety of tasks. These tasks include dis-
ease / acuity prediction (e.g. mortality, breast cancer, kidney failure) [Tom+19;
Gul+16; Wu+19; Raj+18; Gha+15], improvements to hospital operations (length
of stay) [Wan+19], drug response prediction [Ram+19; Kue+20], and tumor seg-
mentations [Hav+17; Koh+18]. However, as discussed in Chapter 5, machine
learning models are susceptible to privacy attacks such as membership inference
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and attribute inference [JRY21]. The potential for these attacks to occur is espe-
cially concerning when analyzing medical data. Without the use of differential
privacy, sensitive health information such as HIV status of patients included in
training data may be leaked. In this section, we will review different applica-
tions of differentially private machine learning (discussed in Chapters 7 and 8)
for analyzing medical data. We will focus on: prediction and generating synthetic
data.

9.41 Prediction

There have been various applications of DP machine learning and deep learning to
different types of medical data such as: electronic health records, medical images,
and genomics data. This subsection will focus on differentially private prediction
in the central setting.

Electronic Health Records

A follow up study [SPGG21], examined the impact of applying DP machine learn-
ing to these prediction tasks. To train these models with differential privacy, the
study uses differentially private stochastic gradient descent (DP-SGD) . The main
changes to standard SGD are the addition of clipping individual gradients and
adding Gaussian noise to these gradients. Further details are presented in Chapter 7.
They demonstrate for tasks such as mortality where only 7% of patients passed away
for both linear models and deep learning the drop in area under the curve (AUC)
is quite high (22% and 26% respectively) for privacy budget ¢ = 3.54,6 = 1077,
These drops in utility are too high for the models to be useful in practice. This
work demonstrates the need for more research on DP machine learning for high-
dimensional multivariate time series medical data.

Another important prediction task from EHR data is 30-day readmission. Dif-
ferentially private deep learning was applied to this prediction task [Cho+18]
showing more promise for differentially private deep learning than the previous
study. The authors use a dataset [Str+14] from the UCI Machine Learning Respos-
itory that contains 101 000 medical records over 10 years with information such
as demographics, potential risk factors such as diabetes, and the readmission label.
The major difference between this dataset and the one in the previous study is that
it is larger and lower dimensional. Both of these factors are important for reducing
the utility loss from private training. The model trained is a small neural network
with one hidden layer of size 32 and one output layer. They fix the privacy param-
eters as ¢ = 1.0 and 6 = 107>, The non-private model gives an AUC of 0.67
while the private one gives an AUC of 0.63. This is a much more reasonable drop
in utility. Thus, algorithms such as DP-SGD are showing promise on predicting
important tasks from electronic health record data when the dataset is larger and
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lower dimensional. This is expected given the known tradeoffs between utility and
data dimension for DP-SGD.

These are the two main studies that have applied differentially private machine
learning and deep learning to prediction from EHR data. Both studies show the
settings that DP-SGD is currently performing well and ones where more work
is necessary. This is an active area of research that we hope readers will take an
interest in.

Imaging

Next, we focus on applications of differentially private deep learning for disease
prediction from medical images such as chest x-rays, magnetic resonance images
(MRIs) and computed tomography (CTs) images. Similar to EHR data there are
a limited number of studies on the application of current methods. Chest x-rays
are often used by radiologists to diagnose issues such as pneumonia, collapsed
lungs, pleural effusion, and the presence of tumors in the chest cavity and lungs.
Pretrained DenseNet-121 models finetuned on chest x-ray datasets have shown
promise in multi-label disease prediction achieving an AUC of 0.86 [SLMG20].
Following a similar procedure using differentially private fine-tuning, extreme
drops in utility were observed (AUC = 0.50) at all privacy levels [SPGG21]. The
authors cite the large dimensionality of the model and the long tailedness of the
label distribution as reasons for such a large drop in utility. Work towards mak-
ing the error DP learning algorithms independent of dimensionality will surely
help improve the utility of DP deep learning models for medical imaging. This
seems quite difficult in full generality but there have been several works [MMZ22;
Z\VB20; KDRT21] that have proven dimension independence or near dimension
independence. This is essential for medical data broadly due to its high dimen-
sionality across different modalities such as multivariate time series, images, and
genomics.

Another study showed great success in predicting pneumonia from chest x-rays
and semantic segmentation of liver CT [Zil+21]. The chest x-ray dataset used is
from the Pediatric Pneumonia dataset [Ker+18] which contains 5232 images. 3883
of these images depicted pneumonia while the other 1349 were normal. The entire
dataset was split into 85% for training and 15% for testing. Given the class imbal-
ance the loss was reweighted as w; = % where 7 represents the class and #; represents
the total dataset size and ¢; represents the number of samples of class 7. The authors
trained a VGG-11 [SZ14] model on images of size 224 x 224. The Gaussian Dif-
ferential Privacy (GDP) accountant [BDLS20] was used for privacy accounting
which differs from the Renyi DP Accountant [Aba+16; MTZ19] that is typically
used. Their results show a modest drop in AUC of 11.2% at a privacy budget of
e =0.52.
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For semantic segmentation, they use the Medical Segmentation Decathlon Liver
Segmentation Dataset [Sim+19]. The prediction task of importance is tumor seg-
mentation which is incredibly important for treatment planning in oncology. The
dataset consisted of 5184 training samples. A U-Net using VGG-11 was trained for
this semantic segmentation task. This task was evaluated using the dice score which
measures the similarity between the predicted segmentation map and the ground-
truth segmentation (performed by radiologists). For & = 0.35 they find that the
drop in the dice score between the private and non-private model is minimal at
0.007. Both of these results show a lot of promise in applying differentially private
deep learning to medical image segmentation.

Finally, we discuss an application of DP-SGD to a well-studied medical imag-
ing deep learning problem which is prediction of diabetic retinopathy from fundus
photography [SSKT20]. The authors study the privacy-utility tradeoffs of train-
ing residual networks with DP-SGD on this task. The dataset used is the APTOS
2019 Blindness Detection Dataset [KMD19] which contains 3600 training images
which are labeled on a scale from 0 to 4 where 0 is no diabetic retinopathy and 4 is
proliferative diabetic retinopathy (i.e severe disease). The models that were trained
are pretrained 18 layer residual networks that were finetuned on the fundus images.
This study notes similar drops in performance seen in [SPGG21] where the accu-
racy of models are around 50% or below. Thus differential privacy results in the
models no longer being useful. The differences in these results are a direct product
of issues such as dimensionality which are fundamental technical challenges that
the differential privacy research community is addressing currently.

Genomics

Personalization of drug recommendations is important because individuals often
have very different reactions to the same drug. Gene expression data has become
an important source of data for predicting personalized drug sensitivity. The appli-
cation of differentially private machine learning to this task has been studied in
two related studies on drug sensitivity prediction [NHHK19; Hon+18]. This is
the main example of DP machine learning applied to genomic data in the current
literature. The authors focus on DREAM-NCI drug sensitivity prediction chal-
lenge [Cos+14]. This challenge focuses on identifying the best treatments based on
genomic data for breast cancer cell lines. After pre-processing the gene expression
data the dimensionality of the data is reduced to & = 64. The non-private algo-
rithm for predicting drug sensitivity on this task is Bayesian linear regression. This
study produces a differentially private version of Bayesian linear regression which
experiences only modest drops of about 2—4% in accuracy from the non-private
model.
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9.4.2 Data Synthesis and Sharing

Making medical data publicly available is vital to advancing medical discoveries,
helping improve transparency in medical research, and to making the research com-
munity more inclusive. Publicly releasing medical data while maintaining patient
privacy is incredibly difficult. In Section 9.2, we discussed failures of publicly releas-
ing medical data. An upcoming area of research for being able to publicly release
medical data is differentially private data synthesis. This area of research has become
especially promising due to the large amount of positive results from deep gener-
ative models such as diffusion models, GANs, and VAEs. In this section, we will
discuss some of the recent successes in synthesizing medical data with differential
privacy, some of the failures in doing so, and what the ongoing challenges are.

One recent success has been in simulating patients from the SPRINT (Systolic
Blood Pressure Trial) Data Analysis Change held by the New England Journal of
Medicine [BM17]. The SPRINT clinical trial examined the effect of intensive low-
ering of systolic blood pressure (< 120 mmHg) instead of aiming for a standard
systolic blood pressure (< 140 mmHg). Researchers used this tabular data of 6000
patients to train an auxiliary classifier GAN (AC-GAN) with differential privacy
to generate synthetic data similar to the original SPRINT data [Bea+19]. They
compare the synthetic data generated with and without privacy guarantees quan-
titatively and qualitatively. The quantitative evaluation examined variable correla-
tion structure and whether models trained on the synthetic achieved similar per-
formance. The qualitative evaluation consisted of visualizing blood pressure tra-
jectories and having clinicians attempt to differentiate between real and synthetic
data. The visual inspection of the blood pressure trajectories showed very minimal
differences for both intensive and standard patients between the private and non-
private synthetic data. The accuracy of the four different models (logistic regression,
random forest, nearest neighbors, and SVMs) dropped slightly more than 10% in
the worst scenario. This is only a modest drop performance for differential privacy
signalling that the private synthetic data still maintains a large amount of utility.
It should be noted that the success of this study is promising but limited since the
dataset was much simpler and lower dimensional than what we see in other domains
such as medical imaging and genomics. In these higher dimensional settings, DP
synthetic data generation is much more difficult. One key contribution of this study
is a set of guidelines for evaluating the utility of private synthetic medical data. We
summarize the guidelines below:

Quantitative

® Measure how similar the variable correlations are between the real data and
the the private synthetic data
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® Measure the performance of a classifier trained on the private synthetic data
vs trained on real data and tested on real data

® Measure whether features have the same importance level between the classi-
fiers trained on real and private synthetic data

Qualitative

¢ Visualize differences between real and private synthetic data (method will
depend on data type)

® Have clinical experts attempt to differentiate between real and private syn-
thetic data samples

Another study focused on generating synthetic EHR data (i.e. high dimen-
sional multivariate time series) using dual adversarial autoencoders [Lee+20]. This
study used the MIMIC-III [Joh+16] and the UT Physicians Clinical databases.
The dual adversarial autoencoder (DAAE) contains three components: a sequence-
to-sequence autoencoder (seq2seq AE), an inner GAN, and an outer GAN. The
seq2seq AE is responsible for learning the latent space the encodes semantic fea-
tures of target sequences and the temporal dynamics of these sequences. The inner
GAN aims to match the learned space and the outer GAN aims to distinguish the
real samples from the ones generated using the seq2seq AE. All of these different
model components are trained using DP-SGD to guarantee differential privacy.
The two evaluation components similar to the ones described above are evaluat-
ing the performance of models trained on the real vs synthetic data and having
clinicians evaluate the plausibility of the synthetic sequences. The prediction task
of interest is predicting top-# diagnosis codes. On this task the DAAE method
is only marginally worse (0.1 on average) than the model trained on the real data
across recall and precision at 10,20,30 on the MIMIC-III dataset. This study shows
promise for training accurate prediction models on DP synthetic data for this spe-
cific task. It is unclear from the study though whether correlations in the original
data are maintained and if feature importance remained consistent. Both of these
are important evaluations for understanding if this method can be of use more
broadly for other datasets and tasks.

Finally, we discuss an area where more research is needed to realize the potential
of differentially private synthetic medical data which is medical images. Generating
high quality synthetic medical images such as chest x-rays or dermatological images
(e.g. pictures of skin lesions) has proven to be incredibly difficult [Che+21]. In this
study, deep convolutional GANs trained with DP-SGD generate images of both
quantitative and qualitative quality. Additionally, the classifiers trained on these
images face significant drops in utility. This study demonstrates the additional work
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needed from the differential privacy community to demonstrate the promise of
private synthetic medical images.

9.5 Federated Learning

The majority of medical data remains in private silos around the world. This
inhibits the advancement of health research and the potential for developing high
utility predictive models. Privacy is the paramount concern when sharing data
across hospitals in an attempt to learn a predictive model that is better than
each hospital using their individual data. Federated learning, is a technique that
learns a central model and series of local models that keeps data in each of their
respective silos. The technique alone is not private, requiring differentially pri-
vate versions of FL algorithms (further details in Chapter 8) to protect privacy
of the data even though it does not leave the silos. Here we discuss a couple
of applications of DP federated learning to common medical machine learning
tasks.

Similar to the work in the centralized setting [SPGG21], another study ana-
lyzed the efficacy of predicting prolonged length of stay and in hospital mortality
from electronic records using DP federated learning [PDH19]. This study used
the eICU database which contains EHR data from 52 different hospitals across
the U.S. For both prolonged length of stay and mortality prediction DP federated
averaging performs quite poorly unfortunately, especially in the class imbalanced
mortality tasks. Many of the AUC values for each local hospital are below 0.5 at rea-
sonable privacy budgets such as ¢ < 10. While these results are discouraging espe-
cially given the high number of hospitals in the dataset, other studies have shown
more promise. It is unclear from this study what the different sources of utility loss
were. For example, heterogeneity between the different hospitals may be a signif-
icant issue that leads to large utility loss for applying DP FL to larger cohorts of
hospitals.

Another study developed a variant of DP-SGD that incorporates cyclical weight
transfer to train neural networks with differential privacy in a distributed setting
[BYFW18]. The algorithm used in this study differed from the traditional DP FL
algorithm used in the prior study by using cyclical weight transfer. This means that
the central weights are transferred to each institution after the aggregation of local
steps. This study also focused on in hospital mortality for the elCU dataset and on
classifying two different subtypes of breast cancer from gene expression data found
in The Cancer Genome Atlas (TCGA) [Can+13]. At a privacy budget of ¢ = 3.84
and § = 107> the drop in AUC between the non-private and private distributed
model was 0.9% when the number of collaborating institutions was 5 and was a
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drop of 6% when only two institutions were collaborating. This is promising as it
incentivizes more institutions to collaborate since it will help improve the utility
at a specific privacy budget for all. For the subtype prediction task, for a privacy
budget of ¢ = 6.11 and 6 = 107> the drop in AUC went from 0.7% to 1.7%
when going from one to three sites collaborating. The success suggests that cyclical
weight transfer may be promising for reducing utility loss in DP FL. Although, it is
hard to compare the two studies because of the differences in scale. The first study
we discussed was across 52 different hospitals whereas this second study was across
5 at most. As mentioned previously, as the heterogeneity increases due to larger
cohorts it might be that it is much more difficult to prevent drops in utility even
for algorithms that use cyclical weight transfer.

Finally, we summarize an extensive study demonstrating the effectiveness of dif-
ferentially private federated averaging at the individual patient level and at the
hospital level [Sad+21]. They choose both logistic regression and neural networks
across a variety of tasks including: survival prediction from heart failure, diabetes
prediction, mortality prediction, SARS-CoV-2 positivity prediction, and adverse
event prediction in individuals treated with Azithromycin. Across these tasks they
demonstrate minimal drops in performance when using DP-FedAvg but that this
also outperforms its centralized counterpart. Applications of differentially private
federated learning to medical data are a new and active area of research that has
the opportunity to help change the way hospitals collaborate around the world.
There are still open problems to be addressed before wide-scale use such as large
heterogeneity amongst hospitals.

In the previous two sections, we provided case studies on the successes and fail-
ures of differentially private machine learning and federated learning applied to
medical data analysis. These studies provide guidance on fruitful technical direc-
tions for researchers to help make these technologies more widely applicable. Differ-
entially private machine learning has the potential to help advance health research
by making public sharing of data and models safer and easier. As discussed at the
beginning of this chapter, anonymization for data release are susceptible to attacks.
Currently, model sharing / publishing is rare due to privacy concerns. We end this
chapter by outlining some of the challenges not yet mentioned and opportunities
for helping realize differentially private statistics and machine learning into practice
for medical data analysis.

9.6 Considerations for Deployment in Medicine

All of the case studies that we presented have been done in research settings. There
has yet to be a large-scale deployment of differential privacy in a medical setting.
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Here we discuss some of the hesitations that exist and areas of research that may
be fruitful to help support the first large-scale deployment of DP for medical data
analysis.

9.6.1 Health Inequities

There are many inequities in the healthcare system that have resulted in marginal-
ized communities such as women and Black individuals receiving poor quality of
care. Examples of this include: women suffering higher mortality rates from heart
attacks [GCH18], Black patients receiving worse care for kidney disease [VE]20],
and Black women being 3x more likely to die during pregnancy than white
women [Cre+14]. While medical machine learning is showing promise it is impor-
tant for it to not exacerbate existing inequities. It could even potentially help be
part of existing efforts to remove these inequities [CSG19]. Currently, differential
privacy has a negative impact on fairness in medical machine learning [SPGG21].
There are potential solutions that may help alleviate these tradeoffs such as using
publicly available data during differentially private training.

9.6.2 Robustness to Distribution Shift

Another important consideration especially for differentially private machine learn-
ing is the non-stationarity of medical data. Often times the underlying data dis-
tribution is changing due to different populations over time, policy changes, and
new treatment recommendations. This means that the data distribution a model
was trained on will differ from the test distribution. If models are not robust to
distributional shifts then they will silently fail when deployed in practice [Nes+19;
SSS18]. While it is well understood that differential privacy provides out-of-sample
generalization, the connection to distributional robustness is not well understood.
An initial study [Kul+] has proven that differential privacy guarantees distributional
robustness but empirical understanding is still limited. Research which empirically
explores the current impact of differential privacy on distributional robustness and
develops algorithms to maintain both will be important for deploying differentially
private machine learning in medical settings.

9.6.3 Education, Audits, and Policy

An incredibly important and underresearched topic in helping deploy differential
privacy for medical data analysis is education and policy. Many individuals such
as IT professionals, legal experts, data analysts, bioethicists, doctors, nurses, and
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patients do not know what differential privacy really means and what they should
expect from it. For many individuals it is unclear what are the exact privacy pro-
tections that differential privacy does and does not provide for their medical data.
This is incredibly important as misinterpretations of these protections can under-
mine the need for differential privacy over the current standard of anonymization.
Data analysts are unsure of how implementing differential privacy would impact
their current workflow for performing research and interacting with medical data.
Legal and policy experts are unsure of what an acceptable level for the privacy bud-
get ¢ is and what this means for the probability of an attack being successful. This
leads to broader questions in medical data analysis which are also important in
other contexts of how should one tradeoff between utility and a smaller privacy
budget? Studies to understand the gap between expectations of differential privacy
and the realities in medicine are needed similar to this [CKR21]. Research audit-
ing differentially private statistics and machine learning [JUO20; Kif+20] is vital
to providing legal and policy experts in medicine better understanding of the tech-
nology.

9.7 Concluding Remarks

In this chapter, we presented a broad overview of differentially private statistics
and machine learning applied to medical data analysis. We discussed the need for
differential privacy as the new gold standard for privacy in medicine. This was
highlighted by the overwhelming amount of privacy breaches and re-identification
of anonymized data that has occurred. We presented a series of case studies on
differentially private statistical analyses applied to medical data. These case stud-
ies demonstrated that often times custom algorithms are needed for medical data
analysis to achieve reasonable privacy-utility tradeoffs. These case studies covered
important statistical tasks including cohort identification, survival analysis, vari-
ant lookup, and GWAS. We then examined applications of differentially private
machine learning and deep learning to prediction and data synthesis. Given the
global scale of medical research we discussed the promise of differentially private
distributed learning for learning higher utility models and allowing hospitals to
share data without comprising privacy. Finally, we discuss important research direc-
tions and issues to address for supporting large scale deployments of differential
privacy for medical data analysis. As research progresses and more interdisciplinary
work with the healthcare system takes place, deployments will start to occur, help-
ing to provide better privacy protections for patient data.
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Chapter 10

Differential Privacy in Energy Systems

By James Anderson, Fengyu Zhou and Steven H. Low

10.1 Introduction

The electricity network is one of the two largest infrastructures mankind has ever
built, the other being the telephone network (now the Internet), both came into
being around 130 years ago. This vast electricity network comprises high-voltage
transmission lines that span long distances, forming the backbone of electricity
distribution, and lower-voltage distribution networks that deliver electricity over
shorter distances to consumers. In the United States alone, the grid connects more
than 23,000 generators to countless loads such as buildings, machinery, and appli-
ances. As of 2019, these generators have a total nameplate capacity of 1.2 terawatts
and produced approximately 4 trillion kilowatt-hours of electricity, with close to
60% generated from fossil fuels.

The evolution of this network into a “smart grid” has ushered in an era where
electricity generation, distribution, and consumption are more efficient and respon-
sive than ever before. Smart grids leverage advanced communication technologies
and data analytics to balance supply and demand dynamically, integrate renewable
energy sources, and empower consumers with real-time information. However, this
increased reliance on data introduces significant privacy concerns. Detailed energy
consumption data, if mishandled, can reveal sensitive information about individu-
als and businesses.
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For example, consider smart meters installed in homes that record electricity
usage at fine-grained intervals. While this data helps utility companies optimize
grid operations and offer personalized services, it can also expose intimate details
about a household’s daily routines. An unauthorized party accessing this data could
determine when residents are away, what appliances they use, or even infer lifestyle
habits. Such privacy breaches not only threaten individual security but also erode
trust in smart grid technologies.

How can we protect privacy in such a complex infrastructure network? In this
chapter, we explore the intersection of energy systems and privacy, focusing on how
differential privacy can be applied to protect sensitive data used as input to com-
plex optimization problems adopted in power systems operations. In particular, we
focus on optimal power flow (OPF) problems, which are essential for determining
the most efficient way to distribute electricity across a network, and how differ-
ential privacy can enable the release of useful data sets that protect sensitive load
information at specific locations.

Overview of the Chapter

We begin by introducing the fundamentals of electric grid operation in Sec-
tion 10.2), to set the stage for understanding the complexities and data require-
ments of modern power systems. Next, we review the privacy challenges inherent
in energy systems (Section 10.3) and discuss how the proliferation of advanced
metering infrastructure raises concerns about unintended information disclosure.
We then provide a mathematical model of power grids, in Section 10.4, which is
essential for formulating optimal power flow problems. In Section 10.5, we focus on
private DC optimal power flow data sets. We discuss the application of differential
privacy to the DC-OPF problem, examining how to balance the need for data util-
ity with the requirement to protect sensitive load information. Finally, we provide
some remarks on the current state of research and future directions in integrating
differential privacy into energy systems (Section 10.6). Our goal is to highlight the
potential of differential privacy to enable secure and efficient operation of smart
grids, encouraging further exploration and application of these techniques in the
energy sector.

10.2 Electric Grid Operation

An electricity network consists of high-voltage long-distance backbone networks,
called transmission networks, that connect to many low-voltage short-distance
networks, called distribution networks. Different parts of the grid have their own
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nominal voltages, and voltages at all points of the network must be stabilized to
within a few percent of their nominal values at all times.

The challenge of grid operation is to match supply with demand without violat-
ing voltage and transmission line limits. Secure operation refers to the grid’s ability
to withstand and survive disturbances. There are two main types of disturbances.
The first type consists of generation and transmission outages. The second type is
due to non-dispatchable and volatile generations and demands. Secure operation is
achieved through analyzing credible contingencies offline that may lead to voltage
or line limit violations, reserving capacities in advance when scheduling genera-
tions, monitoring system state in real time, and taking corrective actions when a
contingency occurs. Traditionally, resources for control are mostly bulk generators
and, occasionally, a small number of industrial loads. In the future, flexible loads
will also be included at scale.

The control architecture consists of three mechanisms operating at different
timescales, from seconds to tens of minutes to 24 hours. Rapid small random load
or generation fluctuations are handled by generators that can increase or decrease
their outputs quickly and continuously. They are equipped with their own gover-
nors with droop control and provide regulation services, usually under automatic
generation control, and on a minute-by-minute basis. Slower fluctuations at a
timescale up to a real-time dispatch period, e.g., 5-60 minutes, are handled by
generation units connected to the grid and provide load-following services. While
load-following patterns of customers are highly correlated and often predictable,
e.g., because loads often depend heavily on weather, regulation patterns tend to be
smaller, more rapid and random fluctuations with zero mean. Both regulation and
load-following services require continuous actions by participating units but these
actions are typically small or predictable. They have been sufficient for dealing with
the second type of disturbances traditionally, though they may become inadequate
as volatility increases in the future.

In contrast, the imbalance due to the outage of a bulk generator or a major trans-
mission line that imports power can be large and unpredictable, and can threaten
system stability. Disturbances of this type are handled by reserve services and are
scheduled a day in advance. This is called unit commitment. When a generator fails
and is disconnected, supply and demand become unbalanced and frequency starts
to drop. The power imbalance must be made up by other generators or reduction
in load, in addition, the system frequency must be restored to its nominal value.
If generation reserve capacity is insufficient to meet demand, frequency will con-
tinue to drop which can disconnect other generators to protect them from damage,
potentially leading to involuntary load shedding and even system collapse. When
a transmission line or transformer is disconnected, power flows in the network will
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redistribute and line limits can be violated, potentially leading to cascading line
outages.

Opver the last century the operation of the transmission network has been largely
centralized, open-loop, deterministic and worst-case preventive; demands are fore-
cast, and generations are centrally scheduled based on the forecast. Typically an
operating point of the network is chosen so that the network can survive the outage
of any single generator or transmission unit. This strategy has performed extremely
well, since aggregate loads are fairly predictable, generators are fully controllable
(dispatchable), the grid is often over provisioned, and large outages are relatively
rare.

10.21 Need Control Paradigm

We are, however, at a cusp of historic transformation, driven by sustainability, to
become more distributed, dynamic, open and complex. Renewable sources such
as wind and solar will continue to replace traditional bulk generators, greatly
increasing generation uncertainty and reducing traditional control resources. Dis-
tributed energy resources, such as small-scale wind and solar generators, electric
vehicles, smart buildings, small appliances, and smart electronics, will proliferate,
many equipped with the ability to measure, compute, communicate and actuate
in real time. Unlike the large majority of endpoints today that are merely passive
loads, these distributed energy resources are active endpoints that can introduce
large, frequent, and random fluctuations in supply, demand, voltage and frequency.
Their connected intelligence, however, offers a new paradigm to manage the future
grid based on real-time communication, computation, and control. The continual
increase in generation and demand volatility makes it necessary to close the loop
and actively control these distributed energy resources at scale based on timely data.

Data are being collected by distributed energy resources behind the meters as well
as by high resolution and synchronized phasor measurement units that are being
deployed inside the infrastructure. These different types of data may be collected
by different organizations at different parts of the network. They can all be useful
for real-time control of the future grid, provided a standardized platform for data
sharing can be developed that provides right incentives and preserve necessary pri-
vacy. In addition to the physical control of the network, there is an energy market,
i.e., a commodity market for incentivizing a competitive energy supply industry.
Although we won’t go into much detail here, there are three types of short-run
markets in practice, a day-ahead market, a real-time market, and an ancillary ser-
vices market. They are typically operated by an independent system operator at
timescales ranging from minutes to a day. Traditionally these markets transact elec-
tricity produced by generators to meet inelastic demand. It the future they will also



Electric Grid Operation 349

trade demand response from flexible loads. Data privacy issues will clearly need
to be introduced into a market platform when this becomes possible. The focus of
this chapter will be on releasing data sets that contain sensitive load data, i.e., power
demands across a network, such that optimal power flow problems (a key element
in grid management that matches power demand with production).

10.2.2 Markets

There are three types of short-run markets in practice, a day-ahead market, a real-
time market, and an ancillary services market. They are typically operated by an
independent system operator at timescales ranging from minutes to a day. Tradi-
tionally these markets transact electricity produced by generators to meet inelastic
demand. It the future they will also trade demand response from flexible loads.

Day-ahead Market

Bulk generators such as nuclear, coal and gas generators still generate the majority
of electricity today, e.g., they generate approximately two thirds of electricity as of
2020 in the US. They often need a nontrivial amount of time and cost to start
up and shut down, e.g., the startup time for a nuclear plant can be on the order
of hours. This motivates the day-ahead market which usually closes 12-36 hours
in advance of energy delivery and determines which generators will be online and
their output levels for each hour or half hour over a 24-hour horizon. The day-
ahead market also computes consumption schedules, electricity prices, as well as
capacity reserves based on the production offers and demand bids submitted by
market participants. This is the problem of unit commitment.

Real-time Market

A real-time market, also called a spot market or a balancing market, operates at a
timescale of minutes, e.g., 5-15 minutes. It computes adjustment to generation
and consumption levels as well as prices and reserves at delivery time as uncertainty
in generation, consumption or network state is resolved. This is the problem of
economic dispatch and discussed in Section 10.5.2.

Ancillary Services Market

Finally markets for ancillary services are emerging, driven by reliability require-
ments in the presence of increasing uncertainty due to renewable or distributed
generations such as wind and solar power as well as increasing ability to coordi-
nate flexible loads such as smart buildings, electric vehicles, and other appliances
to provide energy services. These services include reserve capacities for generator or
transmission contingencies, or demand response for frequency regulation. Reserve
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capacities may be spinning reserve where a generation unit that is online may gen-
erate at only 80% of its capacity with the unused capacity reserved for contin-
gency operation. They may also be non-spinning reserve where a more expensive
fast-acting unit remains offline but is ready to be turned on within minutes of a
contingency.

10.3 Energy Systems and Privacy

In this section we provide a brief overview of the different application areas within
energy networks that have been studied from a privacy perspective. In some areas,
differential privacy has already been applied, in others, its potential use is clear.
We end this section with an application of the classical Laplacian and exponential
mechanisms of differential privacy (see Chapter 1 for a review on these mecha-
nisms) implemented on real data taken from an electric vehicle charging network
in Pasadena, California.

10.31 Overview

The new distributed and dynamic architecture of the power network, in combina-
tion with intelligent sensing and metering is frequently referred to as the smart grid.
In contrast to the traditional power networks, information flow in a smart grid is
bi-directional. Individual users (consumers) can actively manage their energy use,
simultaneously, energy producers can more effectively reduce ceiling capacity and
better control usage via smart pricing. Smart grids will also make it possible for con-
sumers to become energy producers. However, to make this a reality, vast amounts
of time-series data is required from participating entities, and with this come many
security and privacy concerns [MMO09; ZPAB13; HRC19]. Smart meters (devices
that monitor home power usage and can be used to switch appliances on and off
automatically) are an obvious focal point for privacy concerns. It has been well
known since the early nineties that non-intrusive appliance load monitoring i.e.,
passive measurements at the point of a traditional energy meter, can be used to iden-
tify exactly which appliances are being use in a home, and when [Har92]. Likewise,
smart meters can also be used to infer home occupancy states [AR13]. Differential
privacy is clearly a methodology that has great potential to resolve some of these
concerns. We refer the reader to the following papers to get a sense of how differ-
ential privacy is applied; [Zha+15; MMA11; ZJWL14; GFDK19; GGP17; EE17;
BBA16].

Beyond smart metering, differential privacy is finding application in several areas
related to power and energy. In particular; the cost of introducing “noise” into
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the system and it’s effect on pricing in energy markets is considered in [BKJB13].
Within the context of electricity and gas markets [FMV20] examines differential
privacy into Stackelberg games. Private data sharing for better renewable energy
forecasting is considered in [GBP21], and electric load forecasting in [Eib+18].
Unintended information disclosure is highlighted as a security issue for electric
vehicle (EV) charging in [ADPK20]. In the next section we provide a simple case
study of differential privacy applied to an EV charging station’s data set.

10.3.2 Numerical Example: Electrical Vehicle Charging

In this subsection, we are going to show two examples where classic mechanisms are
applied to data collected from an electric vehicle (EV) charging system; specifically
the Adaptive Charging Network (ACN) based at Caltech in Pasadena, California.
ACN was first deployed on the Caltech campus in early 2016 and the system uses
smart scheduling algorithms to charge EVs for both Caltech and non-Caltech users.

As 0f 2020, ACN includes 126 level-2 EV charging stations (EVSEs) and 5 DC
fast chargers (DCFCs) across three Caltech garages [Lee+20]. ACN is also operated
at NASA’s Jet Propulsion Laboratory (JPL) as well as at over 100 other sites across
the US. The charging data, including user demand, parking time, delivered energy,
etc., are collected for every charging session from the Caltech and JPL sites, and
the data are published through the ACN Research Portal, available at ev.calzech.edn.
Currently detailed information of over 60,000 charging sessions is available. We use
this data as a toy example to demonstrate how classic mechanisms such as Laplace
mechanism and exponential mechanism can be used to preserve differential privacy
for different energy system applications.

For this demonstration, we use the data from November 1st to November 30th,
2019 at the Caltech site. In the first example, we are interested in the distribution
of user demand for each charging session. We set the query as the histogram of the
user-requested energy (in kWh) for each session, and the ground-truth histogram
is given in Figure 10.1 (blue bars). In November 2019, there were in total 611
charging sessions, and from the histogram we can see that though the highest single-
session demand was over 100 kWh, the majority of sessions requested less than
50 kWh. Roughly, 50kWh corresponds to a 200 mile driving range assuming the
vehicle’s MPGe is around 136. Over half of the sessions requested less than 20 kWh.

To preserve differential privacy for a histogram query, a commonly used mech-
anism is the Laplace mechanism, which we will review in Section 10.5.2. Note
that we use slightly non-standard notation and use p-differential privacy instead
of e-differential privacy (c.f. Definition 10.2). The Laplace mechanism injects
an additive term drawn from a Laplacian distribution to the ground-truth data.
The variance of the distribution is chosen according to the query sensitivity
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Figure 10.1. Apply Laplace mechanism when the query is the histogram of requested
kWh per session.

and user-specified privacy level. The sensitivity of histogram query is 1, so the
mechanism simply adds noise following Laplace distribution .2’ (1/0) where o
is the desired privacy level. Figure 10.1 displays the mechanism output for p =
0.1,0.2,0.4,0.8. By Theorem 3.6 in [DR+14], the noisy histogram (orange bars)
in each subplot in Figure 10.1 is guaranteed to preserve p-differential privacy
for the corresponding value of ¢ and can be released publicly. As the value of o
increases, the public histogram gets closer to the ground truth, and less privacy
is preserved. On the other hand, the public histogram can still characterize the
high-level statistical pattern of the private histogram. In this example, readers could
easily learn from the public data that almost all the charging sessions in Novem-
ber 2019 requested less than 50 kWh and over half of them requested between
0 and 20 kWh.

In the second example we focus on the categorical query. We want to know
which day has the highest daily total demand (i.e., the summation of all the energy
demanded during that day). Red bars in Figure 10.2 illustrates the total daily
demand over the 30-day period. From the plot together with a 2019 calendar,
we could easily see the weekly pattern that the demand is typically high during
weekdays and drops over the weekend. Note that November 28th in 2019 is the
Thanksgiving holiday, so the demand is also low on and after that day. Two days
with the highest demand are Nov 8th and 12th, when the daily demands are as
high as 771 kWh. As we query the date with the highest daily demand, we expect
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Figure 10.2. Application of the exponential mechanism to the query “what is the date
with the highest load demand?”.

the mechanism to output Nov 8th or Nov 12th (or other dates with high demand)
with high probability.

In this case, Laplace mechanism may not be an appropriate choice for two rea-
sons. First, the Laplace mechanism always outputs floating point data, which makes
no sense for categorical queries such as the date. Second, if we view the date as
numerical data and compute its worst-case sensitivity, the sensitivity value could
be larger than necessary. For example, it is possible that the date with the high-
est demand will change from Nov 1st to Nov 30th after we insert a new session
record which increases the demand on Nov 30th, and it implies that the worst-case
sensitivity is 29 if we view the date as numerical data. However, a more appro-
priate mechanism to process worst-case is the exponential mechanism. We refer
to [DR+14; LLSY16] for the detailed derivation, and here we only present the
high-level idea and illustrate the results on ACN data. To apply the exponential
mechanism, we first choose a utility function #(d, 0) where d is the dataset and
o stands for the output (the date in our example). We let #(d, 0) return the total
daily demand on date o for dataset d, so we want the mechanism to return the date
with large utility value. By the exponential mechanism, we output each candidate

Qu(d’o)) where Au is the sensitivity of util-

o with probability proportional to exp(=5>=
ity function #. The probability distribution to output each date has been shown
in Figure 10.2 (blue curve). We can see that the probability distribution tracks the

quality function well, so there is a fair chance for the mechanism to output the date

i.  Here we use the fact that the utility function is monotone with respect to 0. In a more general setting, the
Qu(d 0) ).

probability should be proportional to exp(=5
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with very high energy demand, though the true maximum may still be missed for
privacy consideration.

10.4 Modelling a Power Grid

For the remainder of the chapter, we will narrow our focus from energy systems
to power grids. In this section we will describe how to model power flow over a
network. Of course, this is a vast topic that we cannot hope to cover in its entirety.
Instead, we will focus on models that are suitable for formulating optimal power flow
(OPF) optimizations. An OPF problem is a mathematical optimization problem,
the solution of which determines how to distribute power over a network subject to
physical an operational constraints. In subsequent sections of this chapter we will
turn our attention to privacy preservation of data sets obtained from solutions to
OPF problems. Our intention is to convey how tools from differential privacy can
be applied in this setting, thus we have mostly opt for simplicity over realism. In
many cases, the more realistic results don’t exist yet, in others, the realism simply
clouds the results by introducing unnecessary notation and more equations.

10.4.1 Network Model

We begin by describing how the physical power network can be described math-
ematically. The starting point is to view a power network as a collection of nodes
(where a node may correspond to a power source, sink, or both) end edges (trans-
mission or distribution lines) which connect nodes. In power engineering, nodes
are typically referred to buses. We will use the two interchangeably.

The most natural way to model such a system is via a graph G(V, £) where V
is the set of all buses in the network and £ denotes the set of edges connecting the
buses. To reduce the notional overhead we will often omit the arguments (V, £) and
simply refer to a graph as G. The set V can be decomposed into two sets according
to whether a bus is a power source (referred to as a generator bus, or simply a
generator), i.e., a point at which power is produced and injected into a network, or,
a power sink (referred to as a load bus, or simply a load), i.e., a point where power
is consumed and removed from the network. The set V can thus be decomposed
as V = Vg U VL. In real networks it is common for a bus to consist of both
generators and loads. Our representation V does not preclude this, however, we will
make the assumption that all buses in our networks are either generators or loads
and not both. This assumption is not restrictive (in the DC power flow model)
as we can always model a power system in this manner, it does however simplify
notation and analysis. We denote the number of generator and load buses in the
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network by Ng and NV, respectively and denote NV = Ng + NL. For notational
convenience, we assume the nodes are ordered as Vg = {1,...,Ng} and V| =
{NGg + 1,..., NG + NL}. Buses are connected via the edge set £ C V x V, we
label the edge set £ = {ey, ..., eg} . When G is undirected, (/,m) € £ if and only
if (m, /) € £. For directed graphs, if ¢;(/, m) € £ we say that / is the source and m
is the target denoted by s(¢;) = / and #(e;) = m respectively.

It will often be convenient to represent a G via matrices. In particular the inci-
dence matrix C € RV*F describes how edges connect to vertices. When G is
undirected, a direction is arbitrarily assigned to each edge. The matrix C is then

defined as

+1 ifs(e]-) =1,
Ci=1 —1 ife(e) =4
0 otherwise.

As we will see in subsequent sections, it will often be useful to overload our graph
model to take into account weights on edges. These weights will be related to certain
electrical properties of transmission and distribution lines. To accommodate this,
we introduce a diagonal matrix W € CEXE, Together with the incidence matrix,
we can form the weighted N x N Laplacian matrix L = CWC .

10.4.2 Power Flow Model

A power flow model provides a mathematical description of how quantities
such as current, voltage, and power relate to each other at points over a net-
work. Our goal here is to provide some intuition into how electrical engineers
model these networks. The material covered is standard, some excellent references
include [MLBB20; Biel5; Mom17]. However, the remainder of this chapter can
still be understood purely from a mathematical perspective with no knowledge of
the underlying physics needed!

In power engineering, we typically express such quantities as complex numbers.
Consider a sinusoidal voltage function v(#) = Viax cos(wr + 0y), using Euler’s
identity we see that

z/(t) = c~K[Vmaxeﬁvejwt]a

where j = 4/—1 and R denotes the real part of a complex number. Define the

. Vinax @V .
effective phasor V = %, then the voltage function can be expressed as

o(t) = RV2V™).

Current and power can also be expressed as phasors in an analogous manner. The
instantaneous power is defined as p(#) = v(#)i(z). Assume the voltage and current
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2z

both have angular frequency w, then the average power over the period 7 = - is

1 /7 1
P= ?/0 p(r)de = EVmaX]maX cos(@y — 0y).

It is not difficult to see that P = R [VI*]. However, this is only part of the story.
Define the complex power as S = VI* and the reactive power Q = 3[VI*] where
3 denotes the imaging part of a complex number, then

S=VI"=Pr+;Q, (10.1)

where superscript * denotes complex conjugation. When designing power systems,
it is important to consider not just the average power P, but also reactive power,
Q. For example, from the definition of S, it is clear that for fixed P and |V, the
magnitude of the current increases with | Q| to which there are associated thermal
costs that should not be ignored. Finally, voltage and current are related to each
othervia/ = YV, where Y is a complex number known as the admittance which we
define as ¥ = G — jB (the reciprocal of admittance is impedance and is commonly
denoted by Z, i.e., V = ZI). We are now ready to describe a model for how power
flows over a network.

We begin by taking the graph that models the power network and labeling one of
the buses as the slack bus for which we assume | V| = 1 and its phase is 0°. Without
loss of generality we label the slack bus as bus 1. As we move to the network setting
we will use bold-faced upper-case characters to denote vectors of voltages, currents,
and power flow for the whole network.

Every transmission line (edge) in the network is modeled by the IT-model. Con-
sider the line (7, #): In the IT-model, the line is described by the tuple of admittances
(y;k’ Vi ij’) corresponding the series admittance and two (not necessarily equal)
shunt admittances at each end of the line, respectively. Note that there is only one
series admittance for each line and so y, = )/"k].. Let Iy, denote the branch current
from bus j (equivalently node j in V) to bus £ (equivalently node 4 € V), and 7;
the current from bus 4 to j. The presence of the shunt elements means that sum-
mation of these two quantities is not necessarily zero. We now proceed to develop
a set of equations that relates all the current injections /3, I, . . . in the network to
the voltages V1, V2, . . .. Collecting the quantities in a the complex vectors I and V
and applying Kirchhoff’s current law at each bus in the network we have

I=YV, wherefori#j

—y if(ij) €&
e |7 ot = X

0 otherwise (bt

where y77 = Z(j,/e)eﬁﬁ’;’k'
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The complex N x N matrix Y is called the admittance matrix. Finally, combining
the relationship between current and voltage through the network with complex
power balance as defined by (10.1), we obtain

Si= > G (AVi12 = ViVi) + ) IV;I%, forallje V), (10.2)
(k)€

the net power injection at bus j. Including the slack bus, there are N equations
in (10.2) in 2N complex variables S;, V;. The system of equations (10.2) can equiv-
alently be written in polar form with 4/V real variables P;, Q;, [Vl and 9]-, where
V; = |V;|¢% and S; = P; + jQ;. To simplify notation, we denote y¥ = Gjj — jBj;
and )j‘/e = Gj; — jBjt. When j = £ (shunt admittances at bus j) we have that
G; > 0,Bj; < 0, and for j # £ (line (j, k) series admittance), Gj; > 0,B; > 0. It
follows that for each j € V,(10.2) becomes

P = (Z Gj,e) Vil = D" IVilIVEI(Gje cos 8 — B sin 6),
k k#j
(10.3)

Q= (Z BJ'/?) |VJ'|2 - Z [V;[[Vel(Bji cos 0, + Gy sin 03),
k

kA

where 6, := 6; — 0, is the voltage phase angle difference for line (j, £) € £.

Obtaining solutions to either (10.2) or (10.3) is known as a power flow problem.
Typically, half the variables will be specified and the remaining variables must be
solved for. The power flow equations are nonlinear and so iterative methods are
often required to obtain solutions.

The reason for wanting to solve power flow problems in the first place is to
determine how power will flow when parameters such as voltage requirements,
generation demand and production are specified at each bus. Note that earlier we
defined S; to be the net complex power injection at bus j. The implication is that
at each bus power may be produced and removed. So, formally §; = S}g - S]‘-Z =

(P}g — P]d) +J (ng - (%-d), where superscripts ¢ and  refer to generate and demand
respectively. Buses in the network are typically classified as into three types; PV
buses, PQ buses, and slack buses. This classification is somewhat synthetic, but
useful for our purposes. Determining which variables in the problem are fixed, and
which are specified, depends on the bus classification. See Table 10.1 for specific
details. PV buses are typically generator buses, PQ buses are typically buses with a
constant power load. The slack bus is required to ensure a solution exists and that
power balance is achieved.

The focus of the remainder of this chapter is optimal power flow problems (OPFs).
An OPF is an optimization problem where power flow equations (10.2) or (10.3)
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Table 10.1. Power flow equation data categorized by

bus type.
Dat
am Specified Solve for
Bus type
d
PV PLPLIV | QL6
PQ P, Q/ IVjl, 6;
Slack Vi =1[Vil£0° | P, Q

appear as constraints. In the next section we concentrate on a specific form of an
OPE and discuss where privacy issues arise and how differential privacy can be used
to allow for the public release of OPF problem data.

10.5 Private DC Optimal Power Flow Data Sets

Optimal power flow problems seek to minimize (or maximize) a function, typi-
cally generation cost, user disutility, or power loss, subject to the physics of power
flow (10.2), and network operational constraints such as line capacity, and voltage
magnitude constraints. The OPF problem was first formulated by Carpentier in
the 60’ [Car62] and it remains an active area of research today. OPF problems
arise in many aspects of power engineering including unit commitment (deter-
mining which generators will participate in power production), economic dispatch
(determine the power output of participating generators), N — K safety (ensur-
ing network stability should X line failures occur), state estimation, and demand
response, to name a few. The literature on OPF problems is vast and we will only
cover OPF problem formulation at a very high level. For a detailed view of the
OPF landscape we refer the reader to the following surveys [FSR12; HG91] and
the tutorial [FR16].

10.51 Optimal Power Flow

Beyond their importance to power network operation, OPF problems receive so
much attention because the power flow equations (10.2) are nonlinear (quadratic)
functions. As such, the resulting optimization problems (in which the power flow
equations are constraints) are quadratically constrained and non-convex. Such
problems are NP-complete in general, and so heuristics are needed to provide solu-
tions. Convex relaxations based on semidefinite programming is a popular approach
for solving OPF problems, and in many cases such methods come with strong the-
oretical guarantees, see [Low14a; Low14b] for an overview of this type of approach
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and [Zoh+20] for general conic optimization formulations. We will now describe
the most general form of an OPF problem and then restrict our attention to a more
manageable special case.

We stack all complex powers injections into the vector § = P+ jQ, an alternat-
ing current (AC) OPF problem takes the form:

minimize f(P¢
\A f )
subject to Vinin < [VI* < Vinays

Shin € D O Vi(V; = V}) < S, forj=1,...,N,
(G.k)eE
(10.4)
where P¢ is the vector of real power generation. Here we have assumed no shunt
devices, i.e., y¥ = 0 for all j. The objective function /" is quadratic and assumed to
be separable across all generators. Generically, it takes the form:

Ng
F@) =" fi(P)), with fi(P}) = co(PH)® + P + v
=1

The vectors Vipin and Vg contain non-negative lower and upper limits for the
squared voltage magnitudes. The voltage magnitude vector inequalities are taken
element-wise. With slight abuse of notation, the constrains on S should be read as
two sets of constraints, one on the real part and one on the imaginary part. The
OPF formulation (10.4) is sufficiently general so as to allow:

¢ Unbounded load or generation at bus 7: S{nin = —00—;00, Shax = 00+ ;00.
* Arbitrary slack bus values: V°

_ 0 _ . .
min = Vinax = ¢ with corresponding net power
injection unbounded.

* Fixed net power injection: 8. = Shax.

As mentioned above, solving (10.4) is theoretically and numerically challenging.
Given that solving OPF problems in the general form of (10.4) is not straight
forward, we will primarily work with a restricted version of (10.4) known as the
DC-OPE where DC stands for direct current. The DC-OPF model is convex (and
hence global solutions can be found), furthermore it is formulated as a /inear pro-
gram (LP) which is perhaps the best understood convex programming class, and
many efficient solvers exist allowing us to solve them at scale. With respect to dif-
ferential privacy, the DC-OPF problem is more fully understood. We will describe
work on privacy preserving mechanism for the full OPF problem towards the end
of the end chapter.
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10.5.2 DC Optimal Power Flow

We now turn our attention to DC OPF problems [SA74; PMVB05; CV14].
Although DC-OPF problems are more restrictive than their AC counter-
parts [OCS04], the simplicity of dealing with a linear program allows us to focus
more on data privacy and less on the intricacies of non-convex optimization. The
following assumptions bring about the DC power flow model (which then become
constraints in an optimization problem):

1. Voltage angle differences across a line are assumed to be small. For a line
(#,) € &, use the small angle approximation sin(0; — 8;) ~ 0; — 0, where
angle are measured in radians.

2. Voltage magnitudes, [V;| are assumed to be constants.

3. All lines are lossless, i.e. Gj = 0, and so Y;, = jBj, forall (4, k) € £.

Under normal operating conditions, the voltage magnitude constants are approxi-
mately one. Applying the above three points to the expression for real power at bus
7 in (10.3) gives:

Pi= > By(6 - 0. (10.5)
(k)€

In the DC model, reactive power is ignored and so P; completely characterizes the
power flow. Of use to us is the fact that (10.5) is linear in the decision variables
0;,0;, and P;. As a consequence of (10.5) (equivalently, by definition of a lossless
line) it follows that 3°;P; = 0, i.e., active power is conserved across the network.
Active power conservation does not hold when dealing with the AC power flow
equations where the loss on a given line is proportional to the inverse of the mag-
nitude of the line impedance multiplied by magnitude of the voltage difference
squared. The final assumption made is to replace the quadratic cost function f
in (10.4) with a linear cost function >, cl-Pf. Recalling the definition of the Lapla-
cian matrix from Section 10.4.1, we arrive at the DC-OPF problem:

Ng
mnﬁgglze Zl ciP‘f
=
subject to CBC’9=P, 0,=0, (10.6)

Pmin < BCTG < Pmax>
Pl < Pf < Pl

which is a linear program. The vector P € R¥ is the vector of net power injections
with each element assigned to be a generator or load. The subset that correspond
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to generators are denoted P¢. The matrix C is the graph incidence matrix, and B
is a diagonal matrix containing the (positive) susceptances. The susceptances are
obtained from the elements By, i.e., the complex part of the admittance matrix.

Definition 10.1. We refer to the vectors P‘fnax,P‘fnin,pmax, and pmin as the net-
work parameters and define the network parameter vector & := [(Pﬁlax) T (Pg - )T,

(Pmax) T) (Pmin) T] T. min

With a tractable model for power flow optimization in hand, we turn our atten-
tion to the issue of privacy. The natural questions to consider are; i) what data is
it that needs to be kept private (we will also motivate this with the qualifier “and
why”)? and, ii) is it possible to use differential privacy in this setting. The answer
to part ii) should come as no surprise given the title of this monograph and the
length of this chapter — yes, but with significant modifications. To answer the first
question, we must consider the DC-OPF problem (10.6) (from now on referred to
simply as the/an OPF problem) and note that it encodes the network model and
the power flow equations. It may be surprising to many that it is the demand at the
load buses that grid operators are most keen to keep private. Network topology can
mostly be inferred by inspection (it’s difficult to hide above-ground power lines,
power plants, and substations). Generation data is often publicly available (often
in aggregate form) and the various constraint values need not often be known pre-
cisely. We thus focus on the problem of keeping load data private as we address the
following three points:

1. The data that we would like to publicly release as (P¢, PY). The net power at
every bus in the network is P; which we have decomposed into P§ and Pf»l
fori = 1,...N. The main concern is that P¢ is dependent upon P%, specif-
ically it is related through the deterministic optimization problem (10.6).
This dependence needs to be accounted for, else information about P! may
be inferred from P¢ (and the publicly available aggregate statistics for P%).

2. The OPF (10.6) encodes the physical structure of the power network
GV, €). A fundamental question here is how the network structure affects
achievable privacy levels. Put another way, is the data generated by some
power network “easier” to keep private simply because of the network topol-
ogy? To what extent can this be quantified?

3. Similarly, how do the OPF constraints affect privacy guarantees?

At this point it is important to make two points. There exists a wide body of work
on differential privacy and linear programming (and optimization more generally).
The goal of this work is 7oz to privately solve a linear program. Our goal is to be
able to publicly release the data set (P, PY) with a differential privacy guarantee
along the lines of “changes in generation data will not disclose sensitive load data”.
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The second point we wish to make is that we are releasing the data so that data
users can analyze the data and run their own OPF algorithms on. As such, we
provide no guarantees that the the released data will be the solution to any OPF
problem. We do not believe this to be restrictive as the OPF cost function and exact
constraints are likely not available anyway. Users of the data will have accurate load
demand data that (satisfies a differential privacy guarantee) to work with. Load data
is typically the most important part of the data set — and most difficult to obtain.
In later sections we describe work work where the data released does satisfy an AC
optimal power flow problem.

Recalling that we assume the slack bus is bus 1, we also make explicit the partition
on the Laplacian equality constraint;

>4
6, =0, CBC'0= [ II),[ ] =L,

and assume that (10.6) is well-posed, i.e. upper-bound constraints are greater
than or equal to lower-bound constraints. For simplicity we focus on the Laplace
mechanism which relies on the Laplace distribution .Z(+). For a random variable

X ~ Z(b), the probability density function is given by

1 —Ix
b = — — ],
Jx(x]0) 2bexp( b )
the variance is given by 62 = 24%. Intuitively an increase in & corresponds to

the distribution flattening out and spreading about the origin. For the purposes of
establishing notation we now state some well known results that we will build from.

Suppose that D” is the data space for 7 users. A query is a function M:D" >
R”.In many cases, statistical queries correspond to » = 1. A mechanism, M, is a
randomized function of d C D”. In this work we shall consider additive mecha-
nisms of the form M(d) := M + Y where Y is an appropriately defined vector of

random variables.

Definition 10.2 (p-Differential privacy). The mechanism M preserves p-differential
privacy if and only if for all d,d’ € D" such that ||d — d'|lo < 1 and all VW C R’,

we have
Pr{M(d) € W} < exp(g) Pr{M(d’) € W}.

An intuitive way to understand this definition is to rearrange it and use the
approximation exp(g) & 1 + p for small positive p, thus

Pr{iM(d) € W} -

Pr{M(d) e W} —

140
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From this we see that when d and d’ differ by a single element, the probability
density of the corresponding mechanisms are similar. The similarity is characterized
by o which is referred to as the the privacy budget.

Theorem 10.3 (Differentially private Laplace mechanism). 7he Laplace mechanism
M) +Y withY; ~ .i”(%)fori =1,...,7 where

A := maximize ||M(d) — M(d)|1, (10.7)
ld=d’[lp<1

provides p-differential privacy.

The non-negative scalar A is the £, sensitivity of the query M. Theorem 10.3
clearly shows us that the variance of the distribution depends on the sensitivity
of the query and the level of privacy required. The more sensitive a query is, the
“more” noise that must be added to attain a fixed privacy level. Similarly, when less
privacy is required, the variance of the distribution decreases.

In the case of optimal power flow data, d = (P¢%, P! ). To emphasize the rela-
tionship between the load demand and power generation, we introduce the “OPF
operator”. Informally, the OPF operator is a nonlinear operator that maps the vec-
tor of power loads P/, solves an OPF problem, and returns the optimal vector” of
power generation P&*, We express this operation as P&* = OPF(P’). From this
point on, we drop the * from our notation. It should be implicitly understood that
OPF returns an optimal solution. It will also always be clear from context which
OPF problem is being solved. Using this notation, we can now express the problem

dataasd = (OPF (PZ ), P/), which leads to the ¢; sensitivity function

maximize IMOPF @), P) — M{OPF @), P V)1,
OPF(P!),PH)—(OPF(@P!),P) o<1
(10.8)
which because of the complex dependencies between load and optimal generation,
is a significantly more complicated object than (10.7). Indeed, characterizing the
sensitivity function (10.8) is the central to developing an understanding of how
differential privacy can be applied to optimal power flow data. As “defined” so far,
the OPF operator is applicable to both AC and DC OPF problems. However, at
the time of writing, little is known about the behavior of OP F when the associated
OPF problem is anything other than a DC problem. It is also important to note
that OPF is specific to the way the an OPF problem is modeled. In the AC setting,
the same power flows can be modeled in different (but equivalent) ways which leads
to different OPF problems — the AC OPF Problem 10.4 is just one realization, a

ii.  Here we assume that the optimal solution is unique, and this assumption will be further discussed in the
next subsection.
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different realization will induce a different OP F. We will now focus out attention
on the DC OPF operator.

10.5.3 The DC OPF Operator

The OPF operator has been studied in detail in [ZAL20; AZL20] in the DC set-
ting. In this section we will provide a summary of the key results regarding the
sensitivity function. In subsequent sections these results will be leveraged to help
us understand how network structure and OPF problem data (constraint limits,
cost function) determine variance of Laplace distribution required to provide p-
differential privacy guarantees.

The first issue we address is when does OPF return a unique solution? Even
although (10.6) is a linear program with a polyhedral constraint set, there is no
guarantee that there is a unique solution. In this case OPF will return the set
of all optimal generation vectors. Working with set-valued operators is not trivial
and we would like to avoid such a situation. Fortunately, this is straight forward.
In [ZAL20] the precise conditions for uniqueness of solution were provided. The
exact conditions are somewhat involved and would require several new sets to be
defined, which for this chapter would clutter the presentation. Instead, we shall
use the fact that the necessary sets are dense with respect to larger, easy to specify
sets. The consequence of this is that should the specific problem instance under
study fail to meet these conditions, then with probability one, a perturbation to the
problem description will satisfy the criteria. For this reason we make the following
assumptions:

Assumption 10.4. The OPF operator maps to a singleton, i.e., OPF : RZXL -
RNG, The mapping is continuous everywhere and differentiable almost everywhere. Fur-
thermore, all points in the image space of OPF are optimal solutions of (10.6).

Remark 10.5. Loosely speaking, the assumptions above are valid when the coeffi-
cients ¢; for i = 1,...,Ng are all non-negative. The parameters that define OPF
(10.6), {Pmin> Pmax> P‘fni . P4k}, are chosen such that a [feasible solution exists, and the
feasible solution has NG — 1 active inequalities. Full details are available in [ZAL20)].

The OPF operator is now used to define the concept of “monotonicity” for
power networks. Recall that a function / : R” — R is said to be monotonic
(sometimes referred to as “order preserving”), if for all x,y € R” we have that

x>y = fx2>f(y),

where the inequality on the left hand side is taken element-wise. In order to recon-
cile monotonicity with differential privacy, we will consider the case where /" above
is replaced by OPF and x and y are constrained to differ in exactly one element.
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Definition 10.6 (Monotonicity). A power system is said to be monotone if for all
X,y € RNG such that x >y and with x and'y being feasible load profiles, we have
that OPF (x) > OPF(y).

In words, a power system is monotone if, given a vector of power demands (loads)
and corresponding optimal generations, a load increase will not cause a decrease in
power generated at any bus in the network.

Monotonicity, as per Definition 10.6 attempts to characterize how the optimal
power generation reacts to a change in load. Clearly, monotonicity is related to
the €1 sensitivity function (10.8). Unfortunately, Definition 10.6 only provides a
partial characterization of the load—generation relationship. In order to provide a
complete characterization, we introduce the the notion of (J, &)-monotonicity.

Definition 10.7 ((J, €)-monotonicity). For 0 > 0, and & > 0, a power system is
said to be (0, €)-monotone if for all x,y € RN such thaty + 61 > x > y and
Ix —yllo = 1, we have that

Ng
D [OPFix) — OPFi(y)]~ = —s,

=1
where for [z]” := min{0, 2} for z € R.

In the definition above, the parameter & covers for the fact that power generation
is allowed to decrease, and J describes the “spread” of the load y. Clearly, any system
which is monotone according to Definition 10.6 is (J, 0)-monotone for any choice
of positive 0. Note that any value of ¢ that satisfies the inequality in Definition 10.7
is valid, however, when we make use of monotonicity in the context of privacy later
on, the smaller ¢ is, the better. Determining the (6, &) parameters is in general a
difficult task. For certain classes of networks we can provide analytic expressions.

I[EEE 9-bus Network

We first consider a simple test network with 9 buses. The network consists of 3
generator and 6 load buses. The IEEE 9-bus network is perhaps the simplest and
most commonly used network for studying optimal power flow problems. Here we
use it to illustrate the fact that monotonicity can be too stringent a requirement
for even simple networks. We then use it to provide some intuition about (J, €)-
monotonicity. The network is depicted in Figure 10.3. At each of the generator
buses and two of the load buses, we have included a graph which shows how various
loads and generations change.

We first consider bus 9 (lower left corner of Figure 10.3). The graph associated
with bus 9 shows that the load, i.e., power demanded at this bus increases with
time. It is assumed that all other loads remain constant. Note that although the
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Figure 10.3. IEEE 9-bus network. The ‘G’ nodes denote generators, and the numbered
lines are transmission lines.

line looks continuous, in reality this is a set of discrete loads. For every value of
the load, we solve (10.6), or equivalently calculate P¢ = OPF (P/) and plot the
resulting generations for each of the three generators on their respective graphs.
If the network (for this particular choice of network parameters) was monotone,
then graphs at each of the 3 generator buses would all be non-decreasing. At bus
1, the graph is non-decreasing. In fact, it is constant. This is likely because the
generator is at its maximum capacity. At bus 3, an increase in power generation
is observed. Surprisingly, at bus 2, the generator decreases its power output. From
this we conclude that the system in not monotonic. This simulation highlights the
complexity optimal power flow problems — despite bus 2 being closer to bus 9 (in
a graph theoretical distance sense) it is bus 3 that provides the additional power
required. In Figure 10.3 we also consider the case where the load at bus 5 is varied
(with all other loads kept constant) and see similar results (dashed lines). We state
the following theorem without proof.

Remark 10.8. The [EEE 9-bus network is (3, 2.010)-monotone. This parameteriza-
tion is invariant to changes in the cost function and §.

The implication of this is that the optimal generation at any bus in the network
will not decrease by more than 2.01 times the increase in the load.

In addition to monotonicity, we will also discuss derivatives of OPF. Com-
bined with monotonicity, this will provide an almost complete understanding of
the sensitivity of the problem. As with monotonicity, the exact details for when
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derivatives can be taken are described in [ZAL20]. For now we rely on Assump-
tion 10.4 and assume everything is well defined. Of interest to us is the how the
optimal power generation at each generator changes as a function of changes in
the load. We denote the vector of derivatives of OPF with respect to the loads by
op OPF(P)).

Theorem 10.9. When Assumption 10.4 holds, the local derivative 6p OP F (PY) exists
and the set of binding constraints in (10.6) remains unchanged.

The second part of the statement in Theorem 10.9 is useful because it also tells
us about the behavior of the optimal power flow problem. It tells us that for almost
all the problem instances, when the load changes, any constraints that have hit their
upper or lower limits will remain at those limits and no new constraints will reach
capacity. We can actually go one stage further and write down an explicit algebraic
relationship between the load and the optimal generation and voltage angle. To
proceed, we need to define two sets that account for binding inequalities in (10.6).

Definition 10.10. Consider the DC OPF problem (10.6) and the graph G(V, E)
associated with it. Assume that (10.0) has been solved. Define the set Sg C Vg as the
set of generators producing power ar maximum or minimum capacity, i.e., equal to the
corresponding value in P or anin' Likewise do the same for edges with power flows
At maximum or minimum capacity corresponding t0 Pmax, Pmin. Denote this set as Sg.

We will not prove this here, but it can be shown that the total number of active
constraints is

ISl + |Sg| = Ng — 1,

where | - | applied to a set denotes cardinality.

The Jacobian matrix defines the effect of all load changes on all optimal gen-
erations. Assume the network parameters are fixed, i.e., £ is constant and that the
coefficients in the cost function ¢; are all positive. Formally, the Jacobian is

o(PH*  o[OPF(P));
D)y = —1— = —
oP: oP:
J J
However, if one has access to the solution of (10.6) then the Jacobian can be stated
explicitly as a function of § and (Sg, Sp). We briefly introduce the following nota-
tion; let IV denote the 7 X 7 identity matrix. Given a set S let Ig denotes the

matrix formed by stacking the rows of I indexed by the elements of S.

Theorem 10.11. When Assumption 10.4 holds, and the set of binding constraints
of (10.0) is known, the Jacobian J(PL ¢, &) can be explicitly written as

J(S6,Sp) =¥ - (), )"



368 Differential Privacy in Energy Systems

where ¥ = —If)’vL]LZ(SG, SB)T, where L. = CBCT | and

N -1
I L

N
I L
E T
15 BC

€1

(S, Sp) | =

and the inverse always exists.

The Jacobian matrix is useful in its own right, it also serves two other purposes.
It can be used to provide an upper-bound on the ¢; sensitivity A — although we
won't pursue that further here. The Jacobian also provides useful insight into how
to gauge the (J, €)-monotonicity parameters.

Taken together, Definitions 10.7, 10.10, and Theorem 10.11 provide all the
information about the sensitivity of OPF required in order to apply differential
privacy to the data set d = (P&*, P’). For details on how to compute sensitivity,
the reader is referred to [ZAL20; AZ1.20]. Note that the Jacobian definition and
the closed-form expression produce the same matrix. Unless a specific form the
Jacobian is required, we drop the arguments and simply refer to it as J.

10.5.4 Differential Privacy

We are now in a position to integrate the results from the previous section regard-
ing sensitivity, with the classical ideas of differential privacy. For simplicity, we focus
on the Laplacian mechanism. We make no claim about this mechanism being “per-
fect” for power system data sets. The goal is to demonstrate that potential for pri-
vacy methods in this application domain. Proofs of the main results can be found
in [ZAL19]

To reiterate, our goal is to release data sets of the form d = (P¢*, P! ) in order for
users to i) run statistical queries on the load-demand data, and/or ii) solve optimal
power flow problems using realistic load data. With regards to the second problem,
network parameters &, and the cost function may, or may not, be publicly available.
We assume that the network graph is available.

The mechanism M acts on both vectors P&* and P/, for brevity, instead of writ-
ing M (D%, P’), we will instead simply write M(P’) and it is to be implicitly
understood that the optimal generations are obtained by solving an appropriate
DC optimal power flow problem.

We will now show that the task of designing a mechanism that hides individual
load changes, follows the classical results closely. Indeed, most of the difficulty was
in formulating how to measure query sensitivity when the query involves solving a
linear program. The first step is to modify the definition of differential privacy.
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Definition 10.12 ((A, p)-differential privacy). For A > 0 and o > 0, the mech-
anism M is said to preserve (A, o)-differential privacy if and only if for all (P') and
(PYY such that

1@ — @) lo<1 and [P — (@) < A,
and for all W C R”, we have
Pr{M((P)) € W} < exp(o) P{M((P)") € W).

Remark 10.13. 7he notation used in Definition 10.12 should not be confused with
the standard notion of (&, 0)-differential privacy used outside of this chapter. We also
reiterate that M(PL) is shorthand for M(P$*, P)).

A straight forward application of Theorem 10.3 can be applied to Defini-
tion 10.12.

Lemma 10.14. Assume M(P8*, P) is a deterministic query. The mechanism M =
MY withY; ~ f(%)fori = 1,...,r, preserves (A, p)-differential privacy, if
for any (PY) and (P')" such that ||(P') — (PY)"|lo < 1 and || (P) — (P")"||; < A,
Ay satisfies | M((P1)) = M((P)Y")]l; < Ay

This result doesn’t transparently take into account the underlying properties of
the network or the associated OPF problem. Before we present the most general
and transparent result, we require one final definition. Denote by J ; the Jacobian
matrix of the query function, i.e., the matrix of partial derivatives of the query M
with respect to changes in the load vector.

Theorem 10.15. Suppose a power system is (A, €)-monotone, and the magnitude of all
the elements in the Jacobian matrix J i are upper bounded by t. Then the mechanism

M=M+Y, with¥; ~ & (W), provides (A, o)-differential privacy.

The theorem above makes it clear power system with associated optimal power
problems that are far from monotone (large values of ¢) require distributions with a
significantly larger variance than their monotone counterparts. Note that Theorem
10.15 is only applicable for smooth and differential queries, and the Jacobian matrix
J ;¢ is different from the Jacobian matrix J of OPF operator, which we defined
carlier. One way to interpret Theorem 10.15 is that the query M(OPF(P), PY)
can be viewed as the composition of functions M and OPF. By the chain rule,
its £1 sensitivity can also be decomposed as the sensitivity of M (characterized by
7) and the sensitivity of OPF (characterized by (A, €)-monotonicity).

Corollary 10.16. Let t and M be defined as in Theorem 10.15. A monotone power

system withY; ~ £ (ZTQ’A ), ensures (A, p)-differential privacy.
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One has to be careful when interpreting the Corollary 10.16. As any monotone
system is (A, 0)-monotone for any value of A > 0, it is tempting to simply make
A arbitrarily small in order to make 222 arbitrarily small. However, A controls the
privacy level as well, thus making it arbitrarily small will compromise more privacy
of the power system data.

The final scenario we consider concerns aggregated data. It is often the case that
power flow data is available in aggregate form. Most often, data from a geographical
region is pooled, and summary statistics about the data set are released. We con-
sider the following simple scenario (more complicated settings are easily accommo-
dated for): Instead of the data owner releasing d(P¢*, p! ), summary statistics for
certain “regions” are released. A disaggregation algorithm then acts on this data to
try and reverse engineer the original d(P¢*, Pl). Of course, exact recovery is almost
surely impossible, but generating estimates of the data that is consistent with the
aggregated data is possible [AZL18]. Let’s make things more concrete. Assume the
power network and data set we care about has been split into 7 distinct regions
Ri,...» Ry where R; C V. For simplicity assume that R; N R; = @ forall 7,;.
The aggregation query for region 7 returns two quantities, the sum of the load and
the sum of the generation:

ME=D"PE M= P,

JER; JER;

where again we have dropped the % superscript from the generation vector. The data
owner discloses corrupted versions of ./\;l‘lg and M. we assume that these statistics
are to be released using the Laplacian mechanism. In a more realistic scenario, the
exponential mechanism would be used as this may prevent sign changes in the data.
We pursue the Laplacian mechanism as it fits with the results presented so far. The
Laplace mechanism adds iid Laplace random variables and is defined to be

ML, P = [ME, .. MEL ML, ML),

with M¢ = M¢ +Y; and M’ = M’ 4Y;. Using this definition of the aggregation

mechanism we arrive at the following result:

Lemma 10.17. Let the power system of interest be (A, €)-monotone. The mechanism

. . . 2 sl . ..
M8 preserves (A, p)-differential privacy when X;,Y; fori = 1,...,m are i.i.d.
random variables drawn from £ (%)

An important observation to make is that the variance of the Laplace distribution
in Lemma 10.17 does not depend on the number of aggregated regions 7, or the
number of buses in a region. For the aggregation query, it is straight forward to
show that the J ;- upper bound, 7 in Theorem 10.15 is equal to one.
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10.5.5 Beyond DC-OPF

The previous section outlined how differential privacy can be applied to data gen-
erated from DC OPF problems. There is however a body of work that applies
differential privacy to OPF problems with the full AC power flow equations in
various privacy scenarios: [FV18; MFV20b; MFV20a; Dvo+20]. We won't delve
deeply into this topic, however we will illustrate the difficulties of dealing with AC
optimal power flow problems and describe how the work in [MFV20a] addresses
these problems.

The fundamental issue that arises when dealing with the AC-OPF Problem 10.4
and its variants, is that perturbations to the load profile may result in an infeasi-
ble optimization problem. Moreover, even when the perturbed problem is feasible,
the magnitude of the difference between the true optimal solution and the per-
turbed solution may be large. The closeness of the two solutions is termed fidelizy.
In the DC setting, fidelity is quantified using the results characterizing the sensi-
tivity of the OPF operator as described in Section 10.5.3. Unfortunately, there is
no straight forward extension to the AC-OPF setting. However, the abstraction of
OPF as a mapping from load to optimal generation is useful and used without
the theoretical guarantees provided in the DC setting. In [MFV20a], algorithms
are developed with two goals in mind:

1. Privacy: The vector of (complex) demands 87 and the perturbed loads §¢
should satisfy:

(@) |S;{ - gf"l < a and 8]4 = éjd for all j # i, where o > 0.

(b) For % and §¢ satisfying the adjacency relationship above,
Pr{M(S") € W} < exp(o) Pr{M(S)) € W)

2. Fidelity: The obfuscated loads §? provide an objective value that is close to
ground truth:

IF(OPFS?%) — 0% < pO7,

for f > 0, where O* =f((’)77.7:(5“')) with £ the cost function from (10.4).
Note, here we have overloaded OPF to return a solution to an AC optimal
power flow problem. No claims about uniqueness are made. When multiple
optimal solutions exist, a single solution is chosen at random.

Here we highlight some of the subtleties and difficulties of dealing with AC
power flow models. The first obstacle in out path is that the Laplacian mechanism
now needs to be applied to a query which may return complex values. Inspired
by the work from differential locational privacy [ABCP13], complex numbers are
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represented in a polar coordinate system (as opposed to a planar system) and the
polar Laplacian distribution is used. A desirable property of the polar Laplacian
pdf is that the the radius and angle (that define the random complex variable) can
be drawn independently from each other. In contrast, using a multi-dimensional
Laplacian distribution would require drawing both parameters together in order to
achieve the correct scaling. As a result, drawing the random variable z = 7 exp(j8)
is done by drawing 6 uniformly at random from [0,27). Obtaining 7 is a two
step process: first, draw a scalar p uniformly at random from [0, 1) and the set

r= Cg_l(p), where

—1
)+ 1),
e

=
and W_ is the (-1 branch of the) Lambert W function. The & term is the measure
of differential privacy required in the classical sense of e-differential privacy. The
output of the privacy stage is a load vector 87 that is additively corrupted by random
variables from the polar Laplacian distribution. This intermediate vector will be the
input to the fidelity phase.

The fidelity phase is more challenging. One way to view this phase is as post-
processing the complex vector §%. Formally it takes the form of a bi-level (some-
times referred to as a multi-stage) optimization problem [Dem02]:

minimize [|S7 — §7|3
S¢.84

subject to [ (S¥) — O*| < BO* (10.9)
$¢ = OPF(SY).

We re-iterate that OPF here in notationally overloaded and it refers to a mapping
of complex load demands to optimal complex power generations through the AC-
OPF Problem 10.4. The interpretation of the fidelity post-processing stage is that
of re-distributing the Laplacian noise that was introduced in the first step of the
process. While the combination of the polar Laplacian distribution and the bi-level
post-processing stage achieve the two goals set out at the beginning of the section,
unfortunately, solving (10.9) is intractable. Indeed, bi-level programs are strongly
NP-hard, moreover, verifying a solution of a such a problem is NP-hard [VS]94].
The work in [MFV20a] proposes three relaxations to the fidelity stage, each of
which satisfies the bound

od o
||§ S ||252
1S4 — $4|1
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where §7 is the is the output of (10.9). Extensive numerical simulations assess the
accuracy and typical behaviors of the three relaxations in addition to their computa-
tional run-times. It is shown that the methods proposed offer orders of magnitude
better accuracy than naively applying the Laplacian mechanism to the load data.

10.6 Concluding Remarks

In this chapter we have provided a high level overview of modern energy systems,
with a focus on the path from energy production to transmission and control. Our
aim was to highlight the need for privacy in energy systems, and specifically examine
how differential privacy can be applied in relation to optimal power flow data.
The majority of the chapter examined the DC-OPF setting where convex (linear)
programming is the algorithmic tool of choice. We concluded by dipping into the
significantly harder problem of preserving privacy of AC-OPF data, where we tried
to highlight some of the inherent challenges.

This is a new and rapidly evolving area of research, we hope this survey will
attract more attention to research at the interface of energy and privacy.
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Chapter 11

Image and Video Data Analysis

By Liyue Fan

11.1 Introduction

Image and video data have been increasingly generated and their analysis is ubig-
uitous in our daily life. The richness of visual data as well as recent technological
advances in computer vision inflict great privacy concerns. Classic differential pri-
vacy, which originated in statistical databases, has been applied to generating aggre-
gate statistics or training machine learning models, while protecting the privacy of
input data. The rigorous nature of DP makes it desirable for protecting sensitive
information that can be inferred from image and video data. As a recent research
direction, this chapter discusses the role of differential privacy in image and video
analysis, especially the developments in sanitizing image and video data. Specif-
ically, we will look at DP notions that aim to quantify sensitive information in
image and video data. Furthermore, we will introduce practical privacy and quality
measures for evaluating DP methods. We realize that much of the image and video
analysis is based on machine learning techniques, and thus direct interested readers
to Part II for learning with differential privacy.

As a society, we collectively generate massive amounts of image and video data at
a high speed. Studies show that photo-sharing is one of the most common activities
of over two-thirds of American adults who now use social media [Dugl5; Smil7].
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(a) Blurred face of a survivor of human traffick-
ing [UNO10].

(b) Mosaic faces in a police raid [Ait16].

Figure 11.1. Example news images where faces have been obfuscated for privacy (best
when zoom).

Approximately 1,000 Terabytes of video data are generated every minute [Kno13]
from social media sites to surveillance cameras. Applications that rely on image and
video data are ubiquitous, from surveillance to tele-medicine, from facial recogni-
tion to eye tracking. In this chapter we will look at the application of differential
privacy to image and video data and understand how DP methods intersect with
image and video applications.

111 Perceptions and Expectations for Visual Privacy

Visual anonymity in images and videos is very important for communication
research and modern journalism. By providing anonymity, individuals are able to
speak more freely [Ano98; Mar01; Sco04], e.g., for conveying sensitive informa-
tion, expressing marginalized views, and protecting them from retaliation or subse-
quent contact. Currently visual anonymity is often achieved by blurring or mosaic-
ing faces in pictures and video clips. Figure 11.1 shows two examples where visual
anonymity is necessary for those being photographed.

Furthermore, privacy is a significant concern in social media [SCB17] and digital
surveillance [WR14]. Researchers have studied the human perceptions of sensitive
visual content [LTKC18], shared privacy expectations for online images [Hoy+20],
as well as the impact on the viewer’s experience when transforming parts of images
for enhanced privacy [Li+17; Has+18]. Examples of content categories commonly
deemed sensitive in image and video data are identity, children, nudity, and medical
condition (e.g., hospital stay).

Moreover, laws and regulations protect the privacy of image and video data.
The HIPAA privacy rule requires that full-face photographs and any comparable
images must be removed under the Safe Harbor Method. Photographs that can be
linked to a patient are considered identifiable information, and therefore, they are
subject to HIPAA requirements [NBB19]. The General Data Protection Regulation
(GDPR), effective since 2018, aims to increase the privacy of the European Union’s
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citizens and visitors. It is important for organizations and businesses to consider
image and video data as “personal data" or “sensitive personal data" in GDPR terms,
and implement and ensure privacy protection accordingly.

1.1.2 Existing Privacy Methods

Various privacy solutions have been proposed for image and video analysis. We
categorize commonly adopted image and video privacy methods that do not depend
on differential privacy in the following groups.

¢ Standard obfuscation. Popular image obfuscation techniques are pixelization
(also referred to as mosaicing), blurring, and masking. The goal is to obscure
the content such that it is no longer recognizable. Pixelization can be achieved
by superposing a rectangular grid over the original image and averaging the
color values of the pixels within each grid cell. On the other hand, blur-
ring, i.e., Gaussian blur, removes details from an image by convolving the
2D Gaussian distribution function with the image. Social media platforms
may provide their own implementations, e.g., YouTube face blur [SP17] for
video uploads. Masking replaces sensitive content with uninformative pixel
values, e.g., a solid rectangle of black pixels over a face.

¢ Fusion and perturbation. Image fusion and perturbat